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N/A

N/A
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PIARY

, WA 3-31. B 3-32. B 3-33 B At

Set remote syslog dest1 log type: operationlogs securitylogs eventlogs successfully
Set remote syslog dest] addr. successfully

Set remote syslog dest] state: disabled successfully

Set SNMP trap mode to Event Cede mode successfully

Set SNMP trap mode to OID mode successfully

Set SNMP trap mode to Event Code mode successfully
Administrator(172.23.125.61) login successfully over the WebU|
Fan 5 insertion detected

Fan 5 insertion detected

Fan 4 insertion detected

Fan 4 insertion detected

Fan 3 insertion detected

Fan 3 insertion detected

Fan 2 insertion detected

Fan 2 insertion detected

SEE 632 . 2 3 4 5 109 > B 1 b
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139 2019-09-28 09:41-11 WARN Nand Flash, close nand flash write protection
138 1970-01-01 03:01:20 INFO No license was detected

137 2019-09-28 09:35:41 WARN Nand Flash, close nand flash write protection
136 2019-09-27 11:56:07 ERROR Do power restore policy fail

135 2019-09-27 11:55:15 WARN Nand Flash, close nand flash write protection
134 1970-01-01 03:01:19 INFO No license was detected

133 2019-09-27 11:48:55 WARN Nand Flash, close nand flash write protection.
132 1970-01-01 03:01:19 INFO No license was detected

131 2019-09-27 07:08:08 WARN Nand Flash, close nand flash write protection.
130 1970-01-01 03:01:19 INFO No license was detected

129 2019-09-27 07:03:23 WARN Nand Flash, close nand flash write protection.
128 2019-09-27 06:24:34 WARN Nand Flash, close nand flash write protection.
127 1970-01-01 03:01:29 INFO No license was detected

126 2019-09-27 06:19:03 WARN Nand Flash, close nand flash write protection.
125 2019-09-26 16:14:33 WARN Nand Flash, close nand flash write protection

15 - | mEEoam B 23 45 . w0 > w1 »

&3-33 £2HE

BERE =frE® #2HE

1518 2019-09-27 15:32:20 xinetd[1998] huawei EXIT: ssh pid=1421 duration=908(sec)
1517 2019-09-27 15:32:20 sshd[1421] huawei pam_unix(sshd:session): session closed for user Administrator
1516 20190927 15:32:20 sshd[1441] huawei Disconnected from user Administrator 172.23.125.178 port 43792
1515 2019-09-27 15:32:20 sshd[1441] huawei error. Received disconnect from 172.23.125.178 port 43792:0:
1514 2019-09-27 15:17:20 sshd[1442] huawei error: open /dev/tty failed - could not set controlling tty: Permission denied
1513 2019-09-2715:17:19 sshd[1421] huawei pam_unix(sshd:session): session opened for user Administrator by (uid=0)
1512 2019-09-2715:17:19 sshd[1421] huawei Accepted password for Administrator from 172.23.125.178 port 43792 ssh2
1511 20190927 15:17:13 sshd[1421] huawei reprocess config line 47: Deprecated option RhostsRSAAuthentication
1510 20190927 15:17:13 sshd[1421] huawei reprocess config line 40: Deprecated option RSAAuthentication
1509 2019-09-2715:17:12 sshd[1421] huawei error: Could not load host key: /etc/ssh/ssh_host_ecdsa_key
1508 2019-09-2715:17:12 sshd[1421] huawei Jete/ssh/sshd_config line 47: Deprecated option RhostsRSAAuthentication
1507 2019-09-2715:17:12 sshd[1421] huawei /Jetc/ssh/sshd_config line 40: Deprecated option RSAAuthentication
1506 2019-09-2715:17:12 xinetd[1998] huawei START: ssh pid=1421 from=:ffff:172.23.125.178
1505 2019-09-2712:17:54 xinetd[1998] huawei EXIT: ssh pid=2914 duration=977(sec)
1504 2019-09-27 12:17:54 sshd[2914] huawei pam_unix(sshd:session): session closed for user Administrator
15 v | EEFEE1518 . 2 3 4 5 102 > B 1 »

SRR

<3-33 #ERZE

g ik
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LAABRT | BIOS_OptionFileNa | BIOS it B {5 5.

/opt/pme/pram | me

BE, WX

s Aie | BMC dhclient.conf | DHCP i & 0

FAE AT

#, s | BMC dhclientconf. | 580 1Y

zfritfze | mdS

548G o i8] . . N

S, KB BMC dhclient.conf.s | 528 M4 16

ha256
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H® | FE#® XH& XHEREHA
ﬁ‘; &%% | BMC dhclient6.conf | DHCP it & Sr
o] A2 o

BMC dhclient6.conf. | 58# M55 56 RD
md5
BMC dhclient6.conf. | 58# M55 56D
sha256
BMC_dhclient6_ip.co | DHCP Fit & {4
nf
BMC dhclient6_ip.co | 5g# M3 50D
nf.md5
BMC dhclient6_ip.co | 5g#E M3 5 RY
nf.sha256
BMC _dhclient ip.con | DHCP it & {4
f
BMC dhclient_ip.con | 584 M 155 6
f.md5
BMC dhclient_ip.con | 584 M 55 6
f.sha256
BMC_HOSTNAME | iBMC EHL%4
BMC HOSTNAME. | 528530
md5
BMC HOSTNAME.s | 5285 5
ha256
CpuMem cpu_utilise | 4548 CPU Rl &R
CpuMem_mem_utilis | AR5 28 N A-F| =R
e
cpu_utilise_webview. | CPU F|H % fh 2 %4
dat
env_web_view.dat IRIE 5 B il 2R 2
fsync_reg.ini A R]D e B S
lost+found A4
md_so_maintenance | 4§ H &
log
md so_maintenance
log.tar.gz
md_so_operate log EHE

md so_operate log.ta
r.gz
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ha256

H® | FE#® XH& XHEREHA
md_so_mass_operate
_log
md_so_mass_operate
_log.tar.gz
md _so operate log.m | 5% M5 0GR
ds
md _so operate log.s | 5EEEM:RFIGHD
ha256
md_so_strategy log g H &
md_so_strategy log.t
ar.gz
md _so_strategy log. | 5E#EM:RFIGHD
md5
md _so_strategy log.s | 52 M2 IGHD

memory webview.dat

EENRIBTER

per_config.ini iBMC Bt & = A S
per_config.ini.md5 SR S G R
per_config.ini.sha256 | 5g #1506
per_config_permanen | iBMC it B #; A S04
t.ini

per_config permanen | g% 706G RD
t.ini.md>5

per_config permanen | g3 IGRD
t.ini.sha256

per_config_reset.ini | iBMC it & ¢ A4k S
per_config reset.ini.b | iBMC it B A4k S0 4F
ak

per_config reset.ini.b | 5EEEM:RFIGHD

ak.md5

per_config reset.ini.b | FEHEEM:RFEGHD
ak.sha256

per_config reset.ini. SR RS IO R

md5

per_config reset.ini.s | 5EHEEMERFIGHD

ha256

per_def config.ini iBMC Mt & #5F At 3
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BX | FEZR Xt XHERE A
per_def config.ini.md | 5E#E R EGHT
5
per_def config.ini.sh | 5% 061D,
a256
per_def config perm | iBMC fic & f AL SCAF

anent.ini

per_def config perm
anent.ini.md5

eV IR D

per_def config perm | 5E#E{: 760 RD
anent.ini.sha256

per_def config reset. | iBMC i & £ A4k S04
ini

per_def config reset. | iBMC Bt & ¥ A4k 30
ini.bak

per_def config reset. | 5% IGHD
ini.bak.md5

per_def config reset. | 52 FFIGHD
ini.bak.sha256

per_def config reset. | 52 IGHD

ini.md5

per_def config reset. | FE#EM:FFIGRD
ini.sha256

per_power_off.ini iBMC Mt & #5F A4
per_power off.ini.md | 5% M7 IGRD

5

per_power off.ini.sha | 528 R GRS

256

per_reset.ini iBMC At B #F A A
per_reset.ini.bak iBMC At B #F A
per_reset.ini.bak.md5 | FE#EEM:FIGRD
per_reset.ini.bak.sha2 | 5g#&: 53 06 R D

56

per_reset.ini.md5 SEREEAR IR
per_reset.ini.sha256 SE B S B
pflash_lock flash L4t
PowerMgnt_record EHXNRIBITER
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B® | FER XHE XHERE AR
powerview.txt ThE G S
proc_queue BEFEPAF id SCHEke
ps_web_view.dat N RIBITER
sel.db SEL %4 )22
sel_db_sync SEL {4 ¢ [F] 5
semid BEFRME 58 id Uk

sensor_alarm_sel.bin | SEL JF 45103 304

sensor_alarm_sel.bin. | 5g# G 500G

md5

sensor_alarm_sel.bin. | 5g# RS I AG
sha256

sensor_alarm_sel.bin. | SEL 7 %21 5% 376 34
tar.gz

Snmp_snmpd.conf Snmp Pt & 34

Snmp _snmpd.conf.m | 573K 06D
ds

Snmp_snmpd.conf.sh | 5734 K067
a256

Snmp_http_configure | HTTP I & 30

Snmp_http configure. | 5288 K065

md5

Snmp_http configure. | 5258 K067
sha256

Snmp_https configur | HTTPS At & 1

e

Snmp_https_configur | 58 BPEALLG N
e.md>5

Snmp_https_configur | 58 BMEALG Y
e.sha256

Snmp_https_tsl HTTPS TLS fic & S+

Snmp_https_tsl.md5 SEAE RS IS RS

Snmp_https_tsl.sha25 | 578 K067
6

up_cfg T2 e B SOk
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B® | FE# XHR XHRARRA
User_login login PAM 3 FI
User_login.md5 SE BN B0 Y
User login.sha256 SRR RS IR
User_sshd SSH PAM % 3 H I
User_sshd.md5 TEREAAR B R
User_sshd.sha256 SERVER IR
User sshd config SSH it & S 14
User sshd config.md | 58 #1443 56005
5
User sshd config.sha | 58 #1443 56005
256
User_vsfip FTP PAM &AL
User_vsftp.md5 SEREEAR ISR
User_vsftp.sha256 SE B R B A,
eo.db SEL #{4f i

save filelist “/opt/pme/pram” H % N3 AFHIEER
Vi BIOS_FileName SMBIOS 1% 4
AL A8y
LARRT | BMC_dhclient.confb | DHCP 1t B %4 S0
/opt/pme/save | gk
B %, *md5
A R BMC dhclient.conf.b | 5g# M 55 60D
PRI ak.md5
* sha256
;%a%%lri % BMC _dhclient.confb | 52856
A * bak ak.sha256
):TJ* Cha BMC_dhclient.conf. SE B RS B A
LA, *targz md5
AT A
LA, BMC dhclient.conf.s | 5% M 155 060D
per_*.ini B | ha256
HEHAMLL
#, *sel.*# | BMC_dhclient6.conf. | DHCP At & 41/ S0
FARFAIT bak
:fq{i'ﬁ‘ (dm . N
2 HIE BMC dhclient6.conf. | 58 # M1 EGHD
g s | bakmds
LA A BMC dhlient6.conf, | 52 RpE R 1T
& AridAL bak.sha256
LA A
B A, T BMC dhclient6.conf. | F2#: 670
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ak

B | FEH# & XHRAEGRA

HEZ L% | md5

NEE) :
BMC dhclient6.conf. | 58# M3 560D
sha256
BMC_dhclient6_ip.co | DHCP fit. & % 1 SC1F
nf.bak
BMC dhclient6_ip.co | 5% M3 50D
nf.bak.md5
BMC dhclient6_ip.co | 5% M3 50D
nf.bak.sha256
BMC dhclient6_ip.co | 58 %M 50 RY
nf.md5
BMC dhclient6_ip.co | 5g# M3 50
nf.sha256
BMC _dhclient_ip.con | DHCP Ht. & &7 SO
f.bak
BMC dhclient_ip.con | 582 M 155 6D
f.bak.md5
BMC dhclient_ip.con | 582 M 155 06
f.bak.sha256
BMC dhclient_ip.con | 582 M 155 06
f.md5
BMC dhclient_ip.con | 5g# M 55 06D
f.sha256
BMC _HOSTNAME. | FH 400 & &0
bak
BMC HOSTNAME. | 52385660
bak.md5
BMC HOSTNAME. | 52# {5 3hi
bak.sha256
BMC HOSTNAME. | 5% 500
md5
BMC HOSTNAME.s | 52 #4 B 37
ha256
CpuMem cpu_utilise | &%} Ziz/T/= B
CpuMem mem utilis | &% $iz/T/= B
e
md so operate log.b | #/EHE
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H® | FE#® XH& XHEREHA
md so operate log.b | 5E#EM:RFIGHD
ak.md5
md _so operate log.m | 5g# M3 00 RD

ds

md_so_operate log.b
ak.sha256

eV IR D

md _so_strategy log.b | g H &

ak

md _so operate log.s | 5E#EMRFIGRD

ha256

md_so_strategy log.b | 5 # MR IGRD

ak.md5

md_so_strategy log.b | 5 # MR IGRD
ak.sha256

md _so_strategy log. | 58#EMERFIGHED

md5

md _so_strategy log.s | 54 M2 0GHD

ha256

per_config.ini iBMC At B A
per_config.ini.bak iBMC Mt & #5F A4
per_config.ini.bak.md | 5g % 6 R,

5

per_config.ini.bak.sha | 5281 50 HD

256

per_config.ini.md5 SR HE M S B R
per_config.ini.sha256 | 52 #M: 1 IGHD

per_def config.ini iBMC Mt & #5F At 3
per_def config.ini.ba | iBMC Bt & &F AL SCA

k

per_def config.ini.ba
k.md5

Pt Qe ]

per_def config.ini.ba | 5% IGRD
k.sha256

per_def config.ini.md | 58 %M 155 06D
5

per_def config.ini.sh | 52#EM: R GRS

a256
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256

H® | FE#® XH& XHEREHA
per_power_off.ini iBMC it & A AF
per_power_off.ini.bak | iBMC Fit & ¥ A4k A
per_power off.ini.bak | 53 %17 10 RD
.md5
per_power off.ini.bak | 53 %17 10 RD
.sha256
Is)er - power_offiini.md | 538K 06
per_power off.ini.sha | 5g# M 17 06D

PowerMgnt record

EEMWRIBTER

sensor_alarm_sel.bin | SEL J& 45103 S04
sensor_alarm_sel.bin. | SEL G440 4
bak

sensor_alarm_sel.bin. | 5g# G 500G
bak.md5

sensor_alarm_sel.bin. | 5g# RS I AG
bak.sha256

sensor_alarm_sel.bin. | 5g#EMER AT

md5

sensor_alarm_sel.bin. | 5g#MERIAG
sha256

sensor_alarm_sel.bin. | SEL JJj 134T0 14
tar.gz

Snmp_http_configure. | HTTP Bt & 4 A
bak

Snmp_http _configure. | 5734 K067
bak.md5

Snmp_http configure. | %A IGHS
bak.sha256

Snmp_http configure. | 5784 K067

md5

Snmp_http _configure. | 5734 K06 79
sha256

Snmp_https_configur | HTTPS it & &1 S04
e.bak

Snmp_https _configur | 574 K06

e.bak.md5
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B%® | FBR X2 XHRAZE R
Snmp_https_configur | 58 HEMER LAY
e.bak.sha256
Snmp_https_configur | 52k eI TY
e.md5
Snmp_https_configur | F&REPER LG
e.sha256
Snmp_https_tsl.bak | HTTPS TLS I & &4 L

Snmp_https_tsl.bak.m
ds

eV IR D

Snmp_https tsl.bak.s | 57% 8K 06 RS
ha256

Snmp_https_tsl.md5 TEAEVERG BG RS
Snmp_https_tsl.sha25 | 5734 K060
6

Snmp_snmpd.conf.ba | Snmp At B #5431
k

Snmp _snmpd.conf.ba | 5734 K06
k.md5

Snmp _snmpd.conf.ba | 573K 06D
k.sha256

Snmp snmpd.confm | 52K GRS
ds

Snmp_snmpd.conf.sh | 528 s K067

a256

User_login.bak

login PAM X 3 i)

User login.bak.md5 SR HE M RS B R
User_login.bak.sha25 | 5g# M4 155 0600

6

User_login.md5 SE B RS B A
User_login.sha256 SE B S B A
User_sshd.bak SSH PAM & s # |
User_sshd.bak.md5 SR RS IO R
User_sshd.bak.sha256 | 53 M4z 06 Y
User_sshd.md5 SEREEAR LAY
User_sshd.sha256 SE B S B
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256

H® | FE#® XH& XHEREHA
User_sshd config.bak | SSH i & 4
User_sshd config.bak | 58 #4155 56D
.md5
User_sshd config.bak | 58# M55 5600
.sha256
User_sshd config.md | 58 #5500
5
User_sshd config.sha | 58 #1350

User_vsftp.bak

FTP PAM &0

User_vsftp.bak.md5 SE B R B A,
User_vsftp.bak.sha25 | 584 M 155 0600
6

User_vsftp.md5 SEREEAR ISR
User vsftp.sha256 SEHENE R IR
eo.db SEL 4 e
eo.db.sha256 TEREE R g
eo.db_backup SEL %y ¥ &
e0.db.sha256 backup | FE#MH:5I6AG
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ST

XTAE

B anfr & sk iBMC 217, LA iBMC SCRERIM 2

4.1

4.16
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4.1.1 #&3\i5 PR

4.1.2 #38]

iBMC & PR i AR fin 2
o  Hifjin4 ipmcget
i) T4 ipmeget IR IR
ipmcget [-t target] -d dataitem [-v value]
o HE A% ipmeset
W H T4 ipmeset kg
ipmcset [-t target] -d dataitem [-v value]

A4 ipmcget A1 B Ay 4 ipmeset IS HCU AR

o []: RUIZNEAREFKLEE I .

e -ttarget: Tifl. WEEMFERS LIIXTSR.

e -ddataitem: Tif]. ¥ EERIE A ORIE A LR 2 B .
e -vvalue: Aifl. WEHIEWA LIRS EUE.

Xf i AT A ETHS WK 4-1.

41 BLITHRINAE

B =Y

LS AT (& IR, LA SRR i3
No

Ak TSR (Ard i F i SERREEAT BAR K340 SR AT

[] R “[17 FEARAHR A E A A Wl B I AT ) .

{xlyl..} | MDA EZAEITHEI

[x|y[..1T | FoRMA B AT P i B ANk

{xlyl..}" | RENENEZABIFER LA, BRI A, BZEITA L
T

[x]y[..T" | RN ABEA G LR Z A B ANik.

iBMC i A7 HAH B TheE, MR D IFEA T M ARG 0L BEf4% “Enter”,
AT R = HEhir i 2 IS B L BA% 2, 3 I 58 e 2 Ak

iBMC:/->ipmcget
Usage: ipmcget [-t target] -d dataitem [-v value]
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-t <target>

fruo Get the information of the frul
sensor Print detailed sensor information
smbios Get the information of smbios
trap Get SNMP trap status

service Get service information
maintenance Get maintenance information
syslog Get syslog status

user Get the information of user
securitybanner Get login security banner information
vnc Get VNC information

storage Get storage device information
config Get configuration information

vmm Get Virtual Media information
certificate Get SSL certificate information
sol Get SOL information
securityenhance Get security enhance information

-d <dataitem>

faninfo Get fan mode and the percentage of the fan speed
port80 Get the diagnose code of port 80

diaginfo Get diagnostic info of management subsystem
systemcom Get system com data

blackbox Get black box data

bootdevice Get boot device

shutdowntimeout Get graceful shutdown timeout state and value
powerstate Get power state

health Get health status

healthevents Get health events

sel Print System Event Log (SEL)

operatelog Print operation log

version Get iBMC version

serialnumber Get system serial number

userlist List all user info

fruinfo Get fru information

time Get system time

macaddr Get mac address

serialdir Get currently connected serial direction
rollbackstatus Get rollback status

passwordcomplexity
ledinfo

get more information

minimumpasswordage

ntpinfo

BWEML:

Get password complexity check enable status

Get led information

ipinfo Get ip information

ethport Get usable eth port

psuinfo Get PSU component information

autodiscovery Get autodiscovery configuration

poweronpermit Get poweronpermit configuration

raid Deprecated. Please use 'ipmcget -t storage ...' to
get more information

ldinfo Deprecated. Please use 'ipmcget -t storage ...' to
get more information

pdinfo Deprecated. Please use 'ipmcget -t storage ...' to

Get minimum password age configuration

Get NTP information

SCRYRRAR 06 (2021-04-21)
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iBMC:/->ipmcset

Usage:
-t

-d

ipmcset [-t target]

<target>

fru0
trap

service
user
maintenance
sensor
securitybanner
syslog
ntp
vnc

storage
config
vmm
certificate
sol
securityenhance

precisealarm

<dataitem>
fanmode
fanlevel
reset
identify
upgrade
clearcmos
bootdevice
shutdowntimeout
frucontrol
powerstate
sel
adduser
password
deluser
privilege
serialdir
printscreen
rollback
timezone
passwordcomplexity
ipaddr
backupipaddr
ipmode
gateway
ipaddr6
ipmode6
gateway6
netmode
activeport
vlan
restore
notimeout

emergencyuser

-d dataitem [-v value]

Operate with fru0
Operate SNMP trap

Operate with service

Operate with user

Operate with maintenance

Operate with sensor

Operate login security banner information

Operate syslog
Operate ntp

Operate vnc

Configure storage device

Operate configuration
Operate virtual media

Operate certificate

Operate SOL

Operate security enhance

Operate with precise alarm

Set fan mode,you can choose manual or auto

Set fan speed percent

Reboot BMC system

Operate identify led

Upgrade component
Clear CMOS

Set boot device

Set graceful shutdown timeout state and value

Fru control

Set power state
Clear SEL

Add user

Modify user password

Delete user

Set user privilege

Set serial direction

Print current screen to BMC

Perform a manual rollback

Set time zone

Set password complexity check enable state

Set ip address

Set backup ip address

Set ip mode

Set gateway

Set ipv6 address
Set ipv6 mode
Set ipv6 gateway
Set net mode

Set EthGroup active port

Set sideband vlan

Restore factory setting

Set no timeout state
Set emergency user

4-4
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autodiscovery
poweronpermit
minimumpasswordage
crl

psuworkmode
clearlog

fpgagoldenfwrestore
FERMANB RS HHIELT,
il

iBMC:/->ipmcset -d inff
Input parameter|[-d] error
-d <dataitem>
fanmode
fanlevel
reset
identify
upgrade
clearcmos
bootdevice
shutdowntimeout
frucontrol
powerstate
sel
adduser
password
deluser
privilege
serialdir
printscreen
rollback
timezone
passwordcomplexity
ipaddr
backupipaddr
ipmode
gateway
ipaddré6
ipmode6
gateway6
netmode
activeport
vlan
restore
notimeout
emergencyuser
autodiscovery
poweronpermit
workkey
minimumpasswordage
locate
crl

psuworkmode

Set autodiscovery configuration
Set poweronpermit configuration
Set minimum password age configuration
Upload CRL file
Set PSU work mode
Clear Log

FPGA golden firmware restore

S BRI IR S A

Set fan mode,you can choose manual or auto
Set fan speed percent
Reboot iBMC system
Operate identify led
Upgrade component
Clear CMOS
Set boot device
Set graceful shutdown timeout state and value
Fru control
Set power state
Clear SEL
Add user
Modify user password
Delete user
Set user privilege
Set serial direction
Print current screen to iBMC
Perform a manual rollback
Set time zone
Set password complexity check enable state
Set ip address
Set backup ip address
Set ip mode
Set gateway
Set ipv6 address
Set ipv6 mode
Set ipvé6 gateway
Set net mode
Set EthGroup active port
Set sideband vlan
Restore factory setting
Set no timeout state
Set emergency user
Set autodiscovery configuration
Set poweronpermit configuration
Update system workkey
Set minimum password age configuration
Deprecated. Please use 'ipmcset -t storage ...'.
Upload CRL file
Set PSU work mode
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clearlog Clear Log

fpgagoldenfwrestore FPGA golden firmware restore

4.2 E3F CLI
A U] B SRt AT
FEERF PR P BTN P4, iBMC RGN RGBT R iR %

e “root”: RBIEAT app BAEREA .

o  “sshd”: RHGIEAT ssh REFIHEF .

e  “apache”: RAISAT httpd MRSFIMEH

e  “snmpd user”: RGIEAT snmp AR FSHIEH

e  “ipmi user”: RAIZAT ipmi RS

o  “kvm_ user”: RGIsATIEIEERIG RS

e  “discovery user”: ZZIZ{T SSDP AR5 M .

e  “comm user”: RHIZIT metp HAZE. rimm FHFELL K DDNS g 55T o

e “redfish user”: RAIZAT redfish BEFER A H .

(RERY::

o FZAKINAFTENTERIBMC, LR R AR M,
o ZRABINAFHZAREHEMER, R3INEH,

o BIHTHTUITMANTILGEL, ZEAAKAF L. 0d . BRFHAZ LBALE,
RRH*

421 FIANEIEM O IP #hit

71 A
EHLN ) TP Mol RIA 7R DR LR
o I IERIA IP Hudik.
e liid BIOS R A AN E & EEM 1 1P kil .
o HEIH O EFEHKM AT A B EEM O IP Mk,
2RI\ 1P Hodik

=42 BRIN TP

FE (L P

- 192.168.2.100
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BT BIOS &=igFfE E

AR 4% 2% S Fril et BIOS &A1 & iBMC 1) TP Huhlk, BEAKiES AN BIOS 4%
EN

(MARIZY:
Bt % o K % IBMC CLI, 2U4RIEMNIAN RG4S 0 %A iBMC ® 0, T A@id SSH A F
iBMC CLI, 7 43.12 &iqfeiXE $ o5& (serialdir) wikF o,

LB EHEFEOL.
HIB 2 B HAKIRERE OGAT, RTERENSHE:
o UEHRF: 115200
o H¥ifr: 8
o AR L
o f{Fibfr: 1
o BEMIENH: T
ZHBE WA 4-1 Frors.

F4-1 BREIRBEHIZE

=) g
UM E: [115200 ]
BEEO: 5 K
FEtke: [F #
it ©: i Ei
BEREH ©: [T B

EEHBIME ®) |

W B | mAw |

FER3 EE I ERA R A
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() %8R
iBMC 424t 1 AN P % Administrator, 2k %45 %4 Admin@9000.

$HEE4 PAT ipmeget -d ipinfo v 4 PRIV EE N O 1P Huhik(E S .

s

422 & F iBMC 41T
] LLE R LR 75 308 5% iBMC i 847

e SSH
B SSH VBSR4 AT, WE WS AMNH PR E %,
(AL

SSH FR % % & #9455 £k H “AES128-CTR”. “AES192-CTR” #= “AES256-CTR”. 4% ] SSH %
% iBMC i, #1& FlE #0955 5 ik,

o RHhE
(MR
e iBMC #4# 1 ANBIA A F 28 Administrator, ZKiA %455 Admin@9000,
o ELSKMANBENELE, AAKHLA P HITHE, FHSOWE, TTEHEE, F
TR IR A AT T R
o ARIERZLRMZAN, MRERN, EANGEEMIEES, L,
o FIANHFIAT, ¢AITARIEIA 1554,

ARG
o I B EAE A AT, L AURETL E 28 T2 1 5 2 R 25 S e B
CURTEE, I ELTR B 2 (0 0 [ RS BRI 1 TP bkl o] — o0 2t
o I H B EAE A AT, LA e 2 B T A RIS
B,
18T SSH & 35%

TR P N AT G SSH s s i T A

W& PR (EUESUEIE N IER BIRS A E M .

Ho B 2 sk, AT S RS54 iBMC S P 1 5 .

FE% S dTJT SSH L RIFICE A SS 4 (a0 1P Hudib)

. ERRBMC J5, fAH AR

(MR

o K. F A2 LDAP R p ¥ T8 1L SSH 7 X & F iBMC CLIL.

e {# 1 LDAP A F & & iBMC CLI 8, & &8Ik iBMC 5 LDAP JR 4 % 69218 M,
e LDAP AP A EH, TNEZMABIRSERE, BFEAANEER.

I
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MG 55 s ARk iBMC HI S 4R R 4 AT

it R OB R
(MARIY:
i it % o K % iBMC CLI, 2URIEMFAN R4S 0 %2k iBMC ¥ 2, T Ai@id SSH A %
iBMC CLI, 47 4.3.12 &g E $ o5& (serialdir) g o,

PR EAH O,
P2 W R LSRR O a7, HERENSHA:

o JEFFE: 115200
o HEf: 8

o AR L

o fEibfi: 1

o HulEvidEkl: K
SHREWE 4-2 FiR.

E4-2 BREIRBEHLE

H
BUA @) 115200 =l
RO |5 =l
iRtk @) |% >l
R ) |1 =]
BETEH ©): [ >l

EENSRME® |

T B | mAw |

FER3 EHERI AR A
AR
iBMC =4t | AR P~ 4 Administrator, 22k %45 % Admin@9000.
B4 PAT ipmeget -d ipinfo 74 AT REUVE R 1 1P Hihk(E 2
.
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S oA
ipinfo iy 4 SR i) iBMC & B M L) IP 15 ..
RN

ipmcget -d ipinfo

SHLAA

(E3EiETE]

155 A SC 451
# A iBMC B O/ IP {5 5 .

iBMC:/->ipmcget -d ipinfo

EthGroup ID 1

Net Mode : Adaptive

Net Type : Dedicated

IPv4 Information

IP Mode ¢ static

IP Address : 192.168.3.140

Subnet Mask : 255.255.0.0

Default Gateway ¢ 192.168.0.1

Backup IP Address : 192.168.0.2 (Deactivated)
Backup Subnet Mask : 255.255.0.0 (Deactivated)

MAC Address

IPv6 Information

IPv6 Mode : static
IPv6 Address 1 : fc00:225::3140/64
Default Gateway IPve : £fc00:225::1
Link-Local Address : fe80::1a3d:5eff:febe:bc35/64
IPv6 Address 2 : £c00:225::1a3d:5eff:febe:bc35/64
VLAN Information
VLAN State : disabled
A7)

Backup IP Address #= Backup Subnet Mask F £ ¥, k&% Activated &= IP &, kAR
Deactivated & 7% IP K&,
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432 1% & iBMC MO/ IPv4 {52 (ipaddr)

=N
A

A

(3Yay

=
A

5N

SHR A

EMfER

15 Fi e 51

ipaddr #i4 FH T & iBMC W ] IPv4 bk, #ERS. KK,

ipmcset -d ipaddr -v <ipaddr> <mask> [gateway]

S SRR &

ipaddr FKoRBER BN iBMC I | BN IPv4, RRERXN
) IPv4 Hhudik XXX.XXX.XXX.XXX o

mask FORTERER IBMC MO | HdEBAN IPv4, RN
H1F- MRS XXX.XXX.XXX.XXX o

gateway FoREREM IBMC MO | HiERECN IPvd, £REA N
TN S AL XXX.XXX.XXX.XXX o

FEHRE IP ks, B B ZIEN, RS E E SR
%271 ipaddr ¥ B 4 10.0.0.0~10.0.0.3 (P4 &#BIES i EE Hikk) .

# WE IBMC N 1) IP #uhk A 192.168.0.25, T MRS A 255.255.255.0, Mo

1M 192.168.0.25.

iBMC:/->ipmcset -d ipaddr -v 192.168.0.25 255.255.255.0 192.168.0.25

Set IP address successfully.
Set MASK address successfully.
Set GATEWAY successfully.

# TS iBMC & HE I IP 5 8.

iBMC:/->ipmcget -d ipinfo

EthGroup ID g 1

Net Mode : Adaptive

Net Type : Dedicated

IPv4 Information

IP Mode ¢ static

IP Address : 192.168.0.25

Subnet Mask : 255.255.0.0

Default Gateway : 192.168.0.1

Backup IP Address : 192.168.0.123 (Deactivated)

SCRERRA 06 (2021-04-21)




BRI AR 55 %5 £ iBMC H 18

Backup Subnet Mask : 255.255.0.0 (Deactivated)
MAC Address

IPv6 Information

IPv6 Mode ¢ static

IPv6 Address 1 : £c00:225::3140/64

Default Gateway IPv6 : £c00:225::1

Link-Local Address : feB80::1a3d:5eff:febe:bc35/64
IPv6 Address 2 : £c00:225::1a3d:5eff:febe:bc35/64
VLAN Information

VLAN State : disabled

43.3 1% 8 iBMC EEMO/EMH [Pv4 58 (backupipaddr)

SO

LR

SHLAA

EM¥ER

backupipaddr #iy4 T % & iBMC & 2 M H (144> 1Pv4 Hiht. 78 DHCP HhgEH A

it

o 7 iBMC BEHMORDECE IP Huhl, B8] L 44y IP Hihilk & 5% iBMC &
ST E .

o iBMC EHMOCHHCE] IP Mk, (HH P LA DB B AR NERy, f&aT DL
1§ FH Ay TP #2355 iBMC RGEHHTE W . (AT MBI DHCP RS 28 Bic
FIHE 5 AT A& bk A AR EANE B, B NTEIEE%)

ipmcset -d backupipaddr -v <ipaddr> <mask>

2 SHIEA &

ipaddr FORNEWEM IBMC MO | HHEEACH 1Pv4, RRIEAA
247 IPv4 Hudik. XXX, XXX. XXX. XXX o

mask FonEW AR &G IPva | HESRA0N IPv4, RN

:[:_IJ: H‘J%Mﬁﬁg o XXX XXX XXX XXX o

WE &N IP Hihk 5, A LLETT ipmeget -d ipinfo &% “Backup IP Address” “FEFPIRAS
I %4y TP btk A2 75 A5 2K

® Activated: FiniZ&n IP bk AR, wTRMER .
® Deactivated: F/RiZ&r IP #ibEARAR, AT

By 1P HiuliEi% B 4 10.0.0.0~10.0.0.3 (N B S g HubE) .

Foy TP HUIEANSCRF IS I Lk e i e, PRI, 7R8I 6 TP bbb 6 5% iBMC I, &) 3
(1P bk A5 #5470 1P AR [F] — W B, X5 B s Z0AE [F] — Rk I

4-12
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15 Fi =51

434 1%

=
A
g
i
[aYay

S5 A

(EEiTE

# WHE IBMC BN O R4 P #ilik A 192.168.0.25, FR#EAS N 255.255.255.0.

iBMC:/->ipmcset -d backupipaddr -v 192.168.0.25 255.255.255.0

Set backup IP address successfully.
Set backup MASK address successfully.

# i) iBMC B IP 58 .

iBMC:/->ipmcget -d ipinfo
ipmcget -d ipinfo

EthGroup ID g 1

Net Mode : Manual

Net Type : Dedicated

IPv4 Information

IP Mode ¢ static

IP Address : 192.168.0.25

Subnet Mask : 255.255.255.0

Default Gateway : 192.168.0.25

Backup IP Address : 192.168.0.25 (Deactivated)
Backup Subnet Mask : 255.255.255.0 (Deactivated)

MAC Address

IPv6 Information

IPv6 Mode ¢ static

IPv6 Address 1 : fc00::6516/64

Default Gateway IPv6 : £fc00::1

Link-Local Address : feB80::2220:6ff:fe27:1046/64
VLAN Information

VLAN State : disabled

& iBMC M O#/Y IPv4 #23X (ipmode)

ipmode 74 H T 15X B iBMC M 11/ TPv4 £33

ipmcset -d ipmode -v <dhcp | static>

1 S8R AR e
dhcp TRt A dhep -
static TR HHERE N static -

HHTRE MRS, B E SRR, TR AR E R .
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=
A
g
[aYay

&
A

S5 A

(E3EEiETEE]

# W iBMC & EM 12 dhep 15,

iBMC:/->ipmcset -d ipmode -v dhcp
Set dhcp mode successfully.

# B MUE Y iBMC & HN 1P 2 E.,

iBMC:/->ipmcget -d ipinfo

EthGroup ID g 1

Net Mode Manual

Net Type Dedicated
IPv4 Information

IP Mode dhcp

IP Address 192.168.0.12
Subnet Mask 255.255.0.0

Default Gateway 192.168.0.25
Backup IP Address
Backup Subnet Mask
MAC Address

IPv6 Information
IPv6 Mode

IPv6 Address

Default Gateway IPv6

dhcp

Link-Local Address
VLAN Information
VLAN State

(MERY:

disabled

192.168.0.25 (Activated)
255.255.255.0 (Activated)
00:18:el:c5:d8:66

fe80::218:elff:fec5:d866/64

B ipinfo 47T ¥A& ) 2] iBMC & 2 R 2 Ak DHCP IR % % 3R /F #7469 1P 33k 4 192.168.0.12

4.3.5 1% & iBMC M ORY IPv4 Bk (gateway)

gateway T2 FH K% & iBMC W ) IPv4 /Sl

ipmcset -d gateway -v <gateway>

1 2 ¥R AR e
gateway TR iBMC P TPv4 | BiE 28200 IPvd, R BN
o) S bk XXX.XXX.XXX.XXX o

HHTBLE MISCHIIE IR, B i B S 2 AR

4-14

SCREARAS 06 (2021-04-21)




fE IS AR 2% %% £ AR iBMC H 67

15 Fi =51

# WE IBMC & FE M 5 192.168.0.1,

iBMC:/->ipmcset -d gateway -v 192.168.0.1

Set GATEWAY succ

essfully.

# EWBLEJE MRS

iBMC:/->ipmcget
EthGroup ID

Net Mode

Net Type

IPv4 Information
IP Mode

IP Address
Subnet Mask
Default Gateway
Backup IP Addres
Backup Subnet Ma
MAC Address

IPv6 Information
IPv6 Mode

IPv6 Address

-d ipinfo
1
Manual
Dedicated

static
192.168.0.25
255.255.255.0

192.168.0.1
s : 192.168.0.144
sk 8 25%.255,255.0

(Activated)
(Activated)

00:18:el:c5:d8:66

dhcp

Default Gateway IPv6

Link-Local Address

VLAN Information
VLAN State

disabled

fe80::218:elff:fec5:d866/64

4.3.6 & iBMC MO/ IPv6 {52 (ipaddr6)

=
A
g
[aYay

A
B

ipaddr6 #iy4 H T 1% & iBMC [ 1) IPve Mk, Fi 7K B A1 A S bk .

ipmcset -d ipaddr6 -v <ipaddr6/prefixlen> [gateway6]

S5 A

S¥ SRR &
ipaddré FRBERERIBMC | BRI IPve, FRERA
M ) TPv6 Hhk . XXXX XXX XXXK XXX XXX XXX XXX XXX K 0 2
2 xxxx EL N 0 I, RIEAXAT4EE R
XXXX IXXXX o J51 2101 s
fc00::0000:000:0000:0000:0000:0000:0001
455 A fc00::0001.
fE—A~ 1Pve bk, HEEEH 4485 .
prefixlen FTREREN iBMC | 0~128,
(SRS EREEEEEIS

SCRERRA 06 (2021-04-21)
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(E3EiETE]

15 Fi £ 51

S SRR &
.

gateway6 FREREN iBMC BARZEAN IPve, TN
M ) TPv6 P S, XXXX XXX XXX XXXK XXX XK XXX XXX Ko 2
Bil LA xxxx LGN OB, RIEXATHEE N

XXXX: IXXXX o F5 2101 s
fc00::0000:000:0000:0000:0000:0000:0001
A4S )y fc00::0001.

E—A1Pv6 bk, HEEEH— 1495 .

e J#id ipmcget $HL IPV6 [1) Link-Local Address 5 2., & 5 Ak ix AN bk 17 )

iBMC.,

o EHUTINE IPHubL)E, FHOWELZIER, WAEIETRE ER TR

# B iBMC B P L1 IPve Hilik A £c00::6516, FMIRTZA 64, Wbl

fc00::1.

iBMC:/->ipmcset -d ipaddr6 -v £c00::6516/64 £c00::1
Set IPV6 address successfully.

Set IPV6 prefix successfully.
Set IPv6 GATEWAY6 successfully.

# TS iBMC & HEN I IP 5 8.

iBMC:/->ipmcget -d ipinfo

EthGroup ID

Net Mode

Net Type

IPv4 Information
IP Mode

IP Address

Subnet Mask
Default Gateway
Backup IP Address
Backup Subnet Mask
MAC Address

IPv6e Information
IPv6 Mode

IPv6 Address
Default Gateway IPv6
Link-Local Address
VLAN Information
VLAN State

1
Manual
Dedicated

static
192.168.0.25
255.255.0.0
192.168.0.1
192.168.0.144 (Activated)
255.255.255.0 (Activated)
00:18:el:c5:d8:66

static
fc00::6516
fc00::1

fe80::218:elff:fec5:d866/64

disabled
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437 1%E

L INE

(3Yay

SHR A

(E35EiETE]

15 Fi £ 51

iBMC W ORY IPv6 23 (ipmode6)

ipmode6 74 F 115 & iBMC W 1) IPv6 #ix.

ipmcset -d ipmode6 -v <dhcp | static>

S SRR &
dhcp FRHHEBECA dhep -
static RN static -

HHr i B UR, W RE N 2R

# WHE iIBMC EHM 174 dhep 3.

iBMC:/->ipmcset -d ipmode6 -v dhcp

Set dhcp mode successfully.

# BB SUE M iIBMC &3 1P 12 B,

iBMC:/->ipmcget -d ipinfo

EthGroup ID

Net Mode

Net Type

IPv4 Information
IP Mode

IP Address

Subnet Mask
Default Gateway
Backup IP Address
Backup Subnet Mask
MAC Address

IPv6 Information
IPv6 Mode

IPv6 Address
Default Gateway IPv6
Link-Local Address
VLAN Information
VLAN State

1
Manual
Dedicated

dhcp

192.168.0.12
235,255,000
192.168.0.25

i 14 MR e BT E R .

192.168.0.144 (Activated)
255.255.255.0 (Activated)

00:18:el:c5:d8:66

dhcp

fe80::218:elff:fec5:d866/64

disabled
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gateway6 i & K% & iBMC W 1) IPv6 P 5<iht .

ipmcset -d gateway6 -v <gateway6>

SHR A

SH SRR V&
gateway6 Zor IBMC W 11 HHRRAN IPve, KFEH 128bit, 75 84
IPv6 5L . 16bit 7B . #aRIE N

OO XK XXX XXX XX XXX XXX XXXX o
LA oo EEEN 0, BB A 45
K XXX XK FE—N IPv6 Hudikdr, W Befd
H—1M465.

B,
“£c00:0db8:3¢4d:0015:0000:0000:1a2f:1a2b”
TGS Hy

“£c00:db8:3c4d:15::1a2f:1a2b” .

{EMER
ST IR, O 8 A

£ AL 451
# % E iBMC &3/ ) IPv6 M55 A £c00::1.

iBMC:/->ipmcset -d gateway6 -v £fc00::1
Set GATEWAY6 successfully.

# BIBCE AR R IEE B

iBMC:/->ipmcget -d ipinfo

EthGroup ID 1

Net Mode : Manual

Net Type : Dedicated

IPv4 Information

IP Mode : dhep

IP Address : 192.168.0.12

Subnet Mask : 255.255.0.0

Default Gateway : 192.168.0.25

Backup IP Address : 192.168.0.144 (Activated)
Backup Subnet Mask : 255.255.255.0 (Activated)
MAC Address : 00:18:el:c5:d8:66
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IPv6 Information

IPv6 Mode ¢ static

IPv6 Address : fc00::65

Default Gateway IPv6 : £c00::1

Link-Local Address : feB80::218:elff:fec5:d866/64
VLAN Information

VLAN State : disabled

439 1 EMOER, (netmode)

LI
netmode iy & H T ik B W O,
WSIER

ipmcset -d netmode -v <option>

SH5EA

2 SRR BHE
option A AR e 1. /N Manual #55

e 2: FJN Adaptive 5
BIABUE: “17

EM¥ER

®  Manual #3: GEFRBLATUR,  FIP AT BLFE E (6 MR 19X 2% v 6 s 1A D9 B2 )
Ho CHY) B ED

®  Adaptive H3: EFFMIAAN, FEXKESSHENKIMO, MBI
BHMOAR. RIS E S5 iIBMC %4 MO TER, R iBMC £AHM A
BEME SR, IBEE T B AL T E R .
fs£ A =L 451
# 1B W AN Manual #50,

iBMC:/->ipmcset -d netmode -v 1

Set net mode Manual successfully.
# A EE .

iBMC:/->ipmcget -d ipinfo

EthGroup ID g 1

Net Mode : Manual

Net Type : Dedicated
IPv4 Information

IP Mode : dhep

IP Address : 192.168.0.12
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Subnet Mask

Default Gateway
Backup IP Address
Backup Subnet Mask

MAC Address

IPv6 Information

IPv6 Mode
IPv6 Address

Default Gateway IPv6
Link-Local Address
VLAN Information

VLAN State

255.25500.0

192.168.0.25
192.168.0.144
255 02552550

(Activated)
(Activated)

00:18:el:c5:d8:66

static
fc00::65
fc00::1

fe80::218:elff:fec5:d866/64

disabled

43.10 EFHEImO (activeport)

S5 A

EM¥ER

15 F e 51

activeport 4 Fl T3 B iBMC &3 (13505 5 1

ipmcset -d activeport -v <option> [portid]

2 SRR BUE
option P v 11 S e 0: LHMMO
o 1: HEM I
B ER
TR 4 58 09 A 3B
B, BARBUE SR &
H Ao
portid BE v 1 g5 TiC B 00 1 R A, B
N0 1; e E P R
i, BUEN 0~3,

BB W 1 9% FI I, TR 2 S 40 portid..

# WE IBMC o o I .

iBMC:/->ipmcset -d activeport -v 0

Set active port successfully.

# 7Y iBMC 3 135 5.,

4-20
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iBMC:/->ipmcget -d

EthGroup ID
Net Mode
Net Type

IPv4 Information

IP Mode
IP Address
Subnet Mask

Default Gateway
Backup IP Address
Backup Subnet Mask

MAC Address

IPv6 Information

IPv6 Mode
IPv6 Address

Default Gateway IPv6
Link-Local Address
VLAN Information

VLAN State

ipinfo

1
Manual
Dedicated

dhcp

192.168.0.12
255.255.0.0
192.168.0.25
192.168.0.144 (Activated)
255.255.255.0 (Activated)
00:18:el:c5:d8:66

static
fc00::65
fc00::1

fe80::218:elff:fec5:d866/64

disabled

4311 1%®%EMO VLAN (vlan)

LA

SH5EA

(E35EiETE]

15 Fi e 51

vlan #r4 TR E M O/ VLAN {5 2.

ipmcset -d vlan -v <off | id>

2 SRR HUE

off 2 1 VLAN -

id W AT J& VLAN 1 ~ 4094
o

#EBE M T VLAN A 405,

iBMC:/->ipmcset -d vlan -v 405

Set vlan state successfully.

# MM VLAN [ B,

SCRERRA 06 (2021-04-21)
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iBMC:/->ipmcget -d ipinfo

EthGroup ID g 1

Net Mode : Manual

Net Type : Dedicated

IPv4 Information

IP Mode : dhcp

IP Address : 192.168.0.12

Subnet Mask : 255.255.0.0

Default Gateway : 192.168.0.25

Backup IP Address : 192.168.0.144 (Activated)
Backup Subnet Mask : 255.255.255.0 (Activated)
MAC Address : 00:18:el:c5:d8:66

IPv6 Information

IPv6 Mode ¢ static

IPv6 Address : fc00::65

Default Gateway IPv6 : £fc00::1

Link-Local Address : feB80::218:elff:fec5:d866/64
VLAN Information

VLAN State : enabled

VLAN ID : 405

43.12 EiFFIIEESEOAME (serialdir)

S LAA

serialdir #y4 R A AR B 5B 7] .

ipmcget -d serialdir

ipmcset -d serialdir -v <option>

SH SRR &
<option> £ 17 [ o 0: FKIRS AR

Y N ERAE R G R
|

o 1. RINKIRS AR
£ YA iBMC & 1

o 2. RINKRS# SOL
5 OY N ERAE R G
|

* 3. RIS # SOL
$ O] iBMC £ 11

* 4: R/ SDIV3 R
B 5 139 SCCL &
|

5: FonF SDI V3 ETi

4-22
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2H SR &

R L1y IMU
M

e 6: Fk SDIV3 KT
M & Y1459 SCCL H
|

e 7: X/ SDIV3 KR
M Y1 IMU 5
|

AN [E R S5 2 1 2 HODUE K
R IR TT 191 AT BEAN
7], ZIHAT ipmcget -d
serialdir iy & & A S50
B 2 & OB 1)
AR

o JR%HBA%FESDIV3E F
i, <option>1X ¥ & 0.
1. 24= 3,

o JRH#HBALET K SDI
V3 KB, <option>*T £
H4F5, MTFHREIO
AR 1 R IO KM 2 P
¥4 SDIV3 F.

o JR%HBXET MK SDI
V3~ B, <option>*T £
4.5, 687, £+,
4425 £k E 10 M
1 #2569 SDIV3 &, 6
Fo 7 R E 10 B 2
2369 SDI V3 F.

EdaiEifE]
o %HE SOL BT ARSGH N3 iBMC H IR, 15 Murmik s F& R g8 HaiE
iBMC [, S8R S 873, 78 SOL 5 LM 5 Pk 5 5k TR 5 1157
[ o
o YHI (HARA B SOL ) JF R ENRGH MR, 7EOS j3sid etz
“Del” mJidId R 3 BIOS Setup FH1HI
fs£ F =451

# BB 1% B N iBMC 51,

iBMC:/->ipmcset -d serialdir -v 1

Set serial port direction successfully.

# BT SRR R 7R, Herh Num {5205 i B [ <option>1{# .
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iBMC:/->ipmcget -d serialdir

Currently connected serial direction :

Num Source Destination
1 PANEL COM BMC COM
4 SD100 PANEL COM5 SCCL COM5

4313 ER iBMC EIE &% (reset)

D oTEE
reset fiy & H >R & Jo iBMC & H 25,
WSIER

ipmcset -d reset

SH5EA

(E3EiETE]

155 A 2451
# E¥EE) iIBMC EH 2% .

iBMC:/->ipmcset -d reset
This operation will reboot iBMC system. Continue? [Y/N]:y
Resetting...

4314 B (upgrade)

upgrade 7 H T -2 [l £

ipmcset -d upgrade -v <filepath>

S5 A

2 SHAA e

filepath TR ETHR M B RS SCE | Blln: “/tmp/image.hpm”
st 12

% AR T A xxx hpm 4 X
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(EEEiTE

e A sl

2H SR &

oy Ao

PAT M & Z 1T, TSR SR S T (SCRF SFTP 7, Bl WinSCP) 5T+ 11
H AR EAE 2] iBMC SO RGERI4RE H % (Bl “/tmp ™).

F4% iBMC 8% SD R85, iBMC HZIERE, 900 B4 2k
(1 #EB

AL, AR P LG AR LES, BFA R P RIRE E48XHE, B AP Tk
LR LA

# AT

iBMC:/->ipmcset -d upgrade -v /tmp/image.hpm

Please make sure the iBMC is working while upgrading!
Updating...

100%

Update successfully.

4315 & F < (printscreen)

S5 A

(E3EEiETEE]

printscreen - F T AU 55 &% 24 A A S 10 B e B o

ipmcset -d printscreen [-v wakeup]

S SH AR EVE
wakeup R SR R el | -
ARG R

PAT M A )G, AT UMEH SO TR (GCFF SFTP ¥, 11 WinSCP) KR A71E
“/dev/shm/web” 42 T[] “manualscreen.jpeg” X FEHBIZHFHEE “jpeg” XHHE
Jri (514 PCO.

SCRERRA 06 (2021-04-21) 425



4 AT M e 55 2= -4 iBMC HI /4R R

(MERY:
% R AT printscreen @A B, RARKRERE —KBFHIE.
£ F s 451
# BT RS SR R E RGN B %

iBMC:/->ipmcset -d printscreen

Download print screen image to /tmp/manualscreen.jpeg successfully.

4.3.16 iBMC 3 [BI% (rollback)

Ap Be
rollback fiy 4 FIRCRE iBMC [ 3550 X A BE A5 SCAF D8 21146 73 X IR B A5 S0 A
LRIEES

ipmcset -d rollback

SHLAA

EMfER

{55 FH 2451
# [H13E iBMC 44,

iBMC:/->ipmcset -d rollback
WARNING: The operation may have many adverse effects
Do you want to continue?[Y/N]:y

Set rollback successfully, system will reboot soon!

4.3.17 T EELRIRT (rollbackstatus)

wEINEE
rollbackstatus 4 H SR & A4 R IR A .
RN

ipmcget -d rollbackstatus

S5 A
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(EEiTE

15 Fi =51

# A iBMC 34 RN

iBMC:/->ipmcget -d rollbackstatus

Last rollback success!

4318 1 ERSZIRZS (service -d state)

SHLAA

EF &R

service -d state iy & H T 1% & iBMC RS IRE.

ipmcset -t service -d state -v <option> <enabled | disabled>

2% SHIEH &

option AR5 2R e SSH

e SNMP
e KVM

e VNC

e VMM
* Video
e HTTP
e HTTPS
e RMCP
e RMCP+
e SSDP

enabled Ja F IR %% B

disabled 2% H iR %5 -

A\ option ZHf, K/NEEISFF
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# 5 HTTP iR% .

iBMC:/->ipmcset -t service -d state -v http enabled

WARNING: Enabling the http functions may reduce system security. Exercise caution
when enabling these functions.

Do you want to continue?[Y/N]:y

Set http service state(enabled) successfully.

() %8R
F 5 http IR A A AT

4319 RERERSHImOS (service -d port)

HLIAE
service -d port 7S H T % & iBMC 8 & IR 55 i H 5 .
g
ipmcset -t service -d port -v <option> <portlvalue> [port2value]
SR
S S ¥ &
option AR5 2R e SSH
e SNMP
e KVM
e VNC
e VMM
® Video
e HTTP
e HTTPS
e RMCP
portlvalue RS w115 1~65535
port2value RGHR IS, Rf 1~65535
RMCP fil %5 wJ PA1R B it i
|
EH¥EmE

Web Server(HTTP)/Web Server(HTTPS) 254N 65535 i, Chrome il ' %% Foidk i@ it
2 VAL 23 1
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# WH HTTPS IR 8 154 443,

iBMC:/->ipmcset -t service -d port -v https 443
Set https service port to 443 successfully.

4.3.20 TWifBRFZIRTS (service -d list)

SHLAA

EMfER

e A sl

service -d list a7 H T &\ AR 55K

ipmcget -t service -d list

# ARG IRE .

iBMC:/->ipmcget -t service -d list

service name
SSH
SNMP
KVM
VNC
VMM
Video
HTTP
HTTPS
RMCP
RMCP+
SSDP

| state
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Disabled

| port

| 22

161
2198
5900
8208
2199

80

443
623,664
623,664
1900

4321 REERRZEMERNENERIRT (securitybanner -d

state)

LA

securitybanner -d state 4 T % B & £ iIBMC 3 A R 225 B
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ipmcset -t securitybanner -d state -v <enabled | disabled>

SHAA
S AL &
enabled FRAGRRMERYS | -
618
disabled FORMEGFRMERE | -
&fE 8.
EMER
x
{2 A sE

# WHEIE IBMC 83X PR Z G5 R

iBMC:/->ipmcset -t securitybanner -d state -v enabled

Enable login security banner state successfully.

4322 FFIERLZEESE (securitybanner -d content)

SR
securitybanner -d content 14 T 15X BLAE iBMC s L TH B 1 22 405 B AR
GRS
ipmcset -t securitybanner -d content -v < default| “option ” >
SHLER
¥ S ¥ AR HUE
default T HTEA R 224205 -
B, Mgk,
option R EEMABNE |0 ~$}024 AR R T
7
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(EEiTE

EdiENY
# WEBREEERARANE.

iBMC:/-> ipmcset -t securitybanner -d content -v default

Set login security banner content successfully.

4323 BEWERRLELESE (securitybanner -d info)

S INEE
securitybanner -d info 74 F T 25 if] iBMC & 53¢ A SBR[ 245 B VRN 25
LR L

ipmcget -t securitybanner -d info

SHLAA

EMfER

kN
# EEREEEE.

iBMC:/-> ipmcget -t securitybanner -d info

Login security banner information state: enabled.

Login security banner information:

WARNING! This system is PRIVATE and PROPRIETARY and may only be accessed by
authorized users. Unauthorized use of the system is prohibited. The owner, or its
agents, may monitor any activity or communication on the system. The owner, or its
agents, may retrieve any information stored within the system. By accessing and
using the system, you are consenting to such monitoring and information retrieval

for law enforcement and other purposes.

4.3.24 N\ SSLEH (certificate -d import)

ST

certificate -d import 774 75 A\ SSL ik 53] iBMC #%t.
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RN
ipmcset -t certificate -d import -v <filepath | file_URL> <type> [passphrase]
SRR
¥ SHIRAR BUE
filepath RN SSLAEF ) | IET3LE iBMC _ERI4ast 42, Bil:
AT “tmp/test.pfx” .
WiAA
i% “ *.pr”‘
“xpl2” # X, BT
X F 100KB #9iE45 .
file_URL FESARIZHRE SSLE | #%30h:
ISR URL protocol://username:password@|P:[port]/directo
ry/filename
Hrre
e protocol: WAZICA “https” « “sfip” -
“cifs” Fl “scp” HI—F,
iR
e iBMC % AT £ # SMB V1.0 # 4.
o cCifs iREWMER T REd ik, B eRE
% 449 https. sftp & scp i
e username: &3k H ARk % A A
%o
e password: &% HbrAR S 78 BT R
o IP:[port]: Hrlk2S#1 1P Mok Al
=
e directory/filename: IZLFE SSLiE-B7E HbrAR
%o F 40T BEAR
fi4n:
https://root:Mytest12#$@10.10.10.1:443/tmp/test.
pfx
type SSL iE 5283 [ 1.
passphrase | Azpk SSLUEFIR (% | ZHNSE, WSHT N,
iy
(EdiEiET=z]
PAT AT &2 7, 1B SR TR (3CRE SFTP W, 141 WinSCP) H4ifE & 4
1) SSL k45 EA&E] iBMC XA R MIRE HR N (W tmp™).
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# SN SSLiFH.

iBMC:/-> ipmcset -t certificate -d import -v /tmp/test-0l.pfx 1 Mytestl2#$
Import certificate successfully

4.3.25 i) SSL IEPEE (certificate -d info)

SHLAA

EMfER

e A sl

certificate -d info 74 H T & SSLiEHHMER..

ipmcget -t certificate -d info

# 7rif] SSLiF 15 ..

iBMC:/-> ipmcget -t certificate -d info

SSL Certificate Information:

OU=IT, O=Mytest, L=ShenZhen, S=GuangDong, C=CN
OU=IT, O=Mytest, L=ShenZhen, S=GuangDong, C=CN
Jul 25 2014 UTC

Jul 22 2024 UTC

Issued To:
Issued By:
Valid From:
Valid To:

Serial Number:

CN=Server,

CN=Server,

0

4326 FHECEXH (config -d export)

S5 A

config -d export 74 F T 5 iBMC. BIOS Fil RAID 5 28 24 AT ic B A+

ipmcget -t config -d export -v <filepath | file_URL>

S YR

HE
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EM¥ER

15 Fi e 51

¥ SRR &
filepath BLE X SHERA | iBMC R MR, Fl:
A7 TR AT “/tmp/config.xml” .
file_URL MeEXMSHERZE | &8
FEAF TR AT

protocol://[username:password@]IP:[port]/direc
tory/filename

Hop

e protocol: AZICA “https”  “sfip” -
“Cifs” N “Scp” *D ‘{nfs” I:F‘E(J—_‘frpo

5 EA

e iBMC %4 a7/ # SMB V1.0 ik &,

o {E nfs hlh, ARBEFRECS
username:password@ £ ; 1% Al & ¢ thiXet, &
A% W ok AR 6,8 username:password@ F #

o Cifs iREMBUER T AxAHE, B E
% 4489 https. sftp. scp & nfs WL

e username: &k HARIRS &I M
%o
e password: &% Hbr RS A BT
e IP:[port]: HbrlkZS# 1P Hubk Al
% o
e directory/filename: P E SCHFTE H AR RS54
AR AR
Blan.
“https://root:Mytest12#$@10.10.10.1:443/tmp/co
nfig.xml”

PATH A )G, ] DUE SO R B T H (SZRF SFTP B, 6140 WinSCP) B ARAAAE
“/tmp/config.xml” %12 FHIECE S (B0 “configxml™ FEGEIE oy (U

PC).

# 3 E .

iBMC:/-> ipmcget -t config -d export -v /tmp/config.xml

NOTE: The exported RAID Controller configurations are valid only if they are

exported after the POST is complete.

Collecting configuration...

100%

Export configuration successfully.

434
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4.3.27 FANELENXH (config -d import)

S INRE

config -d import 74 5 A iBMC. BIOS 11 RAID il #3 it & 14

=
A

5N

ipmcset -t config -d import -v <filepath | file_URL>

SHR A

2 SRR &

filepath R ANIECE ST | BCESTAE iIBMC R4t A%t EgA, Flan:
TEARH RS “/tmp/config.xml”

file_URL R ARIACE SR | #20h:

TE R AR - protocol://[username:password@]IP:[port]/direc

tory/filename

Horr:

e protocol: WAZICA “https” « “sfip” -
“cifs” « “scp” Al “nfs” FEI—Fh.

5 EA

e iBMC % AT £ # SMB V1.0 # 4.

o {E nfs i, ARBEFRECSE
username:password@ £ ; 1% fl ¢ e, A&
A% ¥ ok AR 8,8 username:password@ F H

o Cifs FREWMBUER T A eH ik, EahhitF
% 4489 https. sftp. scp & nfs Wi

e username: 3 H RIS &R A
R

e password: &% Hbr RS #s AT

o [IP:[port]: HFRIRSS & 1P Hudik A
T

e directory/filename: P E SCAFTE H AR RS 4%
R LR AR

(pup
https://root:Mytest12#$@10.10.10.1:443/tmp/con
fig.xml

(E3EEiETEE]

PAT e 2 1, WS SCHE TR (3CRE SFTP #, B3 WinSCP) #1547
e B EAL ] iIBMC XU R GEHITEE HaR T (a0 imp™).
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# FAECE .

iBMC:/-> ipmcset -t config -d import -v /tmp/testconfig.xml
Setting configuration...

100%

Import configuration successfully.

Reset OS for the BIOS config to take effect.

4.3.28 ¥FEFHLHEEIAIX (vmm -d connect)

BLTEE
vmm -d connect iy 4 F T 2 B OLIR .
WL
ipmcset -t vmm -d connect -v <file_URL>
SRR
S SR HUE
file_URL FREERA SO ITEER) | A&
TR protocol://[username:password@] IP[:port]/direc
tory/filename
Hr
e protocol: AN “nfs” . “cifs” BY
“https » R
W AE

e iBMC AT/ L # SMB V1.0 fa &

o & Al nfs MBS, ARHEET RO S
username:password@F £ ; & B L ¢ Hlet, &
4% W oL 4R 8,4 username:password@F £

o Cifs FREWMBUER T A eH ik, kit
% 42449 https 3 nfs WAL

e username: %3k HARMRSES TR A
% o
e password: E3% HbrRSS AR TR FE .

e IP[:port]: HbrlRs54H 1P Hubik Al

T

e directory/filename: fiFHE# 1) SRR H bRl
%3 FHILE TR

LR

nfs://192.168.44.178/home/admin/nfsserver/rhel-
server-6.3-x86_64-dvd.iso BY
nfs://[fc00::64]/home/admin/nfsserver/rhel-
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(EEiTE

15 Fi £ 51

g SRR HE
server-6.3-x86_64-dvd.iso
WiEA

o file URL ¥k K KA K 255 NF 4o

o & IPVO M hb R 4N, L4 R [ HiE
&, B4 [fc00::64]”, @ IPv4 ik T kIR
#o

# HEHOCHE R RO

iBMC:/-> ipmcset -t vmm -d connect -v
nfs://192.168.44.178/home/admin/nfsserver/rhel-server-6.3-x86_ 64-dvd.iso

Connect virtual media...

Connect virtual media successfully.

4.3.29 T EIIRAYZEFE (vmm -d disconnect)

S LAA

EFER

15 Fi £ 51

vmm -d disconnect iy 4 F T Wi i G IR 1) % 42

ipmcset -t vmm -d disconnect

# RO IR A R

iBMC:/-> ipmcset -t vmm -d disconnect
Disconnect virtual media...

Disconnect virtual media successfully.
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4.3.30 EiFEMIEARFE (vmm -d info)

A S IIRE
vmm -d info iy 4 F T2 iBMC MERLEEAA(S B
BN
ipmcget -t vmm -d info
S ¥R
y
(EdiEEisTee)
y
18 A £ 451

# B REMEARER .

iBMC:/-> ipmcget -t vmm -d info

Virtual Media Information:

Maximum Number of Virtual Media Sessions: 1
Number of Activated Sessions 8 0
Activated Sessions URL

4.3.31 ¥ FPGA ~HY Golden IEI#'I?X’EHH— WE
(fpgagoldenfwrestore)

S INEE
fpgagoldenfwrestore iy 4 F T FPGA Rk IEHR TAER, 4 FPGA K Golden [& {41k
B ®E.
GRS
ipmcset -d fpgagoldenfwrestore -v <slotid> [position]
SRR
¥ SRR &
slotid FPGA RIFEAL S 1~16
position FPGA | Fribifr & 0
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FPGA R NIEFIRESH AT Ay

# ¥ FPGA £ Golden [ 41k

e, 0S K<

2 wE

iBMC:/-> ipmcset -d fpgagoldenfwrestore -v 6

S . HIEERE.

WARNING: This operation may cause unexpected reset of the OS and affect services.

Do you want to continue?[Y/N]:y

The restore of the Golden firmware of the FPGA card is starting.

100%

The restore of the Golden firmware of the FPGA card is successful.

o

iBMC:/-> ipmcset -d fpgagoldenfwrestore -v 6 0O

WARNING: This operation may cause unexpected reset of the 0S and affect services.

Do you want to continue?[Y/N]:y

The restore of the Golden firmware of the FPGA card is starting.

100%

The restore of the Golden firmware of the FPGA card is successful.

4.4 Trap 9%
AR S5 4% trap AHIC A2 I B R AT B 77k .

4418

=
A
g
i
[aYay

=
s
e
s

S5 A

& SNMP trap K7S (trap -d state)

trap -d state 74 ] T &A% B iBMC ) SNMP trap ThHE R 8 AEFNZE RS .

ipmcget -t trap -d state [-v destination]

ipmcset -t trap -d state -v [destination] <disabled | enabled>

¥ SRR &
destination F7R SNMP trap H A5, e 1~4
o AEINZZHIN, TR
Ja a2 H trap Thig .
disabled FR~EEH SNMP trap 1) -
RE
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&b
Heé o

S SRR &
enabled K~ JA H SNMP trap I -

o THEXIHIRIG S AT R (ERT, BCH destination 2%, MR N 1~4.
o T trap DAEHRIE, B FIBRAA trap TUAERS, N E-v [destination] - B.

# 25H iBMC ) SNMP trap HFx 1.

iBMC:/->ipmcset -t trap -d state -v 1 disabled
Set trap destl disabled successfully.

# EUI4ET SNMP trap H AR 1 ERRIRGS .

iBMC:/->ipmcget -t trap -d state -v 1

trap destl state :

disabled

4.4.2 1% & SNMP trap E#Rix OS5 (trap -d port)

BT
trap -d port 4 F T-#% & iBMC fJ SNMP trap _F33 H 5.
GRS
ipmcset -t trap -d port -v <destination> <portvalue>
SRR
¥ St A &
destination FIR SNMP trap H bR, 1~4
portvalue F78 SNMP trap %t 115 SNMP trap ¥t 15 HERIA
fHA2 162, BUEVEHEZ 1~
65535,
fEMER
y
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# BCE SNMP trap HAx 1 5 H 5y 1024

iBMC:/->ipmcset -t trap -d port -v 1 1024
Set trap destl port successfully.

4.4.3 1% & SNMP trap A ZFR (trap -d community)

=
A

LA

3Yay

trap -d community 74 F T % & iBMC ) SNMP trap [F1A 4% FK .

=
A

B

ipmcset -t trap -d community

SHLAA

2

SR

&

Community

7% SNMP trap 1144

BRI -
“TrapAdmin12#$”
R A R I P (R SR
e 1~18 LI 715,
My SRR
A RS IR A A B o
T 5 RS 2 I [ U SR
IR
o KN 8~18 M1 F
o
o ZEDOELUTRRY
-
"~ @HSYN&H()-
AL
o BOEEUTFEEB
P
- KREFHE: A~Z
- PNEEE: a~z
- BT 0~9
. RigEEH.

(EEiTE
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# VW& SNMP trap A4 FR N mytrap.

iBMC:/->ipmcset -t trap -d community
New Community:
Confirm Community:

Set SNMP trap community successfully.

444 1% & SNMP trap HHY IP #lif (trap -d address)

e INEE
trap -d address 174 Fl 1% & SNMP trap _E3R15 B0 H ) 1P Huht.
g

ipmcset -t trap -d address -v <destination> <ipaddr>

SHLAA

28 SRR HE

destination F7R SNMP trap H AR, 1~4

ipaddr FORFTLUCEHE R By | A0 1Pvd (RN
IP Hhutik “ XXX XXX XXX.XXX” ) .

IPv6 (3&IA
XXX XXXXXXXX XXXX XXX
XXXXXXXxx:xxxx” ) BN

'7‘I< (%ﬁyﬂ"") .

ERiER
ipaddr 13 & N2 I R oRTERR TP Hudk .

155 A SC 451
# & E SNMP trap HAr 1 BUCEAF EHAEE M TP kb4 10.10.10.10.

iBMC:/->ipmcset -t trap -d address -v 1 10.10.10.10
Set trap destl address successfully.

# JHFR SNMP trap HAR 1 USAF ERAE 51 1P Hudik.

iBMC:/->ipmcset -t trap -d address -v 1 ""
Set trap destl address successfully.
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445 &if) Trap LIREBMUHER (trap -d trapiteminfo)

BT
trap -d trapiteminfo #ir4 ] T 1) SNMP trap 4515 B H 0 1P sk, B,
LRI
ipmcget -t trap -d trapiteminfo
S ¥R
G
(EdiEEisTee)
G
18 A £ 451

# 2] SNMP Trap L4k H (b hE(E 2

iBMC:/->ipmcget -t trap -d trapiteminfo

TrapItem Num | state | port | alert address
1 | enabled | 1024

2 | disabled | 162 |

3 | disabled | 162 |

4 | disabled | 162 |

4.4.6 EAFIEE SNMP trap lRAER (trap -d version)

IR
trap -d version 4 H T 2 F1 % B SNMP trap A4S S .
AR
ipmcget -t trap -d version
ipmcset -t trap -d version -v <V1|V2C | V3>
S ¥R
¥ SRR e
V1 7~ SNMP trap A SN | -
Vi,
v2C 7~ SNMP trap lRAS N | -
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4.4.7 EifFAIEE SNMP trap &

SH SR V&
V2C.,
V3 F/~ SNMP trap JRASH | -
V3,
SNMP trap ERIARAA V1,

# VB SNMP trap fiiA N V2C.

iBMC:/->ipmcset -t trap -d version -v V2C

Set trap V2C success.
A7)
V1 #2 V2C s Al T 8 F ALkl B &% 4
Trap.

# i) SNMP trap WAE R .

’

iBMC:/->ipmcget -t trap -d version

Trap version : V2C

ST

fe &, HRAEE

FAER . EBUER V3 Rk A8 SNMP

£ 7| (trap -d severity)

HLIEE
trap -d severity iy T A ) A1 B SNMP trap )25 2 K 15 20
g
ipmcget -t trap -d severity
ipmcset -t trap -d severity -v <level>
S5 A
S SHRAR HUE
level R~ SNMP trap fJ45 | ® none: FIRAKIELE,
BREG - o all: FORRIENE LS T A &
HE,
® normal: F/RKERFIEENOHEHESE
® minor: RN RIEMHZ NIRRT ﬁ%%
® major: PN AIE [ N
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¥ SHiR AR e
e critical: FIRAKIEN BN R TR
fEMER
Al [F N E 2 A 05, i ipmceset -t trap -d severity -v normal minor.
£ A sE 451
# WHE SNMP trap K% 15 E 124 minor.
iBMC:/->ipmcset -t trap -d severity -v minor
Set trap severity successfully.
# B2 ET SNMP trap A% 25 2 125
iBMC:/->ipmcget -t trap -d severity
Trap severity : minor
4.4.8 TEFNIZE SNMP trap V3 P (trap -d user)
HEINEE
trap -d user #i4 F T A& 1% B SNMP trap V3 F /.
GRS
ipmcget -t trap -d user
ipmcset -t trap -d user -v <username>
SHLER
S S UtEA &
username #~ SNMP trap V3 /7. | CAEERIH P %o
(EditEi=]
T E TR CEAF P 4. SR .
BRANEDL T, Trap V3 1 “ Administrator” .
15 A £ 451
# 1% E SNMP trap V3 FH
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iBMC:/->ipmcset -t trap -d user -v root

Set trap user root successfully.
# £rif) SNMP trap V3 F /7.

iBMC:/->ipmcget -t trap -d user

Trap user : root

4.4.9 TIEFNIRE SNMP trap V3 ERFMZ MY (trap -d
protocol)

HLTRE
trap -d protocol fi7 4 H T AW 1% B SNMP trap V3 1) BFINE B
GRS
ipmcget -t trap -d protocol
ipmcset -t trap -d protocol -v <option>
S ¥R
S S iR &
option 7N SNMP trap V3 RHI | o 1 FoRERIHH
TN T MD5, i il
DES.

o 2: RIRERIIN
MDS5, I HsCA
AES.

o 3. RIRERIIN
SHA, &l
DES.

* 4 TIRERIIN
SHA, &l
AES o

o 5: RRERIMHN
SHA256, INZHN
DES.

o 6: FKRBRIMH
SHA256, ZiCH
AES.

BABUE: “47 .
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EJzEEi==7]
iBMC V663 M2 JG A SZ R a4

o THEEEM TIEuECEAFI SR, i,
o ZWHEIFKN “SNMPV3” %,
e  “MD5”. “SHA” Fl “DES” fFfr# 4ok, @i “SHA256” Fl “AES”,

155 FA S2 451
# W HE SNMP trap V3 #rii.

iBMC:/->ipmcset -t trap -d protocol -v 4

Set SNMP trap authentication and privacy protocol successfully.
# T SNMP trap V3 thil.

iBMC:/->ipmcget -t trap -d protocol
Trap protocol

Authentication : SHA

Privacy : AES

4.4.10 E1EF11% E SNMP trap #23, (trap -d mode)

LI
trap -d mode 4 F T A i) fl1 4 B SNMP trap 5.
GRS
ipmcget -t trap -d mode
ipmcset -t trap -d mode -v <option>
SHLER
¥ SR &
option FIR SNMP trap f= A e “0”, FIKN trap A E
A, Event Code.
o “17, FUK trap B2
OID.
o “27 , FIK trap A2
Precise Alarm
(recommended).
fEMER

EARE R, ORSHES BREAGER)” AR “OID B F1 AL, ARHEE Ny
K HER 2 A5 B
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# 1B SNMP trap 3y Event Code.

iBMC:/->ipmcset -t trap -d mode -v 0

Set trap mode Event Code success.
# 25 1H SNMP trap FRE R .

iBMC:/->ipmcget -t trap -d mode

Trap mode: Event Code

4.5 Syslog #7%
AR S5 4% syslog AHFedn & 1 & A5 B 5125
4.5.1 ERFIKE syslog RIS (syslog -d state)

=
>
g
o
[3Yay

syslog -d state 74 F T &) F1 & iBMC 1] syslog iR INAE R HEIRZS .

=
P
o
Eik

ipmcget -t syslog -d state [-v destination]

ipmcset -t syslog -d state -v [destination] <disabled | enabled>

SRR
S SRR &
destination FKow syslog FRIBIER IS | ® 1~4
Fo o AEINEZZHN, £R
J& 824 H syslog I
ﬁE o
disabled FoREEH] syslog _F#T) -
ﬁ% o
enabled FonJa H syslog _F#3) -
ﬁ% o
EHER

o TEEINTAH R YT EIE AT EAER, 1558 )A H syslog DIRE.
o EEENHHIN S K EIE I TEAER, W destination 2%, BUETLEAN 1~4.
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# ZEHIEIE 119 syslog LRINRE.

iBMC:/->ipmcset -t syslog -d state -v 1 disabled
Set syslog destl disabled successfully.

# EUJIAIE 1 1Y syslog EARINBEMIMEREIRAS

iBMC:/-> ipmcget -t syslog -d state -v 1
syslog destl state: disabled

452 BRI EIEBINERIN (syslog -d auth)

=
>
g
o
[aYay

=
e
o%
xiF

SHLAA

EM¥ER

15 F £ 51

syslog -d auth iy 4 F 125 A8 B UE A IE 7 5K

ipmcget -t syslog -d auth

ipmcset -t syslog -d auth -v <option>

S S ¥ HE
option FoRIEBUIETT 2 ° 1: H[AIE
o 2. XUHAIE

o HAANE: HAAIE Syslog R 55w b FAE 15 .
o W FEIAUE: Syslog AR 5545 i A% i [ E 5 #0575 EIE

# WEIE P IET XA A E.

iBMC:/->ipmcset -t syslog -d auth -v 2
Set syslog auth type successfully.

# AW ATIEAETS 3.

iBMC:/-> ipmcget -t syslog -d auth
Syslog auth type: mutual authentication
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4.5.3 EifJFIE & syslog EHLFRIR (syslog -d identity)
S INRE
syslog -d identity w4 F T2 ) A1 & syslog H & _E R d B A EALFR I
BN
ipmcget -t syslog -d identity
ipmcset -t syslog -d identity -v <option>
S ¥R
¥ SR HUE
option RRBEREN TN [ 1. FRFIS
W o 2: PEREFRRE
o 3. FHLK
(EdaEkist=]
y
18 A £ 451

# W syslog ENARIRNENL

iBMC:/-> ipmcset -t syslog -d identity -v 3
Set syslog identity successfully.

# &f) syslog FEHLFRIH .

iBMC:/-> ipmcget -t syslog -d identity
Syslog identity: host name

4.5.4 EOFNZEREHILER (syslog -d protocol)

S

=
A

syslog -d protocol iy 4 H T E A% B L4k syslog H BB R A LR AL

=
A

;I;.

1%

ipmcget -t syslog -d protocol

ipmcset -t syslog -d protocol -v <option>
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S5 A

(EEEiTE

15 Fi £ 51

4.5.5 ZifEFN

=
A

I8

(3Yay

=
e

;L,

1%

S5 A

23 SRR BUE

option LR T e 1: UDP
e 2. TCP
e 3. TLS

o  TLS: [fFBERERIPMIL, FHORES AR5 TR P A Bt s Bk
MR 7 SR S R A

e TCP: MFEESLMTIG A IERBCREIERT,

® UDP: [HAEERRITUG EIEXBCOREIRAT, WO A EOER:, HEAk4E

EWINEVETR

# & syslog L RA MM N “TLS”,

iBMC:/-> ipmcset -t syslog -d protocol -v 3
Set syslog protocol successfully.

# B AT syslog _EARIS R AT PR

iBMC:/-> ipmcget -t syslog -d protocol
Syslog protocol: TLS

wE FIREEZERNERA (syslog -d severity)

syslog -d severity 4 H T & A1 BB syslog _FH A H &R .
ipmcget -t syslog -d severity
ipmcset -t syslog -d severity -v <level>
g SR &
level Fr PR HENR * none: FRAKIELE
il o all: FRKILME B A A A H &
e,
* normal: FNAIEMEEAE A EMNH
HEE.
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2H SRR

&

minor: KN KIEREHENEM. ™ME, K
AR,

major: KR KIEMIEENCE, KM

==X
ER 8

critical: 7R AR I%E I 2N B SRS,

(EEEiTE

e A sl

# WH syslog Bk HERIHAAN “critical ”s

iBMC:/->ipmcset -t syslog -d severity -v critical

Set syslog severity successfully.
# ) syslog B HERIZ0

iBMC:/-> ipmcget -t syslog -d severity

Syslog severity: critical

4.5.6 BEF LEARFZI[/RIEFR (syslog -d rootcertificate)

IR
syslog -d rootcertificate 772 A # syslog e 55 #% FIARIE T A& 2] iBMC, B{A ) 4 TR
IEFE S
WL
ipmcget -t syslog -d rootcertificate
ipmcset -t syslog -d rootcertificate -v <filepath>
SRR
g SR &
filepath Tt EARIRAIET | ZxTigie, Hlan.
7E iBMC _E4axtig | “/Atmp/rooteertificate.cer” .
1o
4-52
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(EEiTE

PAT A& 2 1, TSR SO TR (3CRF SFTP ¥, %t WinSCP) ¥ H /" H
AR BARIE 5 30 B A% 2 iBMC 3P R GEITEE H % (Bl “/tmp ™).

AR
HRIMRAED, FUTRAEL LRI,
£ S5l
# ARG A ARIE TS

iBMC:/-> ipmcset -t syslog -d rootcertificate -v /tmp/rootcertificate.cer

Set syslog root certificate successfully.
# TR S5 S AR5 B

iBMC:/-> ipmcget -t syslog -d rootcertificate

Server Root Certificate:

Issued To: CN=SERVER, OU=IT, O=TS, L=, S=GD, C=CH

Issued By: CN=Info, OU=IT, O=Mytest, L=ShenZhen, S=GuangDong, C=CN
Valid From: Mar 24 2016 UTC

Valid To: Mar 24 2017 UTC

Serial Number: Ob

4.5.7 EiBF_ LA ARMIUER (syslog -d clientcertificate)

3
A
g
[3Yay

A
B

syslog -d clientcertificate 174 1] syslog % F'iiilE 5 _EAE ] iBMC, B{E AL 1315
£

o

ipmcget -t syslog -d clientcertificate

ipmcset -t syslog -d clientcertificate -v <filepath> <password>

S5 A

2 SR &

filepath FORFE LARARRUE | gaXT B4R, .
PAE IBMC _E4axt | “/tmp/rootcertificate.cer”

B
password | S I TRREAHIIE | T (d FE 5 5 5 A {3 ) 5
AL K
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PAT A& 2 1, TSR SO TR (3CRF SFTP ¥, %t WinSCP) ¥ H /" H
7R B A HE SO B4R 3] iBMC S RGRIARE Hax (Bl “/tmp ™).

AR
HRIMRAED, FUTRAEL LRI,
£ S5l
# LAEARHIES .

iBMC:/-> ipmcset -t syslog -d client -v /tmp/clientcertificate.pfx syslogpw

Set syslog client certificate successfully.
# FHAHIEE .

iBMC:/-> ipmcget -t syslog -d clientcertificate
Syslog Client Certificate Information:

Issued To: CN=Server, OU=IT, O=Mytest, L=ShenZhen, S=GuangDong, C=CN
Issued By: CN=Administrator, OU=it3, O=ts3, L=, S=guangdong2, C=cn
Valid From : Feb 17 2015 UTC

Valid To: Feb 17 2016 UTC

Serial Number: 25

4.5.8 W E syslog frFZa&HHE (syslog -d address)

B

(3Yay

syslog -d address 74 FH T 1% & syslog 55 a5tk o

ipmcset -t syslog -d address -v <destination> <ipaddr>

S LAA

¥ S# i ER VA
destination Fon syslog FARBIE M Gm | 1~4
T
ipaddr FR syslog lRF5-#stthtit. | AT RN IPv4 Hidik. IPve b
Bk, $k 4% Mok oA 2

(EdiEiET=z]
ipaddr ¥ B RS I RoRTERR 1P Btk
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HLIE

(3Yay

S LAA

(EEiTE

# BCEIEIE 111 syslog %525 Hubik A “host”s

iBMC:/-> ipmcset -t syslog -d address -v 1 host
Set syslog destl address successfully.

# M) syslog R 55 as bt

iBMC:/-> ipmcget -t syslog -d iteminfo

Item Num | state | port | dest address | log type
1 | disabled | 0 | host | operationlogs
securitylogs eventlogs
2 | disabled | 0 | | operationlogs
securitylogs eventlogs
3 | disabled | 0 | | operationlogs
securitylogs eventlogs
4 | disabled | 0 | | operationlogs
securitylogs eventlogs
# JEFRIEIE 1 1Y syslog RS # bk .
iBMC:/-> ipmcset -t syslog -d address -v 1 ""
Set syslog destl address successfully.
S == QRN iT] | |
4.5.9 % & syslog Ak Fegim 05 (syslog -d port)

syslog -d port iy 4 H T 1% B syslog k2548 115
ipmcset -t syslog -d port -v <destination> <portvalue>

¥ S ¥ AR &

destination Fon syslog FARBIE M Gm | 1~4

% o
portvalue RoR syslog R 55 7 ity 1] 1 ~ 65535
=,

7
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# WHEIEIE 1 1 syslog IR% #8154 “655357,

iBMC:/-> ipmcset -t syslog -d port -v 1 65535
Set syslog destl port successfully.

# £ syslog 45 o

iBMC:/-> ipmcget -t syslog -d iteminfo

Item Num | state | port | dest address | log type

1 | disabled | 65535 | host | operationlogs
securitylogs eventlogs

2 | disabled | 0 | | operationlogs
securitylogs eventlogs

3 | disabled | 0 | | operationlogs
securitylogs eventlogs

4 | disabled | 0 | | operationlogs
securitylogs eventlogs

4510 E ERHELRE (syslog -d logtype)

TR
syslog -d logtype 74 F T B it syslog i SC_ i H B R4
g

S5 A

(E3EEiETEE]

ipmcset -t syslog -d logtype -v <destination> <type>

2

SHAA

&

destination

R syslog b HadETE 1 9w
Fo

1~4

type

R EHERA,

* none: A~ iR
e all: FIRFTEHZE

e operationlogs: Iz ##
fEHE

® securitylogs: FiR%4
H&

e cventlogs: F#EFHM4H

PIARY
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# BCEIIE 4 FARE H SRRy 0 EMFEE &

iBMC:/-> ipmcset -t syslog -d logtype -v 4 operationlogs eventlogs
Set syslog log type successfully.

# EIEIE 4 _EARR) H SR

iBMC:/-> ipmcget -t syslog -d iteminfo

Item Num | state | port | dest address | log type

1 | disabled | 65535 | host | operationlogs
securitylogs eventlogs

2 | disabled | 0 | | operationlogs
securitylogs eventlogs

3 | disabled | 0 | | operationlogs
securitylogs eventlogs

4 | disabled | 0 | | operationlogs eventlogs

4.5.11 Wiz syslog Ak 5528 2 M AT EHE (syslog -d test)

An S L RE
LN

S5 A

EM¥ER

15 Fi £ 51

syslog -d test iy 4 FH T IlRAC B 1 syslog IR %5 w8 & 5 n %z .

ipmcset -t syslog -d test -v <destination>

BH SHi AR &
destination IR syslog FIRIBEIERId | 1~4
=R
T

# MIEIE 1 FCE N syslog MRS #8 2 7 4.

iBMC:/-> ipmcset -t syslog -d test -v 1
Test syslog destl successfully.
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S

DT
syslog -d iteminfo 74 H T2 4 %% syslog H & Lkl
RN

ipmcget -t syslog -d iteminfo

SHR A

(E3EiETE]

158 A 2451
# 201 iBMC syslog H & i 1 e B 17550 -

iBMC:/-> ipmcget -t syslog -d iteminfo

Item Num | state | port | dest address
1 | disabled | 65535 | host
securitylogs eventlogs

2 | disabled | 0 |

securitylogs eventlogs

3 | disabled | 0 |

securitylogs eventlogs

4 | disabled | 0 |

4.6 VNC 5%
B RSs #% VNC FH 20 Am 4 1) v A1 15 B 77 .
4.6.1 &1 VNC BRSB{EE (vnc -d info)

P ST
vne -d info 74 T2k VNC iR HI1E B
ERSE

ipmcget -t vne -d info

5.12 EifFF A syslog LRIBEECEFE (syslog -d iteminfo)

E B E B

| log type
| operationlogs

| operationlogs
| operationlogs

| operationlogs eventlogs
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S5 A

(EEiTE

15 Fi =51

# i) VNC 5515 R .

iBMC:/->ipmcget -t vnc -d info

Timeout Period (Min) S 60

SSL Encryption : enabled
Active Sessions 3 0

Keyboard Layout : jp

Password Validity (Days) S Indefinite

4.62 1% E VNC IRSHIER (vne -d password)

=N
A

I8

(3Yay

=N
A

B

SHLAA

(E35EiETE]

vne -d password iy % H T % & VNC IR % 1%

ipmcset -t vnc -d password

BEE VNC IR 55 15 8
IR

o RHIEMATEINREN, VNC M55 IS R & M BUE BN 1~8 N34T, T ik

Ty B RPRIRF IR AL
o BT A ThRERT, VNC JIR5S (18 55 25 A0 BUE AL U A -

- KREEEDR: WAUN 8 NTFA

- BIREER.

- BOAE DRI
~@HS%NE&*()- =H\[{}];:",<>/?

- ZDEE LN
KREFEE: A~Z
INEGFEE: a~z
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7. 0~9

{55 A 2451
# WHE VNC RS )5,

iBMC:/->ipmcset -t vnc -d password
Input your password:

Incorrect password or locked account.

4.6.3 1% E VNC BRSRIEBRTRTH (vne -d timeout)

HETAE
vnc -d timeout @74 A T E VNC Ik R K .
otz
ipmcset -t vnc -d timeout -v <value>
SHR A
28 SRR HUE
value R~ VNC R 45 1B s o 0: FKANEHF
S o 1~480: HHEIK,
ISPt
EdzEi={E]
¥
£ AL 451

# WHE VNC 45 K.

iBMC:/->ipmcset -t vnc -d timeout -v 0

Set VNC timeout period successfully.

4.6.4 % E VNC BRSS SSL MZIEERIRAS (vne -d ssD)

weINEE
vne -d ssl 774 F T-i% & VNC k%% SSL a3 ThRE RS o
RN

ipmcset -t vnc -d ssl -v <enabled|disabled>
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S5 A

S S ¥R HUE
enabled LR SSL n#E I ke -
disabled FeonzE b SSL N ThfE -
EdzEEi==7]
o
{55 A SC 451

# B VNC RS SSL I Thee N a FIRAS .

iBMC:/->ipmcset -t vnc -d ssl -v enabled
Set VNC SSL encryption state (enabled) successfully.

4.6.5 % & VNC IRFHEEME (vne -d keyboardlayout)

HLTHAE
vne -d keyboardlayout 4 H 115 & VNC R 55 3R AT A .
BEHR
ipmcset -t vnc -d keyboardlayout -v <en|jp|de>
SRR
¥ S ¥ AR HUE
en TSN -
ip oo H UL -
de FoR -
(Ed:EEisTee)
p
12 F 2131

# B VNC e ss B A = oy H b4

iBMC:/->ipmcset -t vnc -d keyboardlayout -v jp
Set VNC keyboard layout to (jp) successfully.
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47 RSB wL
471 EWFIEZERBENZE (bootdevice)
S INEE
bootdevice F kA ) F1K & J5 5% %
RN
ipmcget -d bootdevice
ipmcset -d bootdevice -v <option> [once | permanent]
SRR
¥ SRR &
option TS B A% ° 0: HUHESIEH.
T o 1: MPXE B3,
o 2 MBRAHIBERE S 50
e 5: MERILIY CD/DVD J33).
* 6: Ja3ljEHEA BIOS 5.,
* OxF: MFIRELEE — AN BUE .
once ARG RSN EN | -
FE R —IXEJE I A
R, BERETRE, &
Gt R S E SR E N
BIOS Hi & [ERIA
77 s
permanent | ARG ST EK | -
AR
EREmR
y
£ R
(MERY:

o FATEPAE B R 893 R “Unspecified”, & AKX EIXRETRF B E K.
# WE A SRS NEARIBERL S 2, AR — IR,

iBMC:/->ipmcset -d bootdevice -v 2 once

Set boot device successfully.
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472%E

=
A
A
o
[aYay

SH5 A

EM¥ER

15 Fi e 51

473 &

LI

(3Yay

# BEIBSUE A BB %

iBMC:/->ipmcget -d bootdevice
Boot device: Force boot from default Hard-drive

Effective type: Once

ARFZeER N (frucontrol)

frucontrol 4> 1% & R 55 43 1 )5 75 70

ipmcset [-t fru0] -d frucontrol -v <option>

et SHIEH &
option JR 5545 B 5 3K o 0: TRl e RS
e
o 2: FURsmfI N AL
HL R 55

JIR5EHAE T HURA IR AN SRR 1Z A2

# o 2 E R 55 4% o

iBMC:/->ipmcset -d frucontrol -v 0
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]:y

FRU control fruO (forced system reset) successfully.

# gl T L AR SSA

iBMC:/->ipmcset -d frucontrol -v 2
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]:y

FRU control fruO (forced power cycle) successfully.

TR ER S L THEIRE (powerstate)

powerstate 7ir4 H T B ) FI4% il il 554 1 b FUFD R HURES
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ipmcget [-t fru0] -d powerstate

ipmcset [-t fru0] -d powerstate -v <option>

SR
¥ SRR &
option BN R 55 A AT B4 AR e 0: IEW FH
e 1. LFH
o 2: %ﬁ%UW:QE
EditEis]
R 25 #RAE T IR AT R i & TR0
=R

# XRS5 g AT L R 4R A

iBMC:/->ipmcset -d powerstate -v 1
WARNING: The operation may have many adverse effects
Do you want to continue?[Y/N]:y

Control fruO power on successfully.
# EIIRS & BN HUIRES

iBMC:/->ipmcget -d powerstate
Power state : On

Hotswap state : M4

4.7 4 TFNE B ARSIFFA TEFFRE (shutdowntimeout)

P oThHE
shutdowntimeout 4 F Sk 25 1) R B AR 55 8% 1) HEL A IR
THMR: $#UT FEEER, IBMC RASREAIERS TN A Q58 1 a4
YERGIAR BB T, iBMC 2x5a il T~ Bk

Dok

ipmcget [-t fru0] -d shutdowntimeout

ipmcset [-t fru0] -d shutdowntimeout -v <time>
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S5 A

2% SR AfE
time o FORERMRAERIOT | BRI, Bl
AR B, I
o FRBREMME, | 1076000
B 0" WILIHIR S
BT BRI

(EEEiTE

o NHMIRY WEN WS, T DU I ok Sk P AR 55 A T HU BRI
REE i B AR ST A3 19 RURT R

o  NEEMIR” BEN iF, AT DS e d 2R BRGS0 T R PR o
BERF, Web FIFRAY “ FHRTR” HREIREAE N Wl
155 A SC 451
# BRSNS R 600s.

iBMC:/->ipmcset -d shutdowntimeout -v 600
Set shutdown timeout successfully.

# AR ST AR U R

iBMC:/->ipmcget -d shutdowntimeout

Graceful shutdown timeout state: enabled

Graceful shutdown timeout value: 600 s

# R Web SR “ NHEBIR” W&y “OFF”, MW A LIRS “ FHNFR” Dkt
AL,

iBMC:/->ipmcget -d shutdowntimeout

Graceful shutdown timeout state: disabled
# R PIIRSS A1 BN BRI fE -

iBMC:/->ipmcset -d shutdowntimeout -v 0

Set shutdown timeout successfully.

4.75 EiFBR S5 2N O MAC it (macaddr)

BLIEE
macaddr iy 4 Fl T+ &l 5545 _E AT OS AT KR T MAC Hiuik.
LES R

ipmcget -d macaddr
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(EEiTE

{55 A SC 451
# XA SS 28 AT OS 13 A X 1 MAC Hishik

iBMC:/->ipmcget -d macaddr
Net Card Name | Port Name | Mac Address

NIC 1 (TM280) | Portl | 00:03:31:94:C5:F1
NIC 1 (TM280) | Port2 | 00:03:31:94:C5:11
NIC 1 (TM280) | Port3 | 00:03:31:94:C4:7A
NIC 1 (TM280) | Portd | 00:03:31:94:C8:99

4.7.6 & iBMC ATHM O (ethport)

LT
ethport 774 H T- &) IR 25 2% B AT AR iBMC &2 32 D45 2.
otz

ipmcget -d ethport

SHLAA

(E35EiETE]

18 A £ 451
# ) iIBMC AT HM {EE
iBMC:/->ipmcget -d ethport

Type | Name | Port ID | Link Status
Dedicated | eth2 | na | Link Up

4.7.7 &F& BIOS Flash (clearcmos)

clearcmos 74 F T-& 4 BIOS Flash AP HE XEE..
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WEEN

ipmcset -d clearcmos

SH5 FA

x
(EEEiTE

x
15 Fi =51

# &K M BIOS Flash 5 8.

iBMC:/->ipmcset -d clearcmos
WARNING: The operation may have many adverse effects
Do you want to continue?[Y/N]:y

Clear CMOS successfully.

4.7.8 18 RAID ###Ig5{(E 2 (ctrlinfo)

S INEE
ctrlinfo k751 RAID #4285 B,
meIEN
ipmcget -t storage -d ctrlinfo -v <option>
SHRAA
S SHIRAR &
option R B RAID #51 | o 0~255: %o RAID =831 ID, BIHE
w1 ID, W48 € RAID $% #8115 B .
e all: %It ATA RAID #2815 2
ERiER
WAL R U 25 A T AT AT iy 4
RAID 37 #F iBMC #AME . 0] LA RAID 5 H-£ F 7 R A0 “HRIAR” ZA5
A f)iZ% RAID R2 53K iBMC oML
15 FH 2451

# 75 ID 5 0 1Y RAID % H 28 H1E B,
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iBMC:/->ipmcget

RAID Controller #0 Information

Controller Name
Controller Type
Component Name

Support Out-of-Band Management

Controller Mode

Controller Health

Firmware Version

NVDATA Version

Memory Size

Device Interface

SAS Address

Minimum Strip Size Supported
Maximum Strip Size Supported
Controller Cache Is Pinned
Maintain PD Fail History across Reboot
Copyback Enabled

Copyback on SMART error Enabled
JBOD Enabled

DDR ECC Count

BBU Status
BBU Type
BBU Health

PHY Status
PHY #0
Invalid Dword Count : 0
Loss Dword Sync Count : 0

PHY Reset Problem Count : 0

Running Disparity Error Count
PHY #1
Invalid Dword Count : 0
Loss Dword Sync Count : 0

PHY Reset Problem Count : 0

Running Disparity Error Count
PHY #2
Invalid Dword Count : 0
Loss Dword Sync Count : 0

PHY Reset Problem Count : 0

Running Disparity Error Count
PHY #3
Invalid Dword Count : 0
Loss Dword Sync Count : 0

PHY Reset Problem Count : 0

Running Disparity Error Count

PHY #4
Invalid Dword Count : 0

-t storage -d ctrlinfo -v 0

SAS3108
LSI SAS3108
RAID Cardl

Yes

RAID
Normal
4.650.00-6121
3.1602.00-0002
1024 MB
SAS 12G
5e00000157737cd6
64 KB
1 MB
No

Yes

Present
CVPMO02

Normal
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Loss Dword Sync Count
PHY Reset Problem Count

Running Disparity Error

PHY #5 :
Invalid Dword Count
Loss Dword Sync Count
PHY Reset Problem Count

Running Disparity Error

PHY #6 :
Invalid Dword Count
Loss Dword Sync Count
PHY Reset Problem Count

Running Disparity Error

PHY #7 :
Invalid Dword Count
Loss Dword Sync Count
PHY Reset Problem Count

Running Disparity Error

Count :

Count :

Count :

0

0

0

S

79 E1EEEFE (dinfo)

=
>
g
o
[3Yay

Idinfo FoK 2 i) RAID il s e B A IZ A5

=
A
o
xik

ipmcget -t storage -d Idinfo -v <ctrlid> <option>

SH5EA

2 S ¥R AR HE
ctrlid 2R TR 0~255
RAID il #$#) ID.
option BRI AL o (0~255: FR/NEHAEM ID, Bl HE&EHTEE
ID. EHEAMER.
e all: Z|H RAID ##ill2% A ZHEA N1

(E3EEiETEE]

I R T AT AT B 4

AT I RAID ##il-RH P 8RR “HARMM” Z5H
if)1%Z RAID K& 3CHF iBMC i 4NE # .

RAID 3 #F iBMC HAMEHL,
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# i) ID N 0 7Y RAID #2128 T ID N 0 B2 E1E R

iBMC:/->ipmcget -t storage -d ldinfo -v 0 0
Logical Drive Information

Target ID : 0

Name : examplel

Type : RAID1

State : Optimal
Default Read Policy : Read Ahead
Default Write Policy : Write Back with BBU
Default Cache Policy : Direct IO
Current Read Policy : Read Ahead
Current Write Policy : Write Back with BBU
Current Cache Policy : Direct IO
Access Policy : Read Write
Span depth g 1

Number of drives per span 8 2

Strip Size : 256 KB
Total Size : 100.234 GB
Disk Cache Policy : Enabled
Init State : No Init
Consistency Checking : No

BGI Enabled : Yes
Bootable : No

Used for Secondary Cache : No

SSCD Caching Enable : No

PD participating in LD (ID#) g 0,1
Dedicated Hot Spare PD (ID#) : N/A

# A ID Jy 0 i) RAID #5148 N A @A RE S

iBMC:/->ipmcget -t storage -d ldinfo -v 0 all
Logical Drive Information

Target ID : 0

Name : examplel

Type : RAID1

State : Optimal

Default Read Policy : Read Ahead

Default Write Policy : Write Back with BBU
Default Cache Policy : Direct IO

Current Read Policy : Read Ahead

Current Write Policy : Write Back with BBU
Current Cache Policy : Direct IO

Access Policy : Read Write

Span depth g 1

Number of drives per span 2

Strip Size : 256 KB

Total Size : 100.234 GB

Disk Cache Policy : Enabled

Init State : No Init

Consistency Checking : No
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S5 A

BGI Enabled

Bootable

Used for Secondary Cache
SSCD Caching Enable

PD participating in LD (ID#)
Dedicated Hot Spare PD (ID#)

Target ID

Name

Type

State

Default Read Policy
Default Write Policy
Default Cache Policy
Current Read Policy
Current Write Policy
Current Cache Policy

Access Policy

Yes
No
No
No
0,1
N/A
1
: example2
: RAIDO
: Optimal
: Read Ahead
: Write Back with BBU
Direct IO
: Read Ahead
: Write Back with BBU
: Direct IO

: Read Write

Span depth 1
Number of drives per span 8 5

Strip Size : 256 KB
Total Size 1.149 TB
Disk Cache Policy : Enabled

Init State : No Init
Consistency Checking No
BGI Enabled Yes
Bootable : No
Used for Secondary Cache No
SSCD Caching Enable No
PD participating in LD (ID#) 2,8,9,10,11
Dedicated Hot Spare PD (ID#) N/A

Y - .
4710 EEERER (pdinfo)

pdinfo R & M HIE R
ipmcget -t storage -d pdinfo -v <option>

g SR &

option e A B D B4 Y ° 0~255: FRPEAR D, B AMTEE

D, YA EIE

o all: FIHTAYBEENEL.
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(EdiEiET=a]
WAZBH AR AN S AT DT AT AT I i 4
RAID K3 #F iBMC AN, f40] DL RAID #fil-H S8R 10 “HoR MG =45
A #)1Z RAID /2 5 3CFF iBMC Ay /Mg B
155 FA S5
# ) ID 2N 2 PR EN(E B
iBMC:/->ipmcget -t storage -d pdinfo -v 2

Physical Drive Information

ID 2

Device Name Disk2
Manufacturer SEAGATE

Serial Number 6XR1JS5H

Model ST9600205SS
Firmware Version : B002

Health Status : Normal

Firmware State : UNCONFIGURED GOOD
Power State Spun Up

Media Type HDD

Interface Type SAS

Capable Speed 6.0 Gbps
Negotiated Speed 6.0 Gbps

Drive Temperature 34 (Celsius)
Capacity 557.861 GB

Hot Spare : None

Rebuild in Progress : No

Patrol Read in Progress : No

Remnant Media Wearout : N/A

Power-On Hours 2217

SAS Address (0) 5000c500473326bl
SAS Address (1) : 0000000000000000
Location State : Off

Media Error Count 0

Prefail Error Count 0

Other Error Count 0

# WA YA R .

iBMC:/->ipmcget -t storage -d pdinfo -v all
Physical Drive Information

ID 0

Device Name Disk0
Manufacturer : HGST

Serial Number 2MV5YZEA
Model HUSMM8080ASS204
Firmware Version C210
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Health Status : Minor

Firmware State : UNCONFIGURED GOOD
Power State : Spun Up

Media Type : SSD

Interface Type : SAS

Capable Speed : 12.0 Gbps
Negotiated Speed : 12.0 Gbps

Drive Temperature : 32 (Celsius)
Capacity : 744.126 GB

Hot Spare : None

Rebuild in Progress : No

Patrol Read in Progress : No

Remnant Media Wearout : 99%

Power-On Hours : 5200

SAS Address (0) : 5000ccal2b0ad99d
SAS Address (1) : 0000000000000000
Location State : Off

Media Error Count : 0

Prefail Error Count g 1

Other Error Count : 0

ID HE

Device Name : Diskl
Manufacturer : SAMSUNG

Serial Number : S2HSNYAG400079
Model : SAMSUNG MZ7KM480HAHP-00005
Firmware Version : 003Q

Health Status : Normal

Firmware State : UNCONFIGURED GOOD
Power State : Spun Up

Media Type : SSD

Interface Type : SATA

Capable Speed : 6.0 Gbps
Negotiated Speed : 6.0 Gbps

Drive Temperature : 38 (Celsius)
Capacity : 446.103 GB

Hot Spare : None

Rebuild in Progress : No

Patrol Read in Progress : No

Remnant Media Wearout : 99%

Power-On Hours : 11750

SAS Address (0) : 4433221101000000
SAS Address (1) : 0000000000000000
Location State : Off

Media Error Count HI

Prefail Error Count : 0

Other Error Count HI

Physical Drive Information

RERRAS 06 (2021-04-21) 73



4 AT M e 55 2= -4 iBMC HI /4R R

ID 2

Device Name : Disk2
Manufacturer : SEAGATE

Serial Number : 6XR1JS5H

Model : ST9600205SS
Firmware Version : B002

Health Status : Normal

Firmware State : UNCONFIGURED GOOD
Power State : Spun Up

Media Type : HDD

Interface Type : SAS

Capable Speed : 6.0 Gbps
Negotiated Speed : 6.0 Gbps

Drive Temperature : 34 (Celsius)
Capacity : 557.861 GB

Hot Spare : None

Rebuild in Progress : No

Patrol Read in Progress : No

Remnant Media Wearout : N/A

Power-On Hours 2217

SAS Address (0) : 5000c500473326b1
SAS Address (1) : 0000000000000000
Location State : Off

Media Error Count : 0

Prefail Error Count : 0

Other Error Count : 0

ID : 3

Device Name : Disk3
Manufacturer : SEAGATE

Serial Number : SOM3326E

Model : ST600MMO006
Firmware Version : BOO1

Health Status : Normal

Firmware State : UNCONFIGURED GOOD
Power State : Spun Up

Media Type : HDD

Interface Type : SAS

Capable Speed : 6.0 Gbps
Negotiated Speed : 6.0 Gbps

Drive Temperature : 34 (Celsius)
Capacity : 557.861 GB

Hot Spare : None

Rebuild in Progress : No

Patrol Read in Progress : No

Remnant Media Wearout : N/A

Power-On Hours : 519

SAS Address (0) : 5000c50076d10609
SAS Address (1) : 0000000000000000
Location State : Off
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=
A
g
i
[aYay

S5 A

Media Error Count
Prefail Error Count

Other Error Count

ID

Device Name
Manufacturer

Serial Number

Model

Firmware Version
Health Status
Firmware State
Power State

Media Type
Interface Type
Capable Speed
Negotiated Speed
Drive Temperature
Capacity

Hot Spare

Rebuild in Progress
Patrol Read in Progress
Remnant Media Wearout
Power-On Hours

SAS Address (0)

SAS Address (1)

Location State

Media Error Count
Prefail Error Count

Other Error Count

arrayinfo R & R4 115 B

Disk4
SEAGATE
SOM31J5T
ST600MMO006
B0O1
Normal
UNCONFIGURED GOOD
Spun Up
HDD
SAS
6.0 Gbps
6.0 Gbps
34 (Celsius)
557.861 GB
None
No
No
N/A
519
5000c50076blaa2d
0000000000000000
Off

ipmcget -t storage -d arrayinfo -v <control_id> <option>

ID

S SRR &
control_id | WiFHAHFTESEHIZIH | 0~255
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(EEiETE

e A sl

23 SHRAR BUE
option R RS 2L Y o 0~255: T/RWIELAM D, Bl H AW E
ID. WA H IS B

o all: FIHPTAREANEL.

AL TSR 7 AT B 4

RAID ~3CHF iBMC W /ME B 0] DL RAID #H6iI-R 481 “HoRFMG 7 =5
A% RAID 52 75 5CHF iBMC HAME HL

# 1) ID Jy 0 B4 4% L ID Jv 1 RIS B

iBMC:/->ipmcget -t storage -d arrayinfo -v 0 1
Disk Array Information

Array ID g 1

Used Space : 800.000 GB

Free Space : 716.655 GB

Free Blocks Space : (0)500.000 GB
(1)216.655 GB

Logcial Drive(s) ID s 1,5

Physical Drive(s) ID s 1,2

# i) ID O 0 A48 LA M H IS R .

iBMC:/->ipmcget -t storage -d arrayinfo -v 0 all
Disk Array Information

Array ID : 0

Used Space : 110.000 GB

Free Space : 447.861 GB

Free Blocks Space : (0)30.000 GB
(1)417.861 GB

Logcial Drive(s) ID : 0,4

Physical Drive(s) ID : 0

Array ID HE

Used Space : 800.000 GB

Free Space : 716.655 GB

Free Blocks Space : (0)500.000 GB
(1)216.655 GB

Logcial Drive(s) ID : 1,5

Physical Drive(s) ID g 1,2
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Disk Array Information

Array ID
Used Space

Free Space

Free Blocks Space

Logcial Drive (s

) ID

Physical Drive(s) ID

: 300.000 GB
: 816.655 GB

: (0)400.000 GB
: (1)416.655 GB

8 2,6

Ap BEe
createld F -1 F 25 PR 47 #4361 2 R 404
R
ipmcset -t storage -d createld -v <control_id> -rl <raidlevel> -pd <pd_id> [-cachecade] [-
sc <span_num>] [-name <ldname>] [-size <capative>{m|g|t} ] [-SS <stripesize>] [-rp
<rpvalue>] [-wp <wpvalue>] [-iop <iopvalue>] [-ap <apvalue>] [-dcp <dcpvalue>] [-init
<initmode>]
SRR
¥ SRR HUE
control_id | RAID %l 2%) ID 0~255
raidlevel WAL RAID 225 | ® 10: RAIDO
e rl: RAID1
e r5: RAIDS
* r6: RAID6
e r10: RAID 10
e r50: RAID 50
e 160: RAID 60
WtER
% 4 A 478, A “-cachecade”Bt, AR RALBEE N
“10”Fa“r1”,
pd_id WHEM R ARIIEL | SR ID, H “” 20,
filtn: 0,1,2
WiEA
L G A 47 8,4 “-cachecade” T, Pk s N LM A
SSD.
span_num | AN THANE | o QI RAID 0/1/5/6 R AT E IS4
o % RAID 10/50/60 & 7] & B S50, BRA
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SRR

76,4 “-cachecade” Y, A Ko

Idname

R AR

BAKIEN 15 A FHOFIE S

capative

AR

WAL A E AT U
* m: MB

e g: GB

e t: TB

WA

° A

1T 8,4 “-cachecade” B, A LK.
4 v R 8,4 “-cachecade” FL 1% & s A 3¢

B, RARBERR APTRREORKEEZRLE
BHAENEE,

544
o Las

)

stripesize

ARSI

A ) S5 R /LA
e 64K
e 128K
256K
e 512K
e 1M
iR
o L&HAITHA “-cachecade” B, ALK,
ﬁﬁ:&éﬁf}w)\x KA 1M,

. 44 R 8, A-“-cachecade” FLRBL & b A 4%
EH' FEFBINE W KA 256K,

rpvalue

R A B AN

W BT A EIE N “Read Ahead”

* nra: WEZPERIEKA “No Read
Ahead” .
iR
o L& 44T E A cachecade”tt, WAL, &
#9509 BNk R 8 nra.
o LA IRE A cachecade” B ANBL & b A 4
0, FHEAMTINEREA ra.

® ra:

wpvalue

AL SR

o wt: WHEPHEHRIEN “Write
Through”

o wb: WHEFEAERMN “Write Back” .

e wbwithbbu: W EZHELE KN “Write
Back with BBU”

BRI N “wbwithbbu”

iopvalue

e cio: WHEZHEA
107 .

10 #& A “Cached
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2H SR &

o dio: WHEIZHEL 10 KN “Direct I0” .
RN N “dio” .
gl

L&A 4T84 “-cachecade” i, AT K.

apvalue AR B 10 SR o rw: WEPEAMY IR HEIE AT .
o ro: WEZHAMITT N HRE A Rk,

* blocked: ¥ EZ ALV Al HEBE A B o
BINA “rw” .

L& A4T 8,4 “-cachecade” B, LA T,

dcpvalue WIS RS EAE5 | @ enabled: AVFZ LI F cache.

L o disabled: ZE1iZ4EA(H ] cache.
o default: fHHRIBRINKRE, RIEKRATESH
4

o L& AITH % “-cachecade” B, SLAMAMN,
A H BN AR R “default” .

o LarAd @ A“cachecade” LRNEL & bt A 3L
B, BHEANBTIABELE ERRA

“enabled” .

initmode WRAWIIENTT | ® no: AWIEH.

e quick: PUEHILHIL.
o full: &EWIH.
BRINHN “no”

WtER

L&A 4784 “-cachecade” W, SLAEH LK.

EMERm
AT “-cachecade” B, FRBIENIZIEALN CacheCade L.
WA B AR U T S A T AT AT M i 2
RAID 32 iBMC MG B, 0] LA RAID #thil & F P F8 I 0 “BORMMG 7 2 e
#if)1% RAID K215 3CHF iBMC /Mg HL.
£ Bl
# £ ID 24 0 1) RAID #5#6i)#% N 6@ 2 4 4t .

iBMC:/-> ipmcset -t storage -d createld -v 0 -rl rl -pd 0,1 -name example -size
100g -ss 512k -rp ra -wp wb -ap rw -iop cio -dcp enabled -init quick
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WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y
# 1 ID 2 0 ) RAID #% | 2% F A% Cachecade 2 HH%L .

iBMC:/-> ipmcset -t storage -d createld -v 0 -rl r0 -pd 0,1,2 -name cachecade -
cachecade -wp wb

WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

4713 KxMME4ER (addld)

S INRE
addld Fl T7E CAZHRAL A LS s 12 4R 4
BOAER
ipmcset -t storage -d addld -v <control_id> -array <arrayid> [-name <ldname>] [-size
<capative>{m|g|t} ] [-ss <stripesize>] [-rp <rpvalue>] [-wp <wpvalue>] [-iop <iopvalue>] [-
ap <apvalue>] [-dcp <dcpvalue>] [-init <initmode>] [-block <blockid>]
S ¥R
g SRR e
control_id | RAID #2411 ID 0~255
arrayid RrlsniZa R mi s | 0~255
1 1D
ldname WAL AR RKKEN 15 NPT
capative WA A WAL B B AT DU
* m: MB
e o: GB
e t: TB
AR

LARRBRAKN, R ARBEEINPT AR R
AEZRREZEHANEE.

stripesize | ALK A/ ]34 ) 2% R/
* 64K
e 128K
¢ 256K
o 512K
s IM

FLAL T, BRI “256K”

rpvalue B HE AT R M o ra: WHEPHAIKEA “Read Ahead” .
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S S¥5RAR BE
e nra: WEPHELTEIEAN “No Read
Ahead” .
RN “ra”
wpvalue WRENS R o wit: WEPHISRIKN “Write
Through” .
o wh: WEIPHEEFEIKN “Write Back” .
o wbwithbbu: W EIZHEILERIE N “Write
Back with BBU”
RN “wbwithbbu” .
iopvalue AL 10 K% o cio: WHEIZHA 10 FIE N “Cached
10” .
o dio: WHEHIZHEEL IO KN “Direct I0” .
BRIN N “dio” .
apvalue WAL BT ] SENg o rw: WEBEANUT N RIS NS .
o ro: WEBEAMTHHNE N R,
® blocked: W B2 H ALV IR 5K W& AR -
Ejii}\?'ﬂ “I'W” .
dcpvalue WIS E (25 | @ enabled: RRVFZHEEL(HF cache.
s o disabled: % 1FIBHEALE ] cache.
o default: fFHERIATENE, W RAEH ST
AT EMESE
2RIAN “enabled” .
initmode WHEEVIEA T | o no: AW,
e quick: RIEWILHI .
o full: &EWIIHI.
RN “no”
blockid FEAN I A e | 0~32
A=W ID
AR
iBMC V370 % A L%
A I F A,

(EEiTE

WA A2 R 2R AT AT AT B A
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15 Fi e 1

4.7.14 MpRIZERE

SHLAA

EM¥ER

15 Fi £ 51

RAID ~3CHF iBMC i 4MEEL, &7 LA RAID #%Hi-R FH FHR R “HoRBAR ” 575 op
Hif)1% RAID 52 75 5045 iBMC i AME

# £ 1D 24 0 ) RAID %I 85 ~, (EMIEA 1 LiniZ s,
iBMC:/-> ipmcset -t storage -d addld -v 0 -array 1 -name example -size 500g -ss
256k -rp ra -wp wb -ap rw -iop cio -dcp enabled -init quick -block 2

WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]:y

(deleteld)

deleteld F Tk RAID R&H 12 4%,

ipmcset -t storage -d deleteld -v <control_id> <Idid>

28 SRR &
control_id RAID # il #3117 ID 0~255
Idid S R 2 AR AL ID | 0~255

WA AL BN R SR AT AT AT B 2

RAID K3 # iBMC HAME T . %0 LA RAID #5#1-K 480 “HoRMMg 7 &4
1% RAID K& 7532 FF iBMC /b EEE

# MFR ID N 0 i) RAID % 28 HZ AL 1.

iBMC:/-> ipmcset -t storage -d deleteld -v 0 0
WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

4715 guZEEREM (1dconfig)

S INEE

Idconfig F T2 502 B A 1) JE .
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BN

ipmcset -t storage -d Idconfig -v <control_id> <ldid> <[-name <ldname>] [-rp <rpvalue>]
[-wp <wpvalue>] [-iop <iopvalue>] [-ap <apvalue>] [-dcp <dcpvalue>] [-bgi <bgistate>] [-
boot] [-sscd <sscdstate>]

S ¥ AR
S S¥RAR &
control_id | RAID #% i #1 ID 0~255
Idid A ID 0~255
Idname JUR R BRANKE N 15 N F57 5
rpvalue DR AL R e ra: WHIPHEAIEEN AN “Read Ahead” .
e nra: WEHPHEAATEIEAN “No Read
Ahead” .
gl
L ¥ 4835 ) CacheCade F4H T, NI HRERAL
wpvalue EHER S KR o wt: WEIZEME RN “Write
Through” .
o wb: HETEMESEIEAN “Write Back”
e wbwithbbu: W B ZHAEEHRIEN “Write
Back with BBU”
iopvalue EHAN 10 K o cio: WHEHA 10 K& N “Cached
IO” o
o dio: WHEIFHES 10 N “Direct I0” .
)
Y ¥4 9% ) CacheCade FZHH I, RIHXERAL
apvalue R AL ()7 A SR o rw: WEZEAMVN R NS,
e ro: WEEELLNIVTIN RSN HEE.
e blocked: W EIZHALRIVS IR 5K & A B o
1B
L ¥4 A CacheCade FHE AT, REHiXE kAL
dcpvalue WAL 221755 | @ enabled: R FHEALFH cache.
s o disabled: % 1FBHEAL# ] cache.
o default: fHHABRINGERE, HRIEKR AT ESM
LRAT TR E o
gl
L ¥4 A CacheCade FHE AT, REHXE kA
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S SR &
3
bgistate WL BGLHRLIR | @ enabled: FFH B )E G VMG INRE .
& o disabled: J=PTIBIEALIIJR AW INRE .
{588
L ¥ A A CacheCade FTHAEN, RIFHXERAE
.
sscdstate WAL RS IF)S SSD | @ enabled: F) i 4E4% ) SSD Caching 1)
Caching Djfig (Rl & fiE
Al CacheCade 32| o gisabled: P ALH SSD Caching 3
AL ) oy
$5RH
e LT RAID #= 4| F £/ & & 7T /1 %9 CacheCade
ZHA,
o YF¥H AN CacheCade FHAEM, REIFEXE
A K

EditEis]
AT RS “-boot” B, FRBEIIEHEANEINAE.
WAZHE AN S A T AT AT I i 4
RAID K37 £ iBMC 4N B, 4 7] DL RAID #6810 “HoRIRG 7 =4y
A )1%Z RAID R/2 15 3 KF iBMC i 7 B .
£ F S5

# 1E24 ID 9 0 1) RAID #%Hil#% F I ID 24 1 AR B .

iBMC:/-> ipmcset -t storage -d ldconfig -v 0 1 -name example -rp ra -wp wb -ap rw -
jop cio -dcp enabled -bgi enabled -boot
WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

4.7.16 122X RAID #=#I25/E@M (ctrlconfig)

ST
ctriconfig A &k RAID 4% il &% ¥ J& 1k«
LR

ipmcset -t storage -d ctriconfig -v <control_id> <[-cb <cbstate>] [-smarterch
<smartercbstate>] [-jbod <jbodstate>] [-restore]
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S5 A

¥ SRR &

control_id | RAID & #il#%) ID 0~255

cbstate RAID = #2819 ® cnabled
Copyback TIREfEREIR | @ disabled
=

AN

smartercbst | RAID &I 2& 78 if G ® enabled

ate I SMART #5i% | o disabled
i Copyback I B fif

jbodstate RAID ##i|#% JBOD | ® enabled
BAERRIRES e disabled

(EdaEkist=]
AT AL “restore” B, FoRHE RAID il 2% i 8 MK 2 BRIME
W2 RN T S AT ATHRAT B 2
RAID 37 iBMC #AMFEL. #50] LU RAID Fil K F P a0 “BoR MR 45
1% RAID K275 3K iBMC i AME P
£ £

# WHE ID 24 0 ] RAID #Hil| #5 1] Copyback i BEIRF .

iBMC:/-> ipmcset -t storage -d ctrlconfig -v 0 -cb enabled
WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

4717 €I EM (pdconfig)

IR
pdconfig FH &2k RAID il & T B R B AL (@ 1k

HoteR
ipmcset -t storage -d pdconfig -v <pdid> [-state <pdstate>] [-hotspare <hotsparetype> [-
Id <lIdid>]] [-locate <locatestate>] [-cryptoerase]

S ¥R

2 S ¥R e
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S S¥5RAR BE
pdid YIHEE AL ID 0~255
pdstate YFR A B ATIRAS e online: 7E4
o offline: =%k
e ug: TN
o jbod: Eiji
hotsparetyp | #HE & (AR * none: HUH#K
¢ e global: £fm#s%
o dedicated: fREEHE
Idid WA 1D, 0~255
MY PRE RS N
“dedicated” I, FE[H
IR N Pk
fE
locatestate | #FRIL E AR ANATIR | @ start: EALIENAT MR
E o stop: ENIRFATIEK

EMfER

WA AT S -cryptoerase i, RN INE BB PR B
DAZBUHG RN T S5 A T T PAT i 4

RAID R HF iBMC #AME R, 10T LU RAID #5-R FH A H8 B 1Y “HoR A% &5
1% RAID RA& 15 SCFF iBMC w4,

{55 FH 2451
# PRI ID N 1 RN W) B 5

iBMC:/-> ipmcset -t storage -d pdconfig -v 1 -cryptoerase
WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

The operation may take a few seconds, Please wait...

Cryptographically erase Physical Drive successfully.

4.7.18 &1k %85 BBU #1582 (bbuinfo)

BETRE
bbuinfo 74 H K1) Rk 5525 BBU fERIEA(E B,
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WEEN

ipmcget -d bbuinfo

SHR A

FRER

124 BBU BLERAEAT I AT $iAT 1% 4 -
{55 A SC 451

# AR S 7% BBU #ibE .

iBMC:/->ipmcget -d bbuinfo
——————————————————— BBU MODULE INFQ —-—————————————————

BBU ID H

BBU Health : Normal
Firmware Version : 60.00.13T02
Remain Capacity (%) : 99

Remain Capacity (mWh) : 69460

Full Capacity (mWh) : 70020

Work Status : CHARGE_ FULL
Work Time (h) : 136

Battery Manufacturing Date : 2019-01-10
Battery Model : 4S3P-ROC-V04
Battery SN : 10000180730IBTO57AT
Battery Manufacturer : Sunwoda

M.2 1/M.2 2 : Absent/Absent

4.7.19 g E RAID 1R HEIZFEINEE (raidcom)

raidcom iy 4 ﬁﬁ?%w’ﬂ]*ﬂuﬁg)i'ﬁﬁ HEZ ik aeR RAID 1-R{5 8. #57E 1 RAID 11
K5, wHEE S BREEThREIREGZ RAID 1R H &, HESCHAZE N
“ dump_info\LogDump\storage o

ipmcget -t maintenance -d raidcom

ipmcset -t maintenance -d raidcom -v <value>

S5 A

2 SRR &
<value> frdsk HER RAID #1F | AFEARS %5 1 RAID 1+
TR HigmSANE, EEd a4
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28 SHAA

&

T B A B E BRI S
KR T

(EEiTE

LSI SAS3008 IT RAID F1-£. LSI SAS3008 IR RAID 1. Avago 3416 IT RAID F[I-E A

SCHFIGAT 2

{2 el
# FEA N CUE A A &I AL RAID 4R,

iBMC:/->ipmcget -t maintenance -d raidcom
Current RAID com connected:

Com Channel 1

Device Name : RAID Cardl

# FFJS “RAID Cardl” I H EiCFEIRE.

iBMC:/->ipmcset -t maintenance -d raidcom -v
Usage: ipmcset -t maintenance -d raidcom -v <value>
Values are:
1 RAID Cardl
iBMC:/->ipmcset -t maintenance -d raidcom -v 1
Set RAID com channel to RAID Cardl successfully.

48 BRGae
481 BRRGE B (systemname)

P oThEE
systemname iy 2 FHR B R A LR -
G e

ipmcget -t smbios -d systemname

SHR A

(E3EEiETEE]
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kN
# TR ARG AR

iBMC:/->ipmcget -t smbios -d systemname

System name is: XXXXX

4.8.2 % & iBMC Bf[X (timezone)

LI
timezone i 4 A2k 1% & iBMC I [X
MR
ipmcset -d timezone -v <timezone>
SRR
¥ St AR &
timezone I IX o B[] fFe
BUE G -

- [-12:00~+14:00], %1
U1+8:00. -4:30.

- [UTC-
12:00~UTC+14:00]
, Bl4n UTC+8:00.
UTC-4:30.

- [GMT-
12:00~GMT+14:00]
, 4 GMT+8:00-
GMT-4:30.

o IFIXAFK

BB YO A BRI X
%, ilin
Asia/Shanghai,
America/Swift_Current

o

e ZRIME: UTC
#ER
LI NG9 & B A o R
B AR SRR, RTRIXE
892 UTC B i), B A6y 2
B R LARE, £ RIZENL
UTC B,
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EXFEE AN PIN X, iBMC B [B S ERFEF G E LSBT B3t 1 /N, S5 E AR
B E g 1N

{55 A SC 451
# WHE iBMC B} [X A+8:00.,

iBMC:/->ipmcset -d timezone -v +8:00

Set time zone successfully.
# B HE iBMC I Xy UTC+8:00,

iBMC:/->ipmcset -d timezone -v UTC+8:00

Set time zone successfully.
# 1) iBMC Ff ).

iBMC:/->ipmcget -d time
2014-06-28 Saturday 16:43:51 UTC+08:00

# W iBMC I [X y Asia/Shanghai.

iBMC:/->ipmcset -d timezone -v Asia/Shanghai

Set time zone successfully.
# 1) iBMC F ).

iBMC:/->ipmcget -d time
2017-09-06 Wednesday 16:43:51 Asia/Shanghai (UTC+08:00)

4.8.3 &5if] iBMC B}[8] (time)

wEINEE
time iy 4 F Sk 25 iBMC I 8]
WSIER

ipmcget -d time

S5 A

(E3EEiETEE]

158 FH =451
# Frif) iBMC IA] .,
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iBMC:/->ipmcget -d time
2014-06-28 Saturday 16:43:51 UTC+08:00

o

iBMC:/->ipmcget -d time
2017-09-06 Wednesday 16:43:51 Asia/Shanghai (UTC+08:00)

484 BEWIZEFRMAEE (version)

=
A
g
ap
[aYay

version & FH R & B & AR S 2

=N
e
o
Eik

ipmcget -d version

SHLAA

EMfER

kN
# PR T RAE -

iBMC:/->ipmcget -d version

——————————————————— iBMC INFO —-=—=——=—=—=—————————————
IPMC Ceusg Hil710

IPMI Version: 2.0

CPLD Version: (U6076)0.01

Active iBMC Version: (U68)3.70

Active iBMC Build: 017

Active iBMC Built: 20:53:44 Nov 8 2019
Backup iBMC Version: 3.70

SDK Version: 4.22

SDK Built: 14:58:54 Mar 25 2019
Active Uboot Version: 5.1.05 (Mar 25 2019 - 14:58:54)
Backup Uboot Version: 5.1.05 (Mar 25 2019 - 14:58:54)
————————————————— Preci@t INED ==—c=ssce=s=c====
Product ID: 0x0001

Product Name : XXXXXX

BIOS Version: (U75)1.08
—————————————— Mother Board INFO —-——-—-—-————-————--—
Mainboard BoardID: 0x00b9

Mainboard PCB: A

———————————————— RAID Card INFO ———————————————-
SR450C-M 2G BoardID: 0x002a

SR450C-M 2G PCB: .B

SR450C-M 2G CPLD Version: (U4)0.02
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——————————————— Riger Carcd INFD ss=———ssosss==e=s

Riserl BoardName: BC82PRUV

Riserl BoardID: 0x0091

Riserl PCB: .A

Riser2 BoardName: BC82PRUW

Riser2 BoardID: 0x0035

Riser2 PCB: .A

—————————————— HDD Backplane INFO —-———-—-————-———--—
Disk BP1 BoardName: BC82NHBD

Disk BP1 BoardID: 0x0085

Disk BP1 PCB: A

Disk BP1 CPLD Version: (U3)1.01
———————————————————— PYY INED —ccmcooommooommooms
PSU1 Version: DC:108 PFC:107

485 16 FRU {52 (fruinfo)

H LI
fruinfo @4 T & W& lIEE L A0 HE FRU BI{E R, B4 M. RAID £. Mezz
+. WHELYHR . PCle Rsier . GPU ## %,

WSIER

ipmcget [-t fru0] -d fruinfo

S5 A

EM¥ER

155 FH =451
# 7rif] FRU (5 5.,

iBMC:/->ipmcget -d fruinfo
FRU Device Description : Builtin FRU Device (ID 0, Mainboard)
Board Mfg. Date : 2014/04/03 Thu 16:12:00

Board Manufacturer

Board Product Name : board
Board Serial Number : 022HLV10E3000003
Board FRU File ID 0 1.17

Product Manufacturer

Product Name . pname

Product Serial Number : serialnumber
Product FRU File ID g 1,17
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4.8.6 EWARZHIERIRT (health)

=N
A

S

(3Yay

=
A

5N

SHR A

(E3EiETE]

15 Fi £ 51

health 774 HIREH KRG HMEFOIRA .

ipmcget [-t fru0] -d health

# BRGNS

iBMC:/->ipmcget -d health
System in health state.

487 BEWARGRIEREHEE (healthevents)

=
Ay

SR

(3Yay

SHLAA

(E3EEiETEE]

15 Fi e 51

healthevents 74 SR 25 ) R SE ) (d BEFE B

ipmcget [-t fru0] -d healthevents

# ARG REREREIELE.

iBMC:/->ipmcget -d healthevents
Event Num | Event Time

1 | 2016-10-17 06:27:14
of the CPU 1 DIMM VDDQ2 voltage.

| Alarm Level | Event Code

| Minor | 0x01000021

| Event Description
| Failed to obtain data
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2 | 2016-10-17 10:24:43 | Critical | 0x01000015 | DIMM020 DIMM
configuration error or training failed.

3 | 2016-10-17 10:24:43 | Major | 0x01000017 | DIMMO1l2 DIMM
triggered an uncorrectable error,

4 | 2016-10-17 10:24:43 | Critical | 0x01000015 | DIMMO0Ol1 DIMM
configuration error or training failed.

5 | 2016-10-17 08:47:27 | Major | 0x03000009 | [Mock]PSU 1 failure.
6 | 2016-10-17 07:40:57 | Minor | 0x0D0O00003 | The NIC 1 temperature
(150 degrees C) exceeds the overtemperature threshold (100 degrees C).

7 | 2016-10-17 07:04:47 | Major | 0x2100000B | Data rebuild failed
at SD card 2.

8 | 2016-10-17 06:33:21 | Major | 0x2C000029 | The 0S is forcibly

powered off and on due to the watchdog timeout.

4.8.8 EREZHVEZFIFFS (serialnumber)

DL
serialnumber iy 4 F R & IR 55 23 R &7 515
WSIER

ipmcget [-t smbios] -d serialnumber

S5 A

(E35EiETE]

A
# EIRGS B RS

iBMC:/->ipmcget -d serialnumber
System SN is:4444444444444444444444

489 mHFERERYG SEL 52 (sel)

S INEE
sel iy & FI DRI R R 4 SEL £ K.
BN

ipmcget -d sel -v <option> [sel_id]

ipmcset [-t fru0] -d sel -v clear

4-94
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S5 A

(E35EiETE]

15 Fi £ 51

2H S5 AR

&

option AT

o list: FIHITE RS
SEL i 3%,

* info: ] SEL %[
TS

* suggestion: EUIHEE
SEL [P AR TR 1

EEA

FAR L THRE 4000 % B,
128, H74% 4001 %8,
B, &% 8 3M% R
2000 & B &2 B ABR =
B, # &9 %F 4 1D A 2001 FF

5.

O O

sel_id FARIUAE P SEL 1

ID.

I HIAT “suggestion”
TERF, B8 HSH.
AN “List” #RAE R[] 4
R

clear 1EERFTE SELE R
1 AH
FM SEL & ikik £,

# i) SEL 1A FH IO .

iBMC:/->ipmcget -d sel -v info

SEL Information

Version :1.0.0
Current Event Number : 147
Max Event Number : 4000

# i ID SN 146 1) SEL HJALFE 1.

iBMC:/->ipmcget -d sel -v suggestion 146

ID : 146

Generation Time 2016-10-26 03:26:23
Severity : Minor

Event Code 0x12000013

Status Asserted

Event Description

[Mock]Failed to obtain data of the air inlet temperature
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Suggestion : 1. Restart the iBMC.
2. Remove and reconnect power cables or remove and reinstall the

board in the chassis.
# JEBR RS SELfE 5.

iBMC:/->ipmcset -t fru0 -d sel -v clear

WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]:y

Clear SEL records successfully.

48.10 B R %G#R{EHE (operatelog)

S IRE
operatelog T4 R & ARG #AFE H &
BN

ipmcget -d operatelog

SHLAA

EMfER

#fF HEIE R 200KB N = A S48 1 NS, HAHN B AR, = B3k
IS iopites g e

kN
# P RGHRAEH &

iBMC:/->ipmcget -d operatelog

2020-09-25 23:12:09 Redfish,Administrator@192.168.1.1,User,Modify

user (wsUgLPNmYsGYOyd|user3) privilege to (Operator) successfully

2020-09-25 23:12:09 Redfish,Administrator@192.168.1.1,User,Enable

user (wsUgLPNmYsGYOyd|user3) successfully

2020-09-25 23:12:08 Redfish,Administrator@192.168.1.1,User,Modify

user (wsUgLPNmYsGYOyd|user3) password successfully

2020-09-25 23:12:08 Redfish,Administrator@192.168.1.1,User,Add user3's username
(wsUgLPNmYsGYOyd) successfully

2020-09-25 23:12:07 Redfish,Administrator@192.168.1.1,User,Set password minimum
time to (1) days successfully

2020-09-25 22:54:49 Redfish,Administrator@192.168.1.1,sensor alarm,Set syslog auth
type: mutual authentication successfully

2020-09-25 22:54:48 Redfish,Administrator@192.168.1.1,User,Delete user3's username
(DXpUpMgcHHvVBodK) successfully

2020-09-25 22:54:46 Redfish,Administrator@192.168.1.1,sensor alarm,Set SNMP trap
version to (V1) successfully

2020-09-25 22:54:45 Redfish,Administrator@192.168.1.1,User,Remove exclude user
successfully

2020-09-25 22:54:42 Redfish,Administrator@192.168.1.1,User,Kick
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4 AR

user (username:Administrator|client type:CLI|client IP:192.168.1.1) out successfully
2020-09-25 22:54:42 Redfish,Administrator@192.168.1.1,User,Kick

user (username:Administrator|client type:GUI|client IP:192.168.1.1) out successfully
2020-09-25 22:54:42 Redfish,Administrator@192.168.1.1,User,Kick

user (username: DXpUpMgcHHvVBodK | client type:GUI|client IP:192.168.1.1) out
successfully

2020-09-25 22:54:41 WEB, DXpUpMgcHHvVBodK@192.168.1.1,VNC,Set VNC password
successfully

2020-09-25 22:54:39

WEB, DXpUpMgcHHVBodK@192.168.1.1, User, DXpUpMgcHHVBodK (192.168.1.1) login
successfully over the WebUI

2020-09-25 22:54:20 Redfish,Administrator@192.168.1.1,User, Set

user (DXpUpMgcHHvVBodK |user3) userrole to (CustomRolel) successfully

2020-09-25 22:54:20 Redfish,Administrator@192.168.1.1,User,Modify

user (DXpUpMgcHHvVBodK |user3) privilege to (CustomRolel) successfully

2020-09-25 22:54:19 Redfish,Administrator@192.168.1.1,User,Enable

user (DXpUpMgcHHvVBodK |user3) successfully

2020-09-25 22:54:18 Redfish,Administrator@192.168.1.1,User,Modify

user (DXpUpMgcHHvVBodK |user3) password successfully

2020-09-25 22:54:18 Redfish,Administrator@192.168.1.1,User,Add user3's username
(DXpUpMgcHHvVBodK) successfully

2020-09-25 22:54:17 Redfish,Administrator@192.168.1.1,User,Disable

userrole (CustomRolel) security management state successfully

Input 'g' to quit:

4811 TE ARG HEOHIE (systemcom)

L INRE

SH5EA

(E35EiETE]

15 F e 51

systemcom i & oK T %k & G i 4

ipmcget -d systemcom

i ZAE iIBMC Web BHLASN “ ARG HE” FHHIT R A g8 D 8dE NI,

PAT AT 25, AT DUV SO RS T H (3CRFE SFTP 0, 514 WinSCP) 4 ORAFAE
“/tmp” B4R R BER DR SO (an “systemcom.tar”) R EEIE P (0 PC).

# NHARGHE .

iBMC:/->ipmcget -d systemcom

Download System Com data to /tmp/systemcom.tar successfully.
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A S IIRE
blackbox & FH 2K T 3 58 [ 14 .
AR
ipmcget -d blackbox
S ¥R
p
(EdaEEiE1=]
o R FHTICREBMERGHBINKINZER .
o DRIH -7 ThREAL AL I 55 s 20 2% B [ b I P2 A J A P DA A
o TEAE IBMC Web BELRSH “4E9i2MW > RGEHE” FHITH B 7 Iife. &
ZRTERETHERESN 354 R4 HE.
o  PUTHLAA)E, AIRMEA OB TR (3CRF SFTP ¥, 18 WinSCP) #4047
£ “/tmp” B$42 NI “blackbox.tar” SCAF T EEIE F i (40 PC).
12 A 2131

# N 3R T 4 -

iBMC:/->ipmcget -d blackbox

Downloading...

100%

Download Black Box data to /tmp/blackbox.tar successfully.

4.8.13 T %L BIOS (download)

IR
maintenance -d download 174 T~ % BIOS 3 “bios.bin” F| “/tmp” HEF.
“bios.bin” LRI T EAL OS JA 3l 57 Al BIOS 5 45 v f o

MotE
ipmcset -t maintenance -d download -v <option>

S ¥R
g SHRAA &
option TR T BIOS % “17 : R T # BIOS I

“/tmp” H%‘Fo “/tmp” E%‘FO
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(EEiETE

15 Fi £ 51

2H SR &

AR
B AT R % # option 4%
“r.

MAGHIFHN, 1 T “bios.bin” ST IR RBORSHF TARITAL P

# T BIOS HIHERS, E7E T % BIOS Fii{rEE1k CLP i (notimeout) 74, #4
ITEAES I 5.11 221k CLP #i (notimeout) .

PAT AT A G, AT DME I SCALH T H (SRR SFTP B, #1140 WinSCP) H4{R171E
“/tmp” B$AZ R RISCH (A “bios.bin™) TR EENE Fu (140 PC).

# N4k BIOS X “bios.bin” #] “/tmp” HE T

iBMC:/->ipmcset -t maintenance -d download -v 1
Download /tmp/bios.bin.

Downloading BIOS...

Download BIOS successfully.

4.8.14 A% BIOS (upgradebios)

SHLAA

(EEEiTE

maintenance -d upgradebios 4 K T+2% BIOS.

ipmcset -t maintenance -d upgradebios -v filepath

2 SHAA &

filepath BIOS FHZ S 1645 il
“/tmp/biosimage.hpm”

o HUTHA A Hl, IESE AL T B (308 SFTP WM, %l WinSCP) #7+
H I H AR EAER] BMC XX RS REEE B (Bl “/tmp ™).

e maintenance -d upgradebios fl upgrade 747 F1- 4% BIOS, X H)A4:
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- f§f maintenance -d upgradebios fiv & F4% BIOS Bf, TF{E OS FHIEN T
A HeFH BIOS. {#H upgrade B+ A BEER .

- {8 maintenance -d upgradebios 7% 2% BIOS i}, BIOS BRI\ % iG> F 5
9 EFRRRA R ERME, TR .

(MERY:

7 iBMC WebUI # 4 BIOS /&, A T1E.8 54 BATa015 &R —5:

e “Main” @&y B #, 81453 13 8.

e BIOS %45 A% BIOS FF#L Logo.

e “Advanced” F@#) “IPMIiBMC Configuration” T & Ff A 540 (&1 #1408 % A $ A%

PR

- f#iF upgrade T4 J+4% BIOS Ff, BIOS FCE AL, 415 RIESH 4.3.14

- F+ 2% Cupgrade ).

ERA B
# A “/tmp/biosimage.hpm” AT+ BIOS.

iBMC:/->ipmcset -t maintenance -d upgradebios -v /tmp/biosimage.hpm
Please make sure the iBMC is working while upgrading.

Updating...

System needs two minutes time to prepare.

<100%>

Update successfully.

4.8.15 ALK EWR CPLD (upgradecpld)

IR
maintenance -d upgradecpld 774 FH R T+ 20 i %5 %5 £ CPLD.
RN
ipmcset -t maintenance -d upgradecpld -v filepath
S5 A
SH SRR &
filepath F X CPLD FH SO filtn:  “/tmp/cpldimage.hpm”
[
(EditEi=]

o MRSE$ AR CPLD S T2 upgrade i 2 TR A Ry, ] fd FH i i & T 2%
T CPLD Ff 3 il A 34

o HUTHA A Hl, IEEH AL T B (308 SFTP WM, %l WinSCP) #5445
FH2 i) B bSO AL 2] iBMC X RGERIFEE Ha (Bl “/tmp”).
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o PATILAT TP M CPLD 2 Sl K iRk 55 o IR R AL, T AL

# ] “/tmp/cpldimage.hpm” SCAFEFFZ F AR CPLD.

iBMC:/->ipmcset -t maintenance -d upgradecpld -v /tmp/cpldimage.hpm

WARNING: This operation will forcibly upgrade the CPLD and reset the server, which
will interrupt services for a period of time. The OS will be powered on or off
based on the power-on policy.

Do you want to continue?[Y/N]:Y

Updating...

<100%>

Update successfully.

4.8.16 1% & iBMC M OIR7AS (ethlink)

S5 A

EM¥ER

15 Fi e 51

maintenance -d ethlink 74 H >R B iBMC W D RRIRES

ipmcset -t maintenance -d ethlink -v <ethname> <action>

S S ¥ HE

ethname FFI5E B I 44 F ethO. ethl. eth2. eth3
ANFIRSS ) iBMC M
MNECAA

action W d R R A ® enable
e disable

# fiHE iBMC M1 “eth2”,

iBMC:/->ipmcset -t maintenance -d ethlink -v eth2 enable
WARNING: This operation will enable eth2.
Do you want to continue?[Y/N]:y

enable eth2 successfully.
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S INRE
diaginfo fiv 4 F R —#IEE S, AF BMC MW ERE S, MAGREMHES, —
BIEEERNEZ ARSI 3.11 — G B w .

LRI
ipmcget -d diaginfo

S ¥R
G

(EdiEEisTee)
PAT AT 25, AT DM SO L5 TR (3CRF SFTP 0, 5140 WinSCP) 4 {RAFLE
“tmp” AR R I —HECEEAS B SO (B “dump info.tar.gz”) REREIE Fum (40
PC).

18 A £ 451

# —RIEER.

iBMC:/->ipmcget -d diaginfo

Download diagnose info to /tmp/ successfully.

4818 k& iBMC HJ &% E (restore)

IR
restore iy 2 FRIKE iIBMC ) & E. #fTiha4 )5 iIBMC 2HE S,
GRS
ipmcset -d restore
S5 A
pn
(EdiEiET=z]
o
£ Bl

# E iBMC 1) &HE.

4-102 SCASRRAS 06 (2021-04-21)



fE IS AR 2% %% £ AR iBMC H 67

4 AR

iBMC:/->ipmcset -d restore

WARNING: The iBMC will automatically restart and restore factory settings. Continue?

[Y/N]:Y

Restore factory setting successfully.

4.8.19 1% E CLP notimeout I (notimeout)

BN

SHLAA

(E35EiETE]

15 Fi e 51

notimeout iy 4 H T 1% & CLP notimeout TIHEIERERZE ILARZS, DA S 1E B B
. 25 a5 CLP notimeout ThRE S5, 5 ZiBH iBMC G B FIE %, A HesLI CLP

notimeout T RE 124 FH 8% = A o

ERUNEE R -

ipmcset -d notimeout -v <enabled | disabled> [value]

28 S ¥R AR A

enabled Ji FI CLP notimeout Jjfg -

disabled 2% CLP notimeout Jjfg -

value SV N IR ] HUE VG . 1~480

BOAHUE: 15

BUEAAEZEFIRS T A
o BBl

RAEH AN BAT 2R BRI B € X P Bz S, WEBRIEXN I P

Vol E A AR

# JBFH CLP notimeout Lh#E .

iBMC:/->ipmcset -d notimeout -v enabled

Set notimeout state successfully.

# Z%F CLP notimeout LhAE.

iBMC:/->ipmcset -d notimeout -v disabled

Set notimeout state successfully.

# WCE LI Ay 30 204

SCRERRA 06 (2021-04-21)

4-103



BRI AR 55 %5 £ iBMC H 18

iBMC:/->ipmcset -d notimeout -v disabled 30

Set notimeout state successfully.

4.8.20 &16] CLP notimeout IWEREIEL B (EE (notimeoutstate)

S5 A

EMfER

e A sl

notimeoutstate 774 F T 51 CLP notimeout DIAEMIAC B (S S, WIE#) CLP notimeout I
AE I 2 TR B[]

ipmcget -d notimeoutstate

# 7316 CLP notimeout LIREMIELEE B -

iBMC:/->ipmcget -d notimeoutstate
Current notimeout state: disabled

Timeout period: 15 (min)

4821 E#hAGEZ4H (securityenhance -d updatemasterkey)

IR
securityenhance -d updatemasterkey 4 F K5 R 4t %48

HEHR
ipmcset -t securityenhance -d updatemasterkey

SRR
pn

fEMER
T E IR A, 5 W] BEARAE e KUK
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kN
# EHRRLEHY.

iBMC:/->ipmcset -t securityenhance -d updatemasterkey
WARNING: You are about to update the following master key:
IPMI password master key
SNMP community master key
SNMP privacy password master key
Trap community master key
SMTP password master key
Redfish master key
VNC password master key
Upgrade file master key
SSH host key master key
SSL master key
LDAP bind password master key
NTP GroupKey file master key
Do you want to continue?[Y/N]:y
Update master key begin.

Update master key successfully.

4822 BN EEXHABENE B (securityenhance -d
masterkeyupdateinterval)

HLAE
securityenhance -d masterkeyupdateinterval 4> FH >k 25 1) fl ¥ & =5 % 4 H 50 5 87 1)
b o

meIEN

ipmcget -t securityenhance -d masterkeyupdateinterval

ipmcset -t securityenhance -d masterkeyupdateinterval -v <interval>

S LRA

S S ¥R BUE
interval E =L & L] 0~365 M1

AR, BUEY 0 IR
ZNEEIE et 2 D

EF &R
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# B BB E R IR .

iBMC:/->ipmcget -t securityenhance -d masterkeyupdateinterval
Master key update interval: 0

# 1 E AN 365 K.

iBMC:/->ipmcset -t securityenhance -d masterkeyupdateinterval -v 365

WARNING: This operation enables the BMC to automatically update the master key when
the update interval is reached.

Do you want to continue?[Y/N]y

Set master key automatic update interval successfully.

8.23 TFiFFIKEBENLIEE (autodiscovery)

S

DL
autodiscovery iy 4 HSR B A B H 3 KL E
L e

ipmcget -d autodiscovery

ipmcset -d autodiscovery -v <enable>/<disable> [option(0/1)] [netport]

SHLAA

28 SRR &

enabled/disable {Ffeal 22 B3 K IIECE | “enable” : fiifE
Dk o “disable” : ZEH

option W] B3 36 % o “0” : JTHER

255.255.255.255
o “17 . FAMBCTRIE

netport i 0~65535

(EEEiTE

EdaENY
# i3RI E -

iBMC:/->ipmcget -d autodiscovery
State : disabled
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Broadcast : 255.255.255.255
NetPort : 26957

# wHEHNKIBCHE.

iBMC:/->ipmcset -d autodiscovery -v enable 0 26957
Set state to (enable) successfully.

Set broadcast to (255.255.255.255) successfully.
Set netport to (26957) successfully.

4824 ERFIREZIE LBECE (poweronpermit)

L IEE
poweronpermit i 4> FH SR A i) 1 B 5245 L E
BN

ipmcget -d poweronpermit

ipmcset -d poweronpermit -v <enable | disable> [ip] [netport]

S5 A

g S ¥ AR HE
enable fiife szt R E -
disable ARy L E -
ip 55 25 1P Mtk -
netport ] 0~65535
ikl
7

kN
# R LR E.

iBMC:/->ipmcget -d poweronpermit

State : enabled
ManagerIP : 192.168.1.1
ManagerPort : 26957

# WERZE LHEEE.

iBMC:/->ipmcset -d poweronpermit -v enable 192.168.1.1 26957

Set poweronpermit successfully.
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4.8.25 THFFER LBEBIMNBIEIRTS (poweronlock)
BT
%MM*F,%%Rﬁfiﬁﬁ@W%m&L% R iIBMC Jyfik 55 4% b L) T RE
WeptE, Msa ok iBMC L
poweronlock iy 4 FH KA G b LB B UE IRES, FEnlis Rt b, HOH FaR BRI
RN
ipmcget -t maintenance -d poweronlock
ipmcset -t maintenance -d poweronlock -v clear
S ¥R
G
(EdaEkist=]
y
£ F 231
# &) A EE RS
iBMC:/->ipmcget -t maintenance -d poweronlock
Power on lock state: Locked
# 15k E .
iBMC:/->ipmcset -t maintenance -d poweronlock -v clear
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]:Y
Clear power on lock successfully.
4.8.26 TifFNIZE BIOS £FTENFHXIRZES (biosprint)
LI
biosprint 4 H T & F1# & BIOS 44T EIJF RAS
LR E
ipmcget -t maintenance -d biosprint
ipmcset -t maintenance -d biosprint -v <option>
S ¥R
S SRR &
4-108 RERRA 06 (2021-04-21)




fE IS AR 2% %% £ AR iBMC H 67

(EEiTE

15 Fi £ 51

S5 A

2H

SHAA

&

<option>

BIOS 4T ENHFIRES

1 FoRamiIr e .

2: %[ BIOS Al
FKHEE., R4 ER
i, AFTENRIIT E R G
PFTE R T A I S B

PRENL

ipmcset -d clearlog -v <value>

# & E BIOS 2FT I SRS NI

iBMC:/->ipmcset -t maintenance -d biosprint -v 1
WARNING:
Do you want to continue?[Y/N]:y

Set BIOS debug info enable successfully
# 2 BIOS 24T ENJTRIRZS o

iBMC:/->ipmcget -t maintenance -d biosprint
BIOS debug info enable

4.8.27 FBREE (clearlog)

clearlog 74 H TiER% iBMC M#EHE. BIrHERZEHA

Setting BIOS debug info enable will make system start slow.

+
AR

N o

2 SRR e
<value> BH RN H SR * 0: FRIRfFHE

1: FoRisfrHE
2: Fop#aeHE
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EdiENY
# IR H

iBMC:/->ipmcset -d clearlog -v 0
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]y

Clear Operation log successfully

28 EREEEETES|EE (resetiME)

e
o0
o0

LIk
resetiME fr & H T B B AR LS %, R R B 5| BELIR IR R e AT, Rl A
LRILEE .

Bt

ipmcset -t maintenance -d resetiME

SHLAA

(E35EiETE]

kN
# T ARG

iBMC:/->ipmcset -t maintenance -d resetiME
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]:y

Reset iME successfully, the iME will restart soon.
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491 B BERAIES (userlist/list)

L INE

(3Yay

S5 A

(E3EiETE]

e A sl

userlist fir & AR EHTEH A ER.

ipmcget -d userlist

ipmcget -t user -d list

# BHTARIER.

iBMC:/->ipmcget -t user -d list

D Name Privilege
PublicKeyHash

2 root ADMINISTRATOR
NA

3 testl CUSTOM ROLE1
NA

4 test2 ADMINISTRATOR
NA

5 test3 ADMINISTRATOR
NA

6 test4 ADMINISTRATOR
NA

7 test5 ADMINISTRATOR
NA

8 test6 ADMINISTRATOR
NA

9 test?7 ADMINISTRATOR
NA

10 test8 ADMINISTRATOR
NA

11 test9 ADMINISTRATOR
NA

12 testl0 ADMINISTRATOR
NA

13 testll ADMINISTRATOR
NA

14 testl2 ADMINISTRATOR
NA

Interface
State

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SETP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled
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15 testl3 ADMINISTRATOR Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
NA Disabled

16 testl4d ADMINISTRATOR Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
NA Disabled

17 testlb ADMINISTRATOR Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
NA Enabled

492 Kxm#EFBF~ (adduser)

=
A

A

(3Yay

=
A

B

SH5EA

(E35EiETE]

adduser T H .

ipmcset [-t user] -d adduser -v <username>

2 SHEA &
username BRI P 4 BRI TH, Bl

SR 16 N

o WEAHF. FRUKL
FHF

o FHRIE:
<>&,"\%

o FHEEFHMR
“H#” o,

HAE G AT, 3R Rl A v 7 B\ 24 8 B

FASINT SSH H P BRACNEERPIRES, Wi B HZH P, &% 4,920 W& JE IR
& C(user -d state) JBFH .

% AU 15 AN, FEEINA P 48 JE Bk B R A P B RS . B P I ERAAL
PR “No Access”, BRINZRRFTA Sk,

EREE NS R ER AR R (AliEd 4.9.6 B E %A Dihe
(passwordcomplexity) 722 ALK G T MIEDIREHT R i H (Rli@id 4.9.15 %
5047 HYGEM SIS (weakpwddic) frAH)), BEFF&ASEFN S,
o  CHIEMMAIIGES, WHARNT, W LRAEETFAHBRMKEA KT 20 17
oo WRELKEENT 8 NFRF, M CIEE A SNMPY3 211,
o JHHEMNAIIRG S, HILEIRAER:
- KEN8 ~ 20 NEFRF

7
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LI G RECSE 3 SINTIERIL: L g

BT A DL RR T A
~@HS% N &H()-_=H[{}]5:",<>/?
B RS SR

m NEFFEE: a4 ~ 2

m KEFR: A~ Z
| | %ﬁ%z: 0~9
AR P 4 B P A BRI .

DEOLT, EIEAREESS DAt (55 04 mlid

Ol 4 4.9.16 T 55047 (weakpwddic -v export) 3KHL.)
(MARY::
BINE AL “ Admin@9000” £ AT,

e A sl

# WI—SE R P RN testo

iBMC:/->ipmcset -d adduser -v test

Input your password:

Password:

Confirm password:

Add user

successfully.

# EWININE I 445,

iBMC:/->ipmcget -d userlist

=1
~F

ID Name Privilege Interface
PublicKeyHash State
2 root ADMINISTRATOR Web,SNMP, IPMI,SSH, SFTP,Local,Redfish
NA Enabled
3 test NO ACCESS Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
NA Enabled
4 NO ACCESS NA
Disabled
5 NO ACCESS NA
Disabled
6 NO ACCESS NA
Disabled
7 NO ACCESS NA
Disabled
8 NO ACCESS NA
Disabled
9 NO ACCESS NA
Disabled
10 NO ACCESS NA
Disabled
11 NO ACCESS NA
Disabled
12 NO ACCESS NA
Disabled
13 NO ACCESS NA
Disabled
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S

=N
A

SIIA

(3Yay

B

=
A

SH5EA

EM¥ER

14
Disabled
15
Disabled
16
Disabled
17
Disabled

NO ACCESS NA
NO ACCESS NA
NO ACCESS NA
NO ACCESS NA

S5 R RETH T test LA I -

93 B P ZER (password)

password % FH RAZ O 2 0

ipmcset [-t user] -d password -v username

2H

SHHAA &

username

Fon DA ER B EcED | -
I 44

BRG] MBI T IR, R AR P A BB R SRS . R
o BN AT R

TERE LS AT IIRE T A 0L (Rladid 4.9.6 A1 A1 B %004 2 ) RE
(passwordcomplexity) & 2#]) AN GG ANUEDIRENIT B 10 (rlidit 4.9.15 %

B9

T REIRE (weakpwddic) A& B, ABHATE A R H 55 o

o KHMIEMEIIRES, HHARNE, WUREETAARBKEAKRT 20 K7
Frepo WOREMKENT 8 NFEFRF, AP IEE R SNMPV3 #2111

o JHHEMAEIIREE,

R AR FEER
KEEN 8 ~ 20 NFFFs

ZBAE ARG EEE LU N R T4
~@HS%N&F()-_=H [ <>
/A5 DUR F R

n NFFEE: a ~ z

m KEFE: A~ Z

m BT 0~ 9
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- EARERM A B AR .

o S FHINUEDIREMEREMIEAL R, BRSSO Fd, (3504 T
H55 0474 4.9.16 FH 55047 (weakpwddic -v export) FKHL.)

(MR
BIAE A “ Admin@9000” 3504 F g,

{55 A SC 451
# B P A FRN user (RS,

iBMC:/->ipmcset -d password -v user
Input your password:

New password:

Confirm password:

Set user password successfully.

494 MBEAF~ (deluser)

WS IhEE
deluser MR P .
WSEN

ipmcset [-t user] -d deluser -v username

S5 A

S SHRAR BUE
username RN A BRI | -
HF 4.
ERER
o TUHEHE AT LIMIBRA Y, HAE R TR A O\ A0 B
o  HiBMC RGHINE A A R H G, %288 0 P ARRER I

kNt
# MBI AR st

iBMC:/->ipmcset -d deluser -v test
Input your password:

Delete user successfully.
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495K ER PR (privilege)

S INRE
privilege iy & K% B H AR .
IR
ipmcset [-t user] -d privilege -v <username> <privalue>
SRR
S SRR &
username RN RER | -
FRIFH 44
privalue AR ® 15: No Access fR
e 2. User fR
e 3: Operator B[R
e 4. Administrator R
e 5: Custom Rolel #{ R
e 6: Custom Role2 #fR
e 7. Custom Role3 #{[R
e 8: Custom Role4 #{[R
R fa
o UHFEHBAP A LLEERH AR, HEid e R A Y w2 A n g .
o 4 iBMC HAFEZ AR B AES, AT DUESCERA P IIBUR . 2400 —N A
FWE S R i, 2B AP A RS SR 28 F sl ik .
(1 ¥ 8B
2k B P 9 Administrator.
o YR ERIRAIH AT LALT SSH B3R
158 FH =451

# WEHHP AN test B H F AR A Administrator.

iBMC:/->ipmcset -d privilege -v test 4
Input your password:

Set user privilege successfully.
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4.9.6 EWMIZEFHEREINGE (passwordcomplexity)

BT
passwordcomplexity 74 F >k 20 i) F B 2050 52 44 A B Thae 5 FPIRES
BN
ipmcget [-t user] -d passwordcomplexity
ipmcset [-t user] -d passwordcomplexity -v <enabled | disabled>
S ¥R
¥ S iR &
enabled AR A TR | -
disabled BHEME R SR AR | -
(EdiEEisTee
WA R ABA 222 B AR B E S A] DABCE B0 S R JE AR A D RE A T R
o

o FLTARGBINKRENRE A,
o BMEDLTNMR, ARG EN, FHERER.

o  CHIEMMEIIRE, WHAREANT, A UREERFRAMMKEAKRT 20 K5
Frd o WERBIDACENT 8 NFAF, ZH I SNMPv3 #2111,
o JHHEMNEIIRES, WEIREEK:
- KEN8 ~ 20 MEFRF.
- EBEDAE AT EE DT
~@AS%NEF()- =H[{} ] <>/?
- ZDEE LN ER PR R
n PNEFE: a2~z
m KREFE: A~1Z
m HFE 0~ 9
- EWARRH B P AR
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15 Fi £ 51

4.9.7 i

=
>
g
o
[3Yay

SHLAA

(E35EiETE]

15 Fi e 51

(MR
HHoLSFRIENRERGHTLT, RELEREHLEI, BMC FRAL LM FRBHETIH o4
HE, FATRAGLSFH Y, (BobTRALFHEBobFRELS 4916 FHPoSFH
(weakpwddic -v export) K I.)

# B E R EDIREIT IR .

iBMC:/->ipmcget -d passwordcomplexity

Password complexity check state : enabled
# IPREMNE R A TRE.

iBMC:/->ipmcset -d passwordcomplexity -v enabled

Set password complexity check state successfully.

EB P~ (user -d lock)

lock i I FHUETRER T, M AEAUE 2 5 R A REE %

ipmcset -t user -d lock -v username

2 S BUE
username R H P I P 44 -

R EH O] EATHOE AT, BiE HL I 5 B2 400\ 29 B 2 5% AR5

# 8% admin ).

iBMC:/->ipmcset -t user -d lock -v admin
Input your password:
Lock user:admin successfully.

4.9.8 fEFR B PHIEIRT (user -d unlock)

S IIRE

unlock i< FI T Bt s T B e B D8] 5% S O e T B8 (9
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LESEE

ipmcset -t user -d unlock -v username

S8 AR
2 S #15AH BUE
username REfREH P I P 44 -
EdizEi={F]
HAER ] LTS EERE, MBI 75 28O\ a0 & B 0 20 .
£ A =L 451

# B root FI 7 B RAS -

iBMC:/->ipmcset -t user -d unlock -v root
Input your password:

Set user:root unlock status successfully.

499 Eigfig EXWEREFEAL (minimumpasswordage)

OTAE
minimumpasswordage 74 F T2 1) F1 15 B 35 1 1) e R A5 3.
TR, RIBRE NG, ARSI, R R A RS Ut
i,
G 5
ipmcget -d minimumpasswordage
ipmcset -d minimumpasswordage -v time
S ¥R
¥ SRR V&
time B B A 3 0~365, HhLNK.
0 7B e R A 1
ToBRIY.
fEMER

RS ] AT 1Z384F
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# W EFEMREMEHEN 1 KR,

iBMC:/->ipmcset -d minimumpasswordage -v 1

Set minimum password age successfully, minimumpasswordage (1) days.
# A A AR A A

iBMC:/->ipmcget -d minimumpasswordage

Minimum password age: 1

4910 EX2MF (emergencyuser)

HOTHARE
emergencyuser iy 4 TR B A G AN RH RS S H .
LRI
ipmcset [-t user] -d emergencyuser -v username
SRR
Y S ¥ AR HE
username BRIP4 -

& MER
DU 3 54 T AR B R
{2 el

# ¥ root B NEEH .

iBMC:/->ipmcset -d emergencyuser -v root

Set emergency user to (root) successfully.

4.9.11 AR P SSH 2448 (addpublickey)

HLIHEE
addpublickey i 2 E I SSH A%
g

ipmcset -t user -d addpublickey -v username filepathifile URL
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S5 A

41 URL

SH SR &
username R 3 SSH ANHMA F 4 | CAZAER SSH A P I A
4
filepath Rr EABIORAE T A HL IS ST . B,
SSH A %1% “/tmp/id_dsa_2048.key” .
file URL B PN RE SSH A | #%300:

protocol://username:passwor
d@IP:[port]/directory/filena
me
AR
e ‘“protocol” st 4 A “https”
éi“http”o
e “username”#=“password”
LA BARRHE 69 A
P A A,
e “directory/filename” s 41
A ZALNA AR B AR
MR % Eagssiz,

EMfER

PAT e 2 1, WS SO TR (3CRE SFTP H, B3 WinSCP) #1547
(K] SSH ~8I3CAF EAR S IBMC S R SENRE Hax T (Biln"/amp") ..

EI RN TS SSH A, EEM T ARV EH 5 F A SSH A8,

15 Fi e 51

# N “ssh_user” P SANAH.

iBMC:/->ipmcset -t user -d addpublickey -v ssh user /tmp/id dsa 2048.key

Input your password:

Add user public key successfully.

4.9.12 MIBRA P #Y SSH 2%8 (delpublickey)

S INEE

delpublickey iz % H = HIB% SSH A 4H.

=
A

5N

ipmcset -t user -d delpublickey -v username
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S S ¥R HUE
username FEMIE: SSH A1 | -
P44

{EMER
I IR T P 6 SSH A%, AP BRI 1 5 1) SSH A%,
5 F £ 151

# MBE “ssh _user 01”7 HFHIAHH.

iBMC:/->ipmcset -t user -d delpublickey -v ssh user 01
Input your password:

Delete user public key successfully.

4.9.13 FiEFIR E SSH A FERIAIEERERTS
(sshpasswordauthentication)

BETHAE
sshpasswordauthentication 4 T & ) fl1 4 B SSH I F S S AIE ThAE I AE BEIRZS
HEHER
ipmcget -t user -d sshpasswordauthentication
ipmcset -t user -d sshpasswordauthentication -v <enabled | disabled>
S ¥R
S SRR e
enabled i€ SSH I & AED) | -
RE
disabled 2% b SSH H P 3 kD) | -
HE
(EditEi=]
p
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£ A =L 451
# 1ifE SSH H P4 i ) IET) RE

iBMC:/->ipmcset -t user -d sshpasswordauthentication -v enabled

Set SSH password authentication successfully.
# i) SSH H # i AEfE RERES

iBMC:/-> ipmcget -t user -d sshpasswordauthentication

SSH Password Authentication : enabled

4914 BHFPEF iBMC B93E0 %R (interface)

HOTHARE
interface fiv& F T E 117 € H1 7 8 3¢ iBMC W% HI2R AL,
BEHR
ipmcset -t user -d interface -v username <enabled | disabled> <optionl option2 ...
optionN>
SRR
Y S ¥ AR HE
username L LA P -
enabled i ReTE & ML A -
disabled C 1 =gt siof s M STt -
option1 option2 ... optionN | AT 4 & )4 12470 CIELRa = E i ANES
@ ’ @J}ﬁ:
* ]: Web
e 2: SNMP
e 3. [PMI
e 4: SSH
e 5: SFTP
e 7: Local
e 8: Redfish
(EdiEEisTee
7
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# WEHHP “test” Fk iBMC K32 0257 “Web,SNMP,IPMI,SSH,SFTP,Local ”.

iBMC:/-> ipmcset -t user -d interface -v test enabled 1 2 3 4 5 7

Input your password:

Set user login interface successfully.

# &f) “ssh_user 01”7 fER.

iBMC:/->ipmcget -t user -d list

D Name Privilege

PublicKeyHash

2 root ADMINISTRATOR Web, SNMP, IPMI,SSH, SFTP, Local,Redfish NA
3 XXX CUSTOM ROLEl Web, SNMP, IPMI,SSH,SFTP,Local,Redfish

NA

4 commonuser USER Web, SNMP, IPMI, SSH, SFTP, Local,Redfish

NA

5 admin ADMINISTRATOR Web, SNMP, IPMI,SSH, SFTP, Local,Redfish

NA

6 operator OPERATOR Web, SNMP, IPMI, SSH, SFTP, Local,Redfish

NA

7 customl CUSTOM ROLE1l Web, SNMP, IPMI, SSH, SFTP, Local,Redfish

NA

8 test USER Web, SNMP, IPMI,SSH, SFTP,Local NA
9 NO ACCESS NA
10 NO ACCESS NA
11 NO ACCESS NA
12 NO ACCESS NA
13 NO ACCESS NA
14 NO ACCESS NA
15 NO ACCESS NA
16 NO ACCESS NA
17 NO ACCESS

4915 HEFOLSFHINEFEENRTS (weakpwddic)

LR
weakpwddic 4 FH T 1% B 55 11 2 HUGE D RE AT RS
HILAESS A Brh B R B AR IR E N
LN N = T
® SNMP vi/v2e A BRIRA . 35 Bk 4
e SNMP v3 jin& =1y

R Ee
ipmcset -t user -d weakpwddic -v  <enabled | disabled>
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S5 A

2H

SHAA

enabled

fEfess &7 IAETIRE | -

disabled

LS I SIRECSS I SINTIENTI): -

(EEiETE

RAAEH AN BA 2B BRI B € SO AT ABCE 55 14 7 S GEE RERE .

15 Fi £ 51

# fRESS 12 T IEDIRE .

iBMC:/-> ipmcset -t user -d weakpwddic -v enabled

Enable weak password dictionary check successfully.

49.16 FHEOSFH (weakpwddic -v export)

HLTHAE
weakpwddic -v export 7% H 15t iBMC 155 H 273,
HStR
ipmcset -t user -d weakpwddic -v export <filepath | file_URL>
SRR
¥ SR HUE
filepath H55 N4 Tl T H 2 “dant ks, Bilan:
iBMC X R4, 78 “ tmp/weakpwddictionary” .
iBMC 1 5 4t Hh R A7 T
1.
file_URL Kag 0 R BITE | X8

B, fEmAE R L
FFTRER A2 o

protocol://[username:password@]IP:[port]
/directory/filename

Horr:

e protocol: WA “https” .
“sfip” « “cifs” . “scp” Ml “nfs”
HH—Fh o

TiAR

e iBMC % AT L+ SMB V1.0 JA K.
o # ] nfs HhiXit, BAFRZP AL A
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2H SRR

HUE

username:password@F £ ; 1% 2L ¢ L
B, ARSEET L e
username:password@-5 #

o Cifs AREMMBUER T RA R &k, HE
St #4489 https. sftp. scp & nfs Hh

o
e username: SRR & HT S R
N

e password: F RS TR
i,

e IP:[port]: JZAZEV A IP Hhk Al
%0

e directory/filename: 55147 M{EimfE
W 4T B4

ZLUE

“https://root:Mytest12#$@10.10.10.1:443/t

mp/weakpwddictionary”

EMfER

HAAE B GO BAT 22 4 AR K B € SO AT DL H 85 12 5 gt

PAT AT 25, AT DM SO RS TR (3CRE SFTP #0140 WinSCP) 4 {R1F(E
“/tmp” A2 T “weakpwddictionary” SCAFREEIE S (il PC).

kN
# PS4

iBMC:/-> ipmcset -t user -d weakpwddic -v export /tmp/weakpwddictionary

Export weak password dictionary successfully.

4917 IANEAOLFH (weakpwddic -v import)

S TIRE
weakpwddic -v import @4 H T3 N iBMC (155 1458,
AR
ipmcset -t user -d weakpwddic -v import <filepath | file_ URL>
S ¥R
e SHtEA HE
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2H

SRR

HUE

filepath

H 5047 SN iIBMC
B, FESNIISCHHTE
iBMC X R G AE
iz,

Xt AR, Billn:

“ tmp/weakpwddictionary”

file_URL

F 5504 73N\ iBMC
I, RF ARSI RIS
B LA A .

Fe N
protocol://[username:password@]IP:[port]
/directory/filename
Horre
e protocol: WZA “https” -
“sftp” . “cifs” « “scp” Fl “nfs”
R — A
AR
e iBMC % AT L 4 SMB V1.0 f& &
o & A nfs BT, ARABEFT LA
username:password@ £ ; 1% A 2 & tri
B, B RT LiR e s
username:password@ 5 £ .
o Cifs iREMBUER T AEeH &, ENE
e B A9 hitps. sftp. scp 3 nfs
o
e username: 3% H bRk TR 10 H
F 4.
e password: &% H b RSS 78 B 7 1%
i,
o [IP:[port]: HFrirss A5 1P HobikHl v
5,
e directory/filename: 5514 H7E HFx
5545 BRI R4
il
“https://root:Mytest12#$@10.10.10.1:443/t
mp/weakpwddictionary”

(E3EEiETEE]

HAAE T GO BAT 2 4 BRI B € SUH PRI LRSS 1253t

PAT e 2 1, WS SCHE TR (3CRE SFTP #, #3 WinSCP) #5453 A
HISCAF EAE 2] IBMC U RGERITEE HaR ™ (Bl “/mp ™).

15 F e 51

# PG
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iBMC:/-> ipmcset -t user —-d weakpwddic -v import /tmp/weakpwddictionary

Import weak password dictionary successfully.

4.9.18 1 & SNMPv3 Fl FHYMMFEZERS (snmpprivacypassword)

HLTHEE
snmpprivacypassword 74 F 1% B 5 7€ I i SNMPv3 iE$z: iBMC %8 &
i,
HLMR
ipmcset -t user -d snmpprivacypassword -v username
SR
S S ¥R AR BE
username FREFCE R -
EREmM
JEE R R N BBt B S &S . & DS S A P RS, R4 A I A
RegfEo 3 S5, SRVEd R 75 2 5m N U mri e - 2,
TERE AL S AT IIRE T R 0L (Rladid 4.9.6 A1 A1 B %004 2 ) RE
(passwordcomplexity) &2 #]) LA GG ANUEDIRENIT B 10 (rlidid 4.9.15 %
B9 LA TG AOIRE (weakpwddic) @8], BEFF A A FERIMHI 2T .
o  RMEMMAEIIRE G, HHEARAT, WURMERETFRHBRMKEAKRT 20 17
FrE . WK ENT 8 ANFARF, ZH P ICIET A SNMPv3 £ 11.
o FHEMLKEIIREE, HIDEREEK:
~- KN 8~20 NMEFF.
- BOAE AT EEE DL R T
~@#S% N &*()-_=H[{} 1", <>/
- ZOAE T ER R
n NEFEE: a~z
n KREFE: A~Z
| | iﬁ%zz 0~9
- EIARER M P A EUH P AT
o GIIAFHINUETIREMAE MBI T, BAARRIESS &7, (3504 S
H 55O TS 4.9.16 FHIGITLF M (weakpwddic -v export) FRHL.)
fs£ F =451
# BE SNMPv3 7 s s:405
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iBMC:/->ipmcset -t user -d snmpprivacypassword -v Administrator
Input your password:

Password:

Confirm password:

Set snmp privacy password successfully.

4919 EEFNEER P AESNAARR (securityenhance -d
inactivetimelimit)

DL
securityenhance -d inactivetimelimit fiv & FH T3 B H P NG HR . 8% e R ok
TEBNH P A

RN

ipmcset -t securityenhance -d inactivetimelimit -v <value>

ipmcget -t securityenhance -d inactivetimelimit

SH5EA

21 S 2 BV E
value RARNIEB IR 0
e 30~365

AR, BUED 0 IR
AR, H AR
KA A AN S B AR L .

EM¥ER

kN
# BB ISR

iBMC:/-> ipmcset -t securityenhance -d inactivetimelimit -v 30

WARNING: This operation could lead to iBMC users be disabled when users' inactive
time is overdue.

Do you want to continue?[Y/N]y

Set inactive user timelimit successfully.

iBMC:/-> ipmcget -t securityenhance -d inactivetimelimit

User inactive timelimit: 30
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S5 A

(E3EiETE]

15 Fi £ 51

A

}:J

BHIRZ (user -d state)

user -d state 74 H T 13 B H P 8 HIRE.

ipmcset -t user -d state -v <username> [enabled | disabled]

ipmcget -d userlist

S SRR &

username N Eara=n: A CAFERH 4
enabled For e A P -

disabled TR EERZA -

2 iBMC RGHCA A FHINE R B, 28 B AR

# B “testls” .

iBMC:/-> ipmcset -t user -d state -v testl5 enabled

Input your password:

Enable user:testl5 successfully.

# T “testls” IR,

iBMC:/-> ipmcget -d userlist

ID Name
PublicKeyHash
2 root
NA

3 testl
NA

4 test2
NA

5 test3
NA

6 test4
NA

7 test5
NA

8 test6

Privilege

ADMINISTRATOR

CUSTOM ROLEL

ADMINISTRATOR

ADMINISTRATOR

ADMINISTRATOR

ADMINISTRATOR

ADMINISTRATOR

Interface
State

Web, SNMP, TPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
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NA
9
NA
10
NA
11
NA
12
NA
13
NA
14
NA
15
NA
16
NA
17
NA

test7

test8

test9

testlO

testll

testl?2

testl3

testl4d

testl5

ADMINISTRATOR

ADMINISTRATOR

ADMINISTRATOR

ADMINISTRATOR

ADMINISTRATOR

ADMINISTRATOR

ADMINISTRATOR

ADMINISTRATOR

Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
disabled

ADMINISTRATOR Web, SNMP, IPMI, SSH, SFTP, Local,Redfish

Enabled

4.9.21 ElMFEETHAPEERERRS (user -d
usermgmtbyhost)

S INRE

user -d usermgmtbyhost iy 4 FH T2 A B Y 3 P BT e AT AR RS

ipmcset -t user -d usermgmtbyhost -v <option>

ipmcget -t user -d usermgmtbyhost

S5 A

2 SHREA &
<option> FORTFRCERI NI E [ o 00 ZRikir A E R
HAEREIRES Tt

o 1. flEEH N ER
Ditie

(E3EEiETEE]

i D S BAERESC PN, I JEii@ad oy i k3% TPMI i 4 87 BIOS REAT I &

M,

15 Fi e 51

# ZERIAT P B RE
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iBMC:/->ipmcset -t user -d usermgmtbyhost -v 0

The BMC user management function is successfully disabled on the host side.
# AT AR B IR .

iBMC:/->ipmcget -t user -d usermgmtbyhost
Disable

410 NTP #p<
A48 NTP A edn & 25 V0 R 2 B Ui,

4.10.1 EF NTP 2 (ntpinfo)

BT
ntpinfo fir4 T 2] iBMC ) NTP 15 B..
HetER

ipmcget -d ntpinfo

SH5EA

EM¥ER

155 FH 2451
# 7rif] iBMC [ NTP {3 &,

iBMC:/->ipmcget -d ntpinfo

Status : enabled

Mode : manual
Preferred Server : dhcpl.com
Alternative Server : £fc00::1234
Extra Server : 192.168.2.2
Synchronize : successful
Auth Enable : enabled
Group Key : imported

4102 1% & NTP K7 (ntp -d status)

ntp -d status fir % H 1% & NTP DIRE A HEIRE .
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LESEE

ipmcset -t ntp -d status -v status

SHR A

S SRR A
status 78 NTP Dhfg Il gtk * enabled
e disabled
FRERE
"

155 A 2451
# it NTP e,

iBMC:/->ipmcset -t ntp -d status -v enabled
Set NTP enable status (enabled) successfully.

# B NTPEE.

iBMC:/->ipmcget -d ntpinfo

Status : enabled

Mode : manual
Preferred Server : dhcpl.com
Alternative Server : £fc00::1234
Extra Server : 192.168.2.2
Synchronize : successful
Auth Enable : enabled
Group Key : imported

4103 X E NTP 523K EA R (ntp -d mode)

BT

(3Yay

ntp -d mode 774 H 7% B NTP 15 B 3KHUT .

ipmcset -t ntp -d mode -v mode

SHR A

S¥ SRR Y&
mode 7~ NTP 15 B 3BT 2 * manual: FEJACE NTP
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(EEiTE

15 Fi £ 51

SH SRR &
e dhepv4: fiAH DHCPv4
H3I3RE NTP 5 2
e dhepv6: fii A DHCPv6
H3I3RE NTP 5 2

24 NTP {5 B3KEUT RN “DHCPv4” I, T ER X,

# W E NTP 5 B3R N “manual”.

iBMC:/->ipmcset -t ntp -d mode -v manual

Set NTP mode

# B NTPEE.

successfully.

iBMC:/->ipmcget -d ntpinfo

Status

Mode

Preferred Server
Alternative Server :
Extra Server
Synchronize
Auth Enable
Group Key

: enabled

: dhcpl.com
fc00::1234
: 192.168.2.2
: successful

: enabled

: imported

4104 wEHIE NTP fRFE5tit (ntp -d preferredserver)

AP AE
ntp -d preferredserver 4 F T B B ik NTP 5528 thhk(5 5.
R
ipmcset -t ntp -d preferredserver -v addr
SRR
¥ SRR &
addr FRINE % NTP IRk 55 s bk AT EN:
o IPv4 F AR
o IPv6 Fg UL
o Ik
Ll
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2H S8R e
KEH 0.0.0.0 1 ETRIGE
i NTP R 4 Huhk .

(EEEiTE

% HF Linux NTP IR%5 28 F11 Windows NTP IR 5525 .

=R B
# WEEIE NTP k%5 #s il >y “dhepl.com”.

iBMC:/->ipmcset -t ntp -d preferredserver -v dhcpl.com

Set NTP preferred server (dhcpl.com) successfully.
# 1) NTP {5 .

iBMC:/->ipmcget -d ntpinfo

Status : enabled

Mode : manual
Preferred Server : dhcpl.com
Alternative Server : £c00::1234
Extra Server : 192.168.2.2
Synchronize : successful
Auth Enable : enabled
Group Key : imported

4105 & E & NTP fR$5EEH4E (ntp -d alternativeserver)

BT

(3Yay

ntp -d alternativeserver x4 T & % H NTP IR 55 23 hk{5 2 .

ipmcset -t ntp -d alternativeserver -v addr

S5 A

2 S ¥R 8

addr Fon A& FH NTP R4 28 H ik Al EAN:

IPv4 H% 2 ik
IPv6 #% A ik
1544 Wbk

T#RR

XEH0.0.0.0 & TRIEE
J NTP JR %44k,
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(EEiTE

15 Fi =1

SZHF Linux NTP i85 28 F1 Windows NTP iR55 %%

# WHE A NTP iR asiht Ny “fc00::12347,

iBMC:/-> ipmcset -t ntp -d alternativeserver -v £c00

::1234

Set NTP alternative server (fc00::1234) successfully.

# Wi NTP [Z B

iBMC:/->ipmcget -d ntpinfo

Status : enabled
Mode : manual
Preferred Server : dhcpl.com

Alternative Server : £fc00::1234
Extra Server : 192.168.2.2
Synchronize : successful
Auth Enable : enabled
Group Key : imported

4.10.6 W ERE NTP fR55H#lE (ntp -d extraserver)

SHLAA

ntp -d extraserver iy 4 H T % B & NTP i85 ds bk (5 5 .

ipmcset -t ntp -d extraserver -v addr

2 SRR &
addr Fonth e NTP JIj55 4tk AR EN:

o [Pv4 %A HkE

o [Pv6 & Ak

o It

i ER
X EH0.0.0.0 :HFETMLIE
J& NTP JR % #ou it
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(EEiTE

15 Fi =51

% HF Linux NTP fIR%5 28 F11 Windows NTP IR 5525 .

W EIRE NTP RS aeiblt A “192.168.2.27,

iBMC:/->ipmcset -t ntp -d extraserver -v 192.168.2.2

Set NTP extraserver server (192.168.2.2) successfully.

# W NTPEE.

iBMC:/->ipmcget -d ntpinfo

Status : enabled
Mode : manual
Preferred Server : dhcpl.com

Alternative Server : fc00::1234

Extra Server : 192.168.2.2
Synchronize : successful
Auth Enable : enabled
Group Key : imported

411 3ERATOF S

411.1 EHARFEFIETITIEE (ledinfo)

S5 A

(EEEiTE

15 Fi £ 51

ledinfo & R E WA S5 SR IT (5 2

ipmcget -d ledinfo

# AR ST AR TR AT

iBMC:/->ipmcget -d ledinfo

LED Name : SysHeallLed
LED Mode : Local Control
LED State : BLINKING
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Off Duration : 100 ms
On Duration : 100 ms
LED Color : RED
LED Color Capabilities : RED GREEN
Default LED Color in
Local Control : GREEN
Override State : GREEN
LED Name : UIDLed
LED Mode : Local Control
LED State : OFF
LED Color : BLUE
LED Color Capabilities : BLUE
Default LED Color in
Local Control : BLUE
Override State : BLUE

411.2 1% 8 UID $57RATIRZS (identify)

SH5EA

(E3EEiETEE]

15 F e 51

identify #ir4 H T % & UID #5747 R3S

ipmcset -d identify [-v {time | force} ]

2 SRR HUE
time 227K UID #8547 TR BRI BEIRTNFETRY, BT 2
Ko %’I‘o E:X{Eﬁy‘j O~2550
BN 0 B, FRoRKMAIZ
84T .
force KRR K52 UID f87 -
1T

EATSHABA R E RGO T, UID 4875 T BN NSRINKy 15 7.

# KA SR UID f8754T o

iBMC:/->ipmcset -d identify -v force
Identify UID led successfully.
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412 RNt

I AR S5 A5 KU BB A 5K i 2 A BRI B T 1

4121 & EXNBEIEITIRE (fanlevel)

=N
Ay

SIIE

(3Yay

=N
Ay

5N

SHLAA

EM¥ER

15 Fi e 51

fanlevel & H T % B XR84T 85 .

ipmcset -d fanlevel -v <fanlevel> [fanid]

gt SHIREH &
fanlevel TR E AN RN | BARREOVER, SRR
SIS ) E o S5 e B VE AN .
fanid 7 MU 1 1D AT Bl 55 i ) DAL ¥ L AN
Al o

AT AT A ARG 1D, MR v B 2 5 A Rs s AT .

# FANBE ID A 2 (XU 5 N 4 s L i 1) 50%.

iBMC:/->ipmcset -d fanlevel -v 50 2
Set fan(2) level to (50%) successfully.
Current Mode : Auto
iBMC:/->ipmcset -d fanlevel -v 50

Set fan level successfully.

Current Mode : Auto

Global Manual Fan Level: 50%

4122 1 EXFEIEITIELR (fanmode)

=
Ay

IR

(3Yay

=
A

5N

fanmode 74 H Sk 15 B XU iz 17 iR .

ipmcset -d fanmode -v <mode> [timeout]
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EMfER

15 Fi £ 51

S S #1570 &
mode o KU TAF R e 0: MU TAEHANE
3, JEHARE
timeout 44 .
e 1. X T/EE=CATF
g, JEHIPE
timeout %4 .
timeout TR TR e | BUEREON R, 4k
SRR IR I B[R] o . wEAN 07, RRA
HEES . BRIATE DL T 2 RoR
30 fb.

iBMC HJ5 55 dsde HL UL K Fal i Qe i B sh i Qg i ) 203, XU s 1T

P/ EN Sl LS v

# BEE U AT AR SO FEhE . 60 AP R Bk A s .

iBMC:/->ipmcset -d fanmode -v 1 60

Set fan mode successfully.

Current Mode:

Time out

4.12.3 X ET{ERE (faninfo)

IR
faninfo 74> FH >R 2T 1) XU 1) CARAR ORI 4 i A% 04
LRI
ipmcget -d faninfo
S ¥R
y
(Ed:EEisTee)
y
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15 Fi =51

# AW RE TARIRES.

iBMC:/->ipmcget -d faninfo
Get fan mode and fan level successfully!
Current mode: manual, timeout 297 seconds.

Manual fan level is 80.

4 13 1:§,u\n|:| Fl /%\
413.1 BiGFBEERZFRNFAAIESE (sensor -d list)

HLIEE

S5 A

(E35EiETE]

15 Fi e 51

sensor -d list iy & F R & T & R 15 5

ipmcget -t sensor -d list

# BMPTAERSMITAE R ORFEIRS SR B A D

iBMC:/->ipmcget -t sensor -d list

sensor id | sensor name | value | unit | status | 1lnr | 1lc

| 1lnc | unc | uc | unr | phys | nhys

0x1 | Inlet Temp | 24.000 | degrees C | ok | na na

| na | 42.000 | 44.000 | na | 2.000 | 2.000

0x2 | Outlet Temp | 30.000 | degrees C | ok | na na

| na | na | na | na | 2.000 | 2.000

0x3 | PCH Temp | 32.000 | degrees C | ok | na na

| na | 90.000 | na | na | 3.000 | 3.000

Ox4 | CPUl Core Rem | 30.000 | degrees C | ok | na na

| na | na | na | na | 0.000 | 0.000

0x5 | CPU2 Core Rem | 30.000 | degrees C | ok | na na

| na | na | na | na | 0.000 | 0.000

0x6 | CPUl DTS | -65.000 | unspecified | ok | na na

| na | -1.000 | na | na | 3.000 | 3.000

0x7 | CPU2 DTS | -66.000 | unspecified | ok | na na

| na | -1.000 | na | na | 3.000 | 3.000

0x8 | CPUl Prochot | 30.000 | degrees C | ok | na na
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| na | na | 90.000 | na | 0.000 | 0.000

0x9 | CPU2 Prochot | 30.000 | degrees C | ok | na | na

| na | na | 90.000 | na | 0.000 | 0.000

Oxa | CPUl VDDQ Temp | 32.000 | degrees C | ok | na | na

| na | 120.000 | na | na | 3.000 | 3.000

0xb | CPU2 VDDQ Temp | 32.000 | degrees C | ok | na | na

| na | 120.000 | na | na | 3.000 | 3.000

Oxc | CPUl VRD Temp | 33.000 | degrees C | ok | na | na

| na | 120.000 | na | na | 3.000 | 3.000

0xd | CPU2 VRD Temp | 31.000 | degrees C | ok | na | na

| na | 120.000 | na | na | 3.000 | 3.000

Oxe | CPUl MEM Temp | 27.000 | degrees C | ok | na | na

| na | 90.000 | na | na | 3.000 | 3.000

Oxf | CPU2 MEM Temp | 27.000 | degrees C | ok | na | na

| na | 90.000 | na | na | 3.000 | 3.000

0x10 | +3.3V | 3.260 | Volts | ok | na | 2.980
| na | na | 3.620 | na | 0.160 | 0.160

0x11 | +5.0V | 4.980 | Volts | ok | na | 4.530
| na | na | 5.490 | na | 0.240 | 0.240

0x12 | +12.0V | 12.120 | Volts | ok | na | 10.800
| na | na | 13.200 | na | 0.480 | 0.480

0x13 | +1.8V CPUL | 1.800 | Volts | ok | na | 1.470
| na | na | 1.850 | na | 0.020 | 0.020

0x14 | +1.8V CPU2 | 1.790 | Volts | ok | na | 1.470
| na | na | 1.850 | na | 0.020 | 0.020

0x15 | +1.2V VDDQ1l | 1.180 | Volts | ok | na | 1.140
| na | na | 1.260 | na | 0.020 | 0.020

0x16 | +1.2V VDDQ2 | 1.180 | Volts | ok | na | 1.140
| na | na | 1.260 | na | 0.020 | 0.020

0x17 | +1.2V VDDQ3 | 1.180 | Volts | ok | na | 1.140
| na | na | 1.260 | na | 0.020 | 0.020

0x18 | +1.2V VDDQ4 | 1.180 | Volts | ok | na | 1.140
| na | na | 1.260 | na | 0.020 | 0.020

0x19 | FAN1 F Speed | 6720.000 | RPM | ok | na | na

| na | na | na | na | 0.000 | 0.000

Oxla | FAN1 R Speed | 6720.000 | RPM | ok | na | na

| na | na | na | na | 0.000 | 0.000

0x1b | FAN2 F Speed | 6600.000 | RPM | ok | na | na

| na | na | na | na | 0.000 | 0.000

Ox1lc | FAN2 R Speed | 6600.000 | RPM | ok | na | na

| na | na | na | na | 0.000 | 0.000

0x1d | FAN3 F Speed | 6720.000 | RPM | ok | na | na

| na | na | na | na | 0.000 | 0.000

Oxle | FAN3 R Speed | 6720.000 | RPM | ok | na | na

| na | na | na | na | 0.000 | 0.000

0x1f | FAN4 F Speed | 6600.000 | RPM | ok | na | na

| na | na | na | na | 0.000 | 0.000
0x20 | FAN4 R Speed | 6600.000 | RPM | ok | na | na

| na | na | na | na | 0.000 | 0.000
0x21 | RearDiskl Temp | 26.000 | degrees C | ok | na | na

| na | 53.000 | na | na | 2.000 | 2.000
0x22 | Powerl | 124.000 | Watts | ok | na | na

| na | na | na | na | 0.000 | 0.000
0x23 | Power2 | 52.000 | Watts | ok | na | na

| na | na | na | na | 0.000 | 0.000
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0x24 | CPUl Status 0x0 | discrete | 0x8080 | na | na
| na | na | na na | na | na
0x25 | CPU2 Status 0x0 | discrete | 0x8080 | na | na
| na | na | na na | na | na
0x26 | CPUl Memory 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x27 | CPU2 Memory 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x28 | FAN1 F Status 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x29 | FAN1 R Status 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x2a | FAN2 F Status 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x2b | FAN2 R Status 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x2c | FAN3 F Status 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x2d | FAN3 R Status 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x2e | FAN4 F Status 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x2f | FAN4 R Status 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x30 | PS1 Presence 0x0 | discrete | 0x8002 | na | na
| na | na | na na | na | na
0x31 | PS2 Presence 0x0 | discrete | 0x8002 | na | na
| na | na | na na | na | na
0x32 | DIMMOOO 0x0 | discrete | 0x8040 | na | na
| na | na | na na | na | na
0x33 | DIMMOOL 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x34 | DIMMOO02 0x0 | discrete | 0x8000 | na | na
| na | na | na na | na | na
0x35 | DIMMO10 0x0 | discrete | 0x8040 | na | na
| na | na | na na | na | na
0x36 | DIMMO11 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x37 | DIMMO12 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x38 | DIMMO020 0x0 | discrete | 0x8040 | na | na
| na | na | na | na | na | na
0x39 | DIMMO21 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x3a | DIMMO022 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x3b | DIMMO30 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x3c | DIMMO31 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x3d | DIMMO32 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x3e | DIMM100O 0x0 | discrete | 0x8040 | na | na
| na | na | na | na | na | na
0x3f | DIMM101 0x0 | discrete | 0x8000 | na | na
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| na | na
DIMM102

| na | na
DIMM110

| na | na
DIMMI11

| na | na
DIMM112

| na | na
DIMM120

| na | na
DIMMI121

| na | na
DIMM122

| na | na
DIMM130

| na | na
DIMM131

| na | na
DIMM132

| na | na
Arealntrusion
| na | na
RTC Battery

| na | na

PCIE Status

| na na

\
ACPI State
| na | na
SysFWProgress

| na | na

Power Button

| na | na
SysRestart
| na | na

Boot Error

| na | na
Watchdog2
| na | na

Mngmnt Health

| na | na
UID Button
| na | na

PwrOk Sig. Drop

| na | na
PwrOn TimeOut
| na | na
PwrCap Status
| na | na
HDD Backplane
| na | na
HDD BP Status
| na | na
Riserl Card

| na | na

| 0x0

| 0x0

| 0x0

| 0x0

| 0x0

| 0x0

| 0x0

| 0x0

| 0x0

| 0x0

I

| 0x0
I

| 0x0
I

| 0x0
I

| 0x0
I
| 0x0
I

| 0x0
I

| 0x0
I

| 0x0

| 0x0
|
| 0x0
|

| 0x0
|
| 0x0
|
| 0x0
|
| 0x0
|
| 0x0
|
| 0x0
|

| 0x0

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete
| na
| discrete

| na

| na
| 0x8000 | na
| na
| 0x8040 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8040 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8001 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8080 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na
| 0x8000 | na
| na

| na

| na

| na

| na
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0x5b | Riser2 Card | 0x0 | discrete | 0x8002 | na | na
| na | na | na | na | na | na

0x5c | SAS Cable | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0x5d | FAN1 F Presence | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0x5e | FAN1 R Presence | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0x5f | FAN2 F Presence | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0x60 | FAN2 R Presence | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0x61l | FAN3 F Presence | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0x62 | FAN3 R Presence | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0x63 | FAN4 F Presence | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0x64 | FAN4 R Presence | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0x65 | RAID Presence | 0x0 | discrete | 0x8002 | na | na
| na | na | na | na | na | na

0x66 | CPU Usage | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0x67 | Memory Usage | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

Oxo6a | RAID Status | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na

0xo6b | DISKO 0x0 | discrete | 0x8001 | na | na

| na | na | na | na | na | na

0xo6c | DISK1 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

Oxod | DISK2 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

Oxoe | DISK3 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

Oxo6f | DISKA4 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

0x70 | DISKS5 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

0x71 | DISK6 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

0x72 | DISK7 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

0x73 | DISKS8 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

0x74 | DISK9 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

0x75 | DISK10 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

0x76 | DISK11 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

0x77 | DISK12 0x0 | discrete | 0x8000 | na | na

| na | na | na | na | na | na

0x78 | DISK13 0x0 | discrete | 0x8000 | na | na
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| na | na | na | na | na | na
0x79 | DISK1l4 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x7a | DISK15 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x7b | DISK16 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x7c | DISK17 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x7d | DISK18 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x7e | DISK19 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x7f | DISK20 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x80 | DISK21 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x81 | DISK22 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x82 | DISK23 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x83 | DISK24 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x84 | DISKA 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x85 | DISKB 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x86 | DISKC 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x87 | DISKD 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x88 | Ethl Link Down | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x89 | Eth2 Link Down | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x8a | Eth3 Link Down | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x8b | Eth4 Link Down | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x8c | PS1 Status | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x8d | PS1 Fan Status | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x8e | PS2 Status | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x8f | PS2 Fan Status | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x90 | PCIE SW1 Temp | na | degrees C | na | na | na
| na | 100.000 | na | na | 2.000 | 2.000
0x91 | PCIE SW2 Temp | na | degrees C | na | na | na
| na | 100.000 | na | na | 2.000 | 2.000
0x93 | LOM P1 Link Down | 0x0 | discrete 0x8100 na | na
| na | na | na | na | na | na
0x94 | LOM P2 Link Down | 0x0 | discrete | 0x8100 | na | na
| na | na | na | na | na | na
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0x95 | LOM P3 Link Down | 0x0 | discrete | 0x8100 | na | na

| na | na | na | na | na | na

0x96 | LOM P4 Link Down | 0x0 | discrete | 0x8100 | na | na

| na | na | na | na | na | na

F+4-3 RREREE2FEIRA

FEB | AX 2545115 AR %ix

senso | fEEZ$44FX | CPU1 Core Rem, | -

r FR8 CPUI HI#%

name L R

value | qRiH 35.000, FRIRYHT | na, TR GHTAL RS AT I B0 E R Bk
& IR AR AE A, ATRE A HT AR B X B B ANTEAL

unit | YFTESAL | degrees C, FRix | discrete, FRNITRIAL B R B BUL R4S,
BN A IRE WA HAT .

status | JJRZ ok, FRLEAE | na, IR GHTAEEES AR BN E M BRR
1EW. A, AIRE A HIAR AT R B 2 A TEAL
ne, RAEIEEE | OXXXX, W1, 0x8000, ZARHE IPMI #i
For il B 2 Y3 X, KH 16 BEHIBUE £ R 4 ik
%, RARHPIRES, BARE SGEZ L IPMI #LE
or, oA Ry H 2R 42-2 Generic Event/Reading Type
Mg, | Codes 15 B Generic Offset R IR

. 42-3 Sensor Type Codes "' B Sensor

nr, ?\Emf?@%ﬁﬁ . AR X
I 22 e specific Offset [JfEFRE .

Inr KE TR | na na, N GHAERA A SCRRZT TIRE

Ie MEECR IR | na na, N GHAEERA A SCRRZT TIRE

Inc BRI | na na, RN AHAERE A SCRRZTTIRE

unc | BHCETTRR | 84.000, FRRMAT | na, KR YGEEIEERASCRRZTIRIE .
i B 3% 1E T 32 A
PR A
84,

uc FEE TR | 88.000, FIRMAT | na, RN GAT LA A SLRZITIRIE
A JR S IF 7] T EE
T RE 2
88,

unr KA | na na, RN GEMERE A SCRRZTTIRE.

phys | IE[FIRWE | 3, RARMUAEEK | na, RRNYEMERESA S ZIEH 2.
ZRIGIE R IR
= 3.

nhys | GURBRHR |3, FRUAEE | na, BACAREREN O ZRER.
a1 A7 m) R iy
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FBR | &Y 245035¢ R #ix

72 3.

AR
hEB W ITMAT A F RIRTI A,

4.13.2 2N 44 (sensor -d test)

S INEE
test A& F T AL RIS Bl 2
MK Z AT A4k A ipmeget -t sensor -d list 44 &2 R B KE, ARAEZRBZREE
FOGH LT AR, TN LB EE LR R AN K2 *EAﬁiiﬁ”mﬁM
e
B
ipmcset -t sensor -d test -v <sensorname/stopall> [value/stop]
S5 A
¥ St A &
sensorname/stopall AL R BL 4 R e “sensorname” : fEJK
A TR
e “stopall” : fE1-FTA N
iR
value/stop B o “value” : FEIEKZSHI
EAME
o “stop” : fFIEFTA MK
(EdiEiET=z]
B 4.13.3 B FEA/F (precisealarm) Ay B 2,
£ R

# 154l CPU1 Core Rem 1% B 235 B 24 HIE N 100,
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4133 =IUEH (precisealarm)

iBMC:/->ipmcset -t sensor -d test -v "CPUl Core Rem" 100

Sensor test successfully.

precisealarm fiy & H FH iBMC % I

ipmcset -t precisealarm -d mock -v {eventcode |stopall} [subjectindex] eventstatus

2

SR

&

eventcode

TR I FAFAY

o OXfIFfff: Al
iBMC & X 45
4.

o OX*HFff: FEBifilH
ARSI Ry 4350
4,

o IREFHMMEM: K
N B .

W ER
o FHAMHNFE-NFTE

TREMHIREA,
do, F AR
“0x020000077 69 &2 3
FHEAREA A0, A
A2 “Disk”

o F{hEREA GG RER
AL, THAERSFES
40 3T LAY 6 3 0
&,

stopall

fEIEFHFBENE, BOH
IFIRER AR S

subjectindex

LR EPNDEEPEE EGRhE S
ERRBARROF

To

HF AR R F A e

o

FAF S IRBOTEI T -

1. EHREFIHS T B
A

2. NIREEIME B EE
H bR A0 B R A

o

eventstatus

B B IR -

e assert: FfFreAE
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2H SR &

o deassert: FHIFWKE
* stop: fF IR

EHER
o 4 “eventcode” N “OxFAFFr” Al “Ox**ffffet” B, AN “subjectindex” S
o
e Y “eventcode” IR E TR, WM “subjectindex” ZH AT X B WA 44
AT FAFBL
158 FA S2 451

# B “0x2C0000257 145 %,

iBMC:/->ipmcset -t precisealarm -d mock -v 0x2C000025 assert

Precise alarm mock successfully.

414 RS
IR A A B WA B T

4141 g EBBRTIER (psuworkmode)

S TIRE
psuworkmode iy 4 Sk B HLJE TR
HOHER
ipmcset -d psuworkmode -v <option> [active_psuid]
SRR
¥ S ¥ AR &
option LR AR o 0: FEIHEE
o 1. F&HBA
o 2: IREEARERBL
active_psuid R TAEB A ERBA | 1~2
i, FRJER ID.
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(EEiTE

15 Fi =51

# BCE IR AR

iBMC:/->ipmcset -d psuworkmode -v 1 1

Set Power Work Mode (Active Standby) successfully
BER AR E i

4142 BFEFEEAFES (psuinfo)

A ok

S INEE
psuinfo 4 A SR IRHCHYRTE S .

AN .

RO I
ipmcget -d psuinfo

Al Sy
S ¥R
==
EdizEiE ]
=2

18 A £ 451
# B E IR S
iBMC:/-> ipmcget -d psuinfo
Current PSU Information :
Slot Manufacturer Type SN Version
Rated Power InputMode
1 HUAWET PAC3000S12-T1 2102312SRLBTL9000092 DC:110
PFC:110 3000 AC
2 HUAWET PAC3000S12-T1 2102312SRLBTL9000004 DC:110
PFC:110 3000 AC
3 HUAWET PAC3000S12-T1 00000000000000000000 DC:110
PFC:110 3000 AC
4 HUAWET PAC3000S12-T1 2102312SRLBTL9000055 DC:110
PFC:110 3000 AC
Current PSU WorkMode
Actual PSU Status

Work Mode : Load Balancing
Predicted PSU Status
Work Mode : Load Balancing
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4.15 U-Boot 5%

>
U-Boot H)& 71 M IRAE a2 .
(MARIZY:

iBMC V663 & A _ERg AT # U-Boot 44~

I 4

4.15.1 &3 U-Boot

BIEm=
IZEAETR e TR, @RS s E# H, &5t iBMC ) U-Boot.
U-Boot 44 £ & A T &k &84, ARKERE, A EE, WKALY TEFE
GE I
AR
e G IBMC AT 2 I E .
iBMC 45 H PN “ Administrator”, BRI ZEAD1E S DL b 46 REL
e Gk U-Boot [,
U-Boot BILE TGN “ Admin@9000”.
ARIER R AM, MRERE, FRAE G ES, B,
BRIESHR
FT1 EdH HES BMC w17 .
H$IB2 HJ5 iBMC.
iBMC:/->ipmcset —-d reset
This operation will reboot iBMC system. Continue? [Y/N]:
SEE3 WA “Y” , % “Enter” .
iBMC JFAREH A
S 4 MFLHER Hit'ctrl +b' to stop autoboot:if, % “Ctrl+B” .
T AR Y I
ENTER PASSWD:
FBE5 HiANE U-Boot 1%, Uboot BRINERL N “Admin@9000” .
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HEA U-Boot 3 AT
s

4.15.2 U-Boot fp&&%
(1 ¥ 8B
U-Boot 47412l TR, s 4d a4 7%,
1E iBMC 1] U-Boot i 21T A% “?” 8¢ “help”, 1% “Enter”, 1] UFTEI iBMC 1]
U-Boot FIFTA 2B, W NFR:
(MAREZY::
TR A 49 U-Boot 44478 24 A £ 7], T @A U-Boot A& 2.1.07 H 134755 o

Hil710 UBOOT> help

? - alias for 'help'
base - print or set address offset
bdinfo - print Board Info structure

bmc_burning- flashdata burning
flashdata burning -refresh all flash data from filename (default filename is
ipmc.bin) !

bmc partition reset- reset bmc partition table

boot - boot default, i.e., run 'bootcmd'

bootd - boot default, i.e., run 'bootcmd'

bootm - boot application image from memory

bootp - boot image via network using BOOTP/TFTP protocol
cmp - memory compare

coninfo - print console devices and information

cp - memory copy

crc32 - checksum calculation

datafs burning- update datafs

datafs reset- datafs reset make datafs reset
datafs up- update datafs

ddr test- ddr test

dt - memory test

dts - just for test

echo - echo args to console
editenv - edit environment variable
erase - erase FLASH memory

extd4load- load binary file from a Ext4 filesystem
ext4ls - list files in a directory (default /)

ext4write- create a file in the root directory

false - do nothing, unsuccessfully

flinfo - print FLASH memory information

go - start application at address 'addr'
help - print command description/usage

hiddr test- use for save ddr auto test ret
ibmcO up- update bmcO
ibmcl up- update bmcl

iminfo - print header information for application image
itest - return true/false on integer compare
loadb - load binary file over serial line (kermit mode)
loads - load S-Record file over serial line
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loady - load binary file over serial line (ymodem mode)
loop - infinite loop on address range
lswread - read value of lsw register

lswwrite- write value to lsw register

md - memory display
mm - memory modify (auto-incrementing address)
mmc - MMC sub system

mmcinfo - display MMC info
mtdparts- define flash/nand partitions

mtest - simple RAM read/write test

mw - memory write (fill)

nfs - boot image via network using NFS protocol
nm - memory modify (constant address)

passwd - passwd - Modify uboot passwd

phyread - read value of phy register

phywrite- write value to phy register

ping - send ICMP ECHO REQUEST to network host
printenv- print environment variables

protect - enable or disable FLASH write protection

rarpboot- boot image via network using RARP/TFTP protocol

reboot - Perform RESET of the CPU
reset - Perform RESET of the BMC
run - run commands in an environment variable

saveenv sfc- save environment variables to persistent storage
setenv - set environment variables

sfc burning- sfc burning copy sfc image(sfc.bin) to flash
sfc uboot cpO- sfc uboot cpO copy ubootO to flash

sfc uboot cpl- sfc uboot cpl copy ubootl to flash

sleep - delay execution for some time

test - minimal test like /bin/sh

tftpboot- boot image via network using TEFTP protocol

true - do nothing, successfully

uboot0 up- uboot0 up update uboot0

ubootl up- ubootl up update ubootl

version - display u-boot version
(MARY::
datafs_reset- datafs_reset make datafs reset o4& deh T X B 6L R EFR. TR TH4SE

#FX E LR & ipmitool -H device_ip -1 lanplus -U Administrator -P Admin@9000 raw 0x30 0x93
Oxdb 0x07 0x00 0x07 0x00 OxAA.

sol -d activate 72 F T8 37, SOL £xiF %8 24888 iBMC & 11,

4-154 SCHEERRAS 06 (2021-04-21)



BESHR 55 % T iBMC HIJ 4R R 4 AT

BN

SHR A

(E35EiETE]
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ipmcset -t sol -d activate -v <option> <mode>

¥ St A HUE
option TOREERMEL, KRG | 1. REHM
HHERBMC H . e 2. iBMC 1[I
mode FIR SOL 21 B, o 0: A
PRI EAR N, AH
I G 3L % SOL 4%

W, PERS I A A2
Ei, %EfEEi‘Aﬁg’S()L
ST HIERIE, W5 —
HE 2 TE T W,

° 1. ﬁﬂdﬁi%iﬁ
HeREh RS, A f
VFIAJIN £ 7E — % SOL

EL

FEFESL SOL 2UREREFI ARG R 20, H5E/E OS MIBCE N HZ [ Zhag. OS Ml &
HEE FACE 1%, AR S 0S| mitiRiEiE .

EENLER R, WRHHE T “Esc” AL (7 B HET SOL 21, Rl ar47. %1
“Esc” A “(” I [a] [a]FE A feviRId 14D,

# H57 SOL FHEHRALTE, EHRAGH .

iBMC:/->ipmcset -t sol -d activate -v 1 0
[Connect SOL successfully! Use 'Esc(' to exit.]
Warning! The SOL session is in shared mode, the operation can be viewed on another

terminal.

slesllspl:~ #
slesllspl:~ # Esc( [Close SOL]

SOL connection closed.
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4.16.2 ;¥%H SOL =1& (sol -d deactivate)
BT
sol -d deactivate iy FH T 5# 7344 SOL &1 -
R
ipmcset -t sol -d deactivate -v <index>
S ¥ EA
S SRR &
index #~ SOL &ifi 75 . o “17 . £F1
o “27 ., /“K\iﬁ 2
EHER
JEL IPMITOOL 257/ SOL &1 A Al .
158 A 2451
# JE4H SOL &1,
iBMC:/->ipmcset -t sol -d deactivate -v 1
Close SOL session successfully.
4.16.3 % & SOL £ 1&8ATATE] (sol -d timeout)
S IhEE
sol -d timeout 774 H T % & SOL 21 i B[] &EEBTHTI‘EUE, FH F7E SOL £31%
th N FIA B (A]JS, SOL 2 if#44B Hi 3R [5] iBMC iy 24T 71 -
g
ipmcset -t sol -d timeout -v <value>
S ¥R EA
S S ¥ EH BUE
value Fon SOL &G P EHIN | 0~480, HfiNsreh, B
i, iBH SOL & it Bl “0” W RRAKAE
[ET8 i
JER N B 18] PR ER U 15
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g SHiR AR e
R
(EdiEEisTee)
T
&£ A S 131
# WE SOL 21 HI I [A] 2y 20 434t
iBMC:/->ipmcset -t sol -d timeout -v 20
Set SOL timeout period successfully.
4.16.4 ) SOL 2iEFIFR (sol -d session)
S TIRE
sol -d session 7% H T2 SOL 1% %1%
SR
ipmcget -t sol -d session
SRR
"
(EdaEkist=]
"
12 F 2131
# i) SOL 23151 % .
iBMC:/->ipmcget -t sol -d session
Index Type Mode LoginTime IP Name
1 CLI Shared 2017-09-14 11:19:55 192.168.1.40:50013 root
2 N/A N/A N/A N/A N/A
4.16.5 Eif) SOL R1EELEER (sol -d info)
HLIAE
sol -d info 74 T~ # 1) SOL iR E A5 5, WA ) SOL 2 i Ea s i [A] o
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AR
ipmcget -t sol -d info
SRR
T
(EdaEEis1=]
T
&£ F S 131

# &) SOL &G EE R .

iBMC:/->ipmcget -t sol -d info

Timeout Period (Min) 8 20
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—

i en

3
5
i

50 AEHIEE Chelp)

52 WiIFiER: (exit)

53 fuAMLEE Y (ping. ping6)
54 free % (free)

5.5 pstnd (ps)

5.6 netstat 72 (netstat)

5.7 df & (db

5.8 ifconfig 7% (ifconfig)

5.9 route 7% (route)

5.10 top fiy% (top)

5.11 Z£ik CLP #H} (notimeout)
51 SEHHES (help)
help ir & H TEEHIMEE, Wrl IEH &2 1 B AR H 77,

help

[command] --help
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S5 A

2H SRR &

command RN -

(EEEiTE

5 F S 151
# PRICLATERAE T L

iBMC:/->help

Commands:

help : Used to get context sensitive help.

exit g Used to terminate the CLP session.

ipmcget : Used to get BMC runtime status.

ipmcset 3 Used to set BMC runtime status or send control command.
notimeout : Used to set no timeout limit to login shell.

maint debug cli : Used to maintance in debug mode.

ping 3 Used to test IPv4 network status.

ping6 : Used to test IPv6 network status.

ifconfig : Used to check network device information.

ps : Used to check processes status.

free : Used to check memory status.

top : Used to check system resource used information. None parameter is
allowed

daf : Used to check disk used information.

route : Used to check route information. None parameter is allowed
netstat : Used to check network port status.

AR
maint_debug_cli &4 & & A F A% K7 %12, RANE LR AN R
# RN ping < B BRI T4

iBMC:/->ping --help
BusyBox v1.31.1 (2020-07-16 00:11:18 CST) multi-call binary.

Usage: ping [OPTIONS] HOST

Send ICMP ECHO REQUEST packets to network hosts

-4,-6 Force IP or IPv6 name resolution

-c CNT Send only CNT pings

-s SIZE Send SIZE data bytes in packets (default 56)
-i SECS Interval

-A Ping as soon as reply is recevied
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-t TTL Set TTL
-I IFACE/IP Source interface or IP address
-W SEC Seconds to wait for the first response

(after all -c CNT packets are sent)
-w SEC Seconds until ping exits
(can exit earlier with -c CNT)

-q Quiet, only display output at start

and when finished

-p HEXBYTE Pattern to use for payload

5.2 B FFiEE (exit)

exit iy & F T Wit %7 i 5 iBMC B %

exit
SR

o
EdaEEisfE

yn
£ F 2451

# WrotiERz.

iBMC:/->exit

Connection closed by foreign host.
53 mEMZERM (ping. ping6)
ping. ping
ping X ping6 iy 4 A T 1 7 9 265 42 77308

ping <IPv4 Address>
ping6 <IPv6 Address>

(default 10)

(default:infinite)
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S5 A

S SRR &
IPv4 Address H#r IPv4 Hidik -
IPv6 Address H#5 IPv6 Hihtk -

(EEiETE

¥ 215 E A5 Linux ping. ping6 128 FH i B .

kN
KR 0 B AR AT 5 AR ML 18 465

iBMC:/->ping 192.168.44.178

PING 192.168.44.178 (192.168.44.178): 56 data bytes

64 bytes from 192.168.44.178: icmp reg=1l ttl=64 time=8.19 ms

64 bytes from 192.168.44.178: icmp reg=2 ttl=64 time=0.398 ms

64 bytes from 192.168.44.178: icmp reg=3 ttl=64 time=0.263 ms

64 bytes from 192.168.44.178: icmp reg=4 ttl=64 time=0.285 ms

64 bytes from 192.168.44.178: icmp reg=5 ttl=64 time=0.418 ms
iBMC:/->ping6 £c00::39ad:9345:1a6e:d0el

PING fc00::39ad:9345:1a6e:d0el (fc00::39ad:9345:1a6e:d0el) 56 data bytes
64 bytes from fc00::39ad:9345:1a6e:d0el: icmp seg=1 ttl=64 time=0.821 ms
64 bytes from fc00::39%ad:9345:1a6e:d0el: icmp seq=2 ttl=64 time=0.840 ms
64 bytes from fc00::39ad:9345:1a6e:d0el: icmp seq=3 ttl=64 time=0.843 ms
64 bytes from fc00::39ad:9345:1a6e:d0el: icmp seq=4 ttl=64 time=0.744 ms
64 bytes from fc00::39ad:9345:1a6e:d0el: icmp seq=5 ttl=64 time=0.774 ms
64 bytes from fc00::39ad:9345:1a6e:d0el: icmp seq=6 ttl=64 time=1.02 ms

5.4 free 5% (free)

LA

1% 2 THUT Linux B free 54

Z:2% Linux H free fiy 2 B 77122
S AR
XHF free tn W ATE 4.

(E3EEiETEE]
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iBMC:/->free
total used free shared buff/cache available
Mem: 1609608 334264 1227292 10200 48052 1220532
Swap: 0 0 0
AN
5.5 ps a5 % (ps)
LI
%A A THAT Linux H11) ps 54 -
R
272 Linux F ps 2 FHF 771
S A
SCRE ps i 2 I A 240
EREmM
G
£ B
iBMC:/-> ps
PID TTY TIME CMD
6743 ttyAMAO 00:00:00 ps
28112 2 00:00:00 bash
5.6 netstat A% (netstat)
S INRE
1% fr % F T AT Linux H [ netstat 7%
wER
22 Linux F netstat 772 B H 775,
SRR
CFF netstat iy 2 FIFTH S5
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(EEiTE

15 Fi =51

iBMC:/->netstat -t

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 116 192.168.64.110:ssh 192.168.29.200:65069 ESTABLISHED
tcp 0 0 192.168.64.110:ssh 192.168.29.200:65068 ESTABLISHED

5.7 df a5 (df)

LI
24 H T AT Linux H1H) df fir 4.
LM

2% Linux ' df 2 1EH 7%
SHLAA
SR df fr 2 T 24

(E35EiETE]

T

12 F 2131
iBMC:/->df
Filesystem 1K-blocks Used Available Use% Mounted on
/dev/nvm_active 364681 124710 216624 37% /
tmpfs 804804 0 804804 % /dev
tmpfs 804804 1076 803728 % /dev/shm
none 98304 0 98304 % /tmp
/dev/mmcblk0pl 967844 172664 728800 19% /data
/dev/pramdisk0 11891 3444 8447 29% /opt/pme/pram
/dev/1loop0 6566 2973 3045 49% /opt/pme/extern/profile
/dev/loopl 8975 5977 2276 72% /opt/pme/extern/web

/dev/mapper/mmcblksp 3578016 2438184 1139832 68% /data/sp
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5.8 ifconfig a5<> (ifconfig)

A BE
HLMRK

SHR A

EMfER

e A sl

5.9 route f

B

(3Yay

SHR A

%A 2 FHAT Linux F114 ifconfig 4.

%2 Linux T ifconfig #4148 FH 772

REFFZHY “lo”, “ethn” (n AR HERSGS) B “-a”, HAHSE

iBMC:/->ifconfig ethl

ethl Link encap:Ethernet Addr
inet6 addr: fe80::218:82ff:fell:321/64 Scope:Link
UP BROADCAST DEBUG RUNNING MTU:1500 Metric:1
RX packets:28 errors:0 dropped:0 overruns:0 frame:0
TX packets:37 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1832 (1.7 KiB) TX bytes:2558 (2.4 KiB)
Interrupt:28

% (route)

1Zfn 2 T HAT Linux H¥ route 72

2% Linux 9 route iy 2 I FH 7712% .

s ABF @R E BN AFR, HEEH 1P 8 5.
e : BREZER.
-Ainet{6} : EFHILE.
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iBMC:/->route --help

Usage: route [option]

Check kernel routing tables

Options:

-n Don't resolve names

-e Display other/more information
-A inet{6} Select address family

5.10 top #% (top)

BT
%2 347 Linux H) top 74>
Dok

27 Linux ' top iy & 144 H 777%

SRR
RIHHBH

(E35EiETE]

15 Fi £ 51

iBMC:/->top

top - 16:26:41 up 3 days, 15:48, 3 users, load average: 0.09, 0.08, 0.08
Tasks: 46 total, 1 running, 45 sleeping, 0 stopped, 0 zombie

Cpu(s): 2.2%us, 3.4%sy, 0.0%ni, 94.3%id, 0.0%wa, 0.0%hi, 0.1%si, 0.0%st

Mem: 125572k total, 94920k used, 30652k free, 14780k buffers
Swap: Ok total, Ok used, 0k free, 35916k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
1133 root 20 0 2408 968 784 R 3.7 0.8 0:00.09 top

1 root 20 0 1980 652 572 S 0.0 0.5 0:01.95 init

2 root 15 -5 0 0 0S 0.0 0.0 0:00.00 kthreadd

3 root 15 -5 0 0 0S 0.0 0.0 0:00.00 ksoftirqgd/0

4 root 15 -5 0 0 0 S 0.0 0.0 0:00.00 events/0

5 root 15 -5 0 0 0SS 0.0 0.0 0:03.81 khelper

64 root 15 -5 0 0 0SS 0.0 0.0 0:00.00 kblockd/O
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SH5EA
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103 root 20 0 0 0 0s 0.0 0.0 0:00.00 pdflush
104 root 20 0 0 0 0s 0.0 0.0 0:13.65 pdflush

1F CLP &R} (notimeout)

notimeout 74 F 2% 1 CLP #8I, #ifR AT LAFE CLP iy 24T BT KA [al A

notimeout

i MO T 21 DR

# 2511 CLP 24T .

iBMC:/->notimeout
iBMC:/->
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wRHRME

6.1 A PuTTY s as (7520
6.2 fliH PuTTY s as (W H 7520
6.3 K& iBMC BRIATCE

6.4 [ & iBMC WebUI Trap

6.5 McH#E iBMC WebUI SMTP

6.6 HNCE HMRITII6E

6.7 TCHE iBMC WebUI DNS (F3f)

6.8 MLE SSH HI /#8183 iBMC i &A47T
6.9 [ & iBMC SSL iE13

6.10 & iBMC Syslog H & _EiRIhAE
6.11 {fiH] VNC B 55 2 SL it 5L
6.12 N iBMC ‘P AfFAEIEF AR

6.1 PuTTY EFRSEsE (BFO/FN)

#IEAR
(6 PuTTY T B, AT DUBE D70 g5 48, BRI T
o HIEERSH KBRS BN, A PC WL LB ER RS BRI A 1, RS A
HEATAIAARLE -
o ML, TRLERIRS BN, TEERIRS R L, BRI
HEAT b s o
DEEI
HiiR A&
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o LA OZ45ER: PC SRS 2%,
o [4%dE PuTTY, H PuTTY HIRRAA 0.68 UL L.

(MARIZY:
AR ARG PUTTY #4 TR FEE FTIRS S AW, ZUE AR R A4 PuTTY 34,
i

ARG AR P A A

BRIELER
LE1 Wi “PuTTY.exe” -

i “PuTTY Configuration” 7 .
L2 AEL T &S “ Connection > Serial”
3 WEERSH.

ZHEBIIR

®  Serial Line to connect to: COMn

® Speed (baud): 115200

® Databits: 8

®  Stop bits: 1

®  Parity: None

®  Flow control: None

A7)

n&TARRE® 08 HmT, BILNEH.

FE 4 AELMFH LS “Session” .
LSR5 %P “Connection type” N “Serial” , WK 6-1 fT7x.
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[#]6-1 PuTTY Configuration

%% PuTTY Caonfiguration @
Category:
=- 5§ssinn Basic options for your PuTTY session
S Ter I_.Dglging Specify the destination you want to connect to
=I- Teminal o
- Keyboard Seral line Speed
- Bell CoM 115200
- Features Connectiontype:
=) Window (O Baw (O Telnet ) Rlogin (0 SSH @ Senial
ﬁppea@nce Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection
- Colours .
Default Settings
=~ Connection Load
- Proxy
F'Jngin
- 55H
- Senl Close window on et
() Mways () Mever i@ Only on clean exit
About COpen ] [ Cancel

SE6 Hidi “Open”
HEN “PuTTY” 1B1TH41H, #2718 “loginas:”, EFRFHPHIANHF 4.
R 7 LRI N P A R .
FRTERG, AR A MR AR G S SR IR S A N A
—---GER

6.2 €A PuTTY BEFkSzmE (WOHFR)

#IEAR
(EH PUTTY T B, 77 DUBIE R R v 55 2, 0 RS A SEmime i . Aed i
DEEI

lE = s
o B MZIER: PC 5SS A BN M.
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o  O44d: PuTTY, H PuTTY WIRRA N 0.68 K& LL L.

(MARIZY:

KRR ARG PUTTY #4FTRE FREAE TR S 3 AW, ZE3UE R KImAL PuTTY 34,
i
RS a0 5

o JRSSARN IP Huht
o HERSSARN M A A E Y

BRIELSR

HE 1 UE PCHLIK TP Hubk, TRUHERDERE B 1, i PC HLAERII S 28045 T
AIYE PC WL omd @04 & 1, @8I Ping MRA#E \P M4, KA M4 .
$I 2 Wi “PuTTY.exe” o

i “PuTTY Configuration” 7 M, W& 6-2 Fix.

[%]6-2 PuTTY Configuration

g PuTTY Configuration @
Cateqgary:
=- S!E!ssion - Basic options for your PuTTY session
+Logging Specify the destination you want to connect to
= Terminal Host N IP add Part
- Keyboard st Mame (or IF address) ol
- Bell z
- Features Connection type:
= Window (7 Raw () Telnet () Rlogin @ SSH () Serial
ﬁppea@nce Load, save or delete a stored session
- Behaviour
. Translation 3 Saved Sessions
- Selection
- Colours i
Default Settings
= Connection b
- Proxy
- Rlogin
=-55H
L{jh m Close window on exit:
(1 Mways () Mever @) Only on clean exit
..... X1 -
About [ Open J [ Cancel
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ZHVHITR

® HostName Cor IP address): #i ANZE & kRSS20 IP Huht, a0 “192.168.34.327,

® Port: ERINKEAN “227,

®  Connection type: ERINIEHE “SSH”.

®  Close window on exit: ERINiLE#E “Only on clean exit”.

(AL

AL E “HostName” &, HBLE “Saved Sessions” H £ 4 “Save” R4, WG 44 H ot AERE
“Saved Sessions” FTHAGWILRPTERRES

SE4 Hif “Open” .
N “PUTTY” IE4T 54, 7 “loginas:”, FFRFHFMIANRF 4.
(MY

o WwRBAXREFIZAFRKRSSE, WAL “PuTTY Security Alert” Ho, ¥4k “R” 253/t
sk &, BN “PuTTY” B4 K&,

o ERRHBH, wRIKFMABR, LALHEE PUTTY.
B]S FLAR AT A
BRGEME, AR PR L M o 2 A8 R 55 R (0 LA

6.3 & iBMC BIABLE

BiES=
BT 34, 2 iBMC AL &1 B RARIRE, mTRMERKE iBMC BOARCE Di#E,
ff iBMC ®] LIEH TAEs & &5k
W 4R % 3 U-Boot i, TJI@ T U-Boot #ir 2k & 77 Kk iBMC BRAFLE .
e iBMC V663 & A LR KR F 1% 5 iBMC ZIAFL E ) Ak o
o WAL ARG MR, NI FEfg.
o WHHAKREIBMCHAMBAFERE, QIR L. T4, IP AR REE
%, FEEEE,.
BRIESE

1. EREEOL, R Putty T H &5 iBMC 5L,
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BRI AR 55 %5 £ iBMC H 18

(MR
Wit $ oA K iIBMC CLI, ZAREMAERA S D2 iBMC $ 2, T Xidid SSH & &
iBMC CLI, #474.3.12 &A= E% 2 5% (serialdir) #$ .
2. K¥#%Z UID ¥4, #)5 iBMC.
3. HHEHEI TIRRERR: “Hit'ctrl + b' to stop autoboot: 1”7, SZEIF%Z T “Ctrl
+B” .
4. i\ U-Boot Bl %1,
Uboot BRINF SN “ Admin@9000”.
ERWNMER, 3 U-Boot F1H
u-boot>
5. PATLL R4, i U-Boot A S :
printenv ver
6. HE datafs.
- W U-Boot Ay 1.1.37 R UAHTAUA, HATLA R4
fsload /usr/upgrade/datafs.jffs2
datafs_cp
- 1% U-Boot 24 1.1.37 LUGRRAS, $ATLL Fdrsd:
datafs_reset
7. PATLURN S, HEJS iBMC.
reset

SEFF 3 B A, iBMC HR5EA, iBMC R E BN E

6.4 fic ® iBMC WebUI Trap

B#IEAR

iBMC WebUI ] “4EF 2l > &% B3Rk 424t “Trap Thee”, nILLEE iBMC R4t0A
B =T RSS2 A Trap O RIEEEEE . FE R LN Trap JB8 1.
(MERIY:
Trap RZAIHOEZFMAS B REHTRLZHERGEL, ATHER2E% FEE% 24
EEfF L,

WF BN
BiE
BATECE /1, 15 Je R i e B A% b i 75 2805 «
o X SNMP Trap M4 .
o T HINE ERIER FNARR CHFHT . “FRRMBE RS B FHA .
®  SNMP Trap P fd FH FIE 1A 4
o RN Trap 77 UKL & A5 B I 55 2 Hiudik o
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BRIELSR

NN

N

pu =)

g

pu=l)

g

8

8

—_

~ W N

¥ 3% iBMC WebULe 1E4I{E BIES WA “HTFATT > FER” 8799,
£ iIBMC WebUI, Eff “4Efi2lWr > 5% L7 .

F£ “Trap ROCEEN” XIAE, TFiE Trap Dife.

W E Trap B 1%

1. 1 “Trap fRA” w1, E+$E Trap 770 R FAFTFEIEH) SNMP Trap A,
SNMP Trap FrM$EHE “SNMPv1”, “SNMPv2c” 1 “SNMPv3” =Ffi A,
BAAHUE: “SNMPv1”,

(MEEL:
SNMPv1 A= SNMPv2c i A8 F 8 F#hl i G AL 2%, ERZEAAL M. FUEL A SNMPv3
M A &9 SNMP Trap.

2. (AR fE “iEd%E V3 I TNRiAIFR, 1%4% Trap V3 PRUERI Y iBMC .

3. fE “Trap #” 1, %&FF Trap 5 B LIS, KA Trap #.

RS ERAERE) 7 LS FEA—— XTI SNMP 5 5 OID N Trap F44
PRSI, FHER “OID Bis” A “HHARadBil”, AL AR e i A A5 B o
“OID #5x”: LA SNMP 15 5] OID {4 Trap FHAFHIFR A

CHAREIA: DA S ) FASAE DY Trap FAFHIFR R

4. fE “Trap EHRIN” 1, 1EFF Trap /58 LIRES, RIS ERIER EAFRIH
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FIUAZEP AR AR AT B e RB A P BB 00T, @WAE “Users” FHTEMTTH

1. AERGEHEA AT S (I “Users” ) FTIFERESERR, JRES “Hag > [
}ﬂ” R

2. TEFTIFEY “BrEdft-R e @iod, AEHPEE, WE 6-23 Fir.

() %8R
b, “APARFL” HBE8AEF IBMC WebUI B T4 6938 %, sLALFHIFIT TR,
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El6-23 FERAF

3. $‘ﬂ} “_F—‘ﬁ” .
PR E E L, i 6-24 k.

6-28 YRIRAS 06 (2021-04-21)



MG 55 s ARk iBMC HI S 4R R 6 H AT

[El6-24 B

sRRRE - AR [x]

3) SIRT: test.com/Users

=5B(P):

WAEE(0:

L BF TR E82nRENEBM)
[ BRARSEERZRES)

[ EBFAIBW

[ &FEREQ)

< F—2@®) | T2N > Bl

4. HECEEDT R CPRAETY OSCARME T, A TS, A
i T

FRREFRER AP TRERFAREED,

s P E B E .
5. $‘ﬂ-:l“ “%}&” o
fE “Users” FIRA A HRHQIEMH -
6. FEE FIAEEME, AI7E “Users” HHEEZH

FE15 KA IR,

A DLEE S AR RSN, thon] DU P RSN B AL, Ak DK

BAERPIEAT U .

L AR 10 R P ATIFRIEC R, IRk “USmEId” .
FIIFIEFRAE 1, W 6-25 Fis.
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El6-25 1%1FLA

2. AE RN RATRRIESE” SCRRE R NEE I 4 (il
“info_groupl” ) , i “fiE” .

ORI
3. WRUBSRTE, A LR, TS RS
e

6.6.2 £ iBMC fllfic & LDAP Ifi&E

BiEIAE
iBMC WebUI ] “LDAP” #2fit “LDAP H'40” ThEE, % E LDAP /G, W LLE$Z
i LDAP Fi ;i In] iBMC .
(MARIY:
e LDAP (Lightweight Directory Access Protocol, #%& B Fi7 R thi), 1A — NG —IiKiEe) i
RHE, TEOREMARGHRRAEHFOERE K,
o ATHIFHRZ. AF¥h. £ETH P34 LDAP A F 4 AL F M6 2 FA L X Tidds4 %
48 % A%, iBMC & 4ofX3R4E LDAP A F 893 AT fk .
e 3 LDAP h4k, 1% ) LDAP # F 5 % iBMC B, %tk Pkt bk (Fahd, Ha
HEI. BARAE AL, REDIR, Z2RAHLEL, BFRMBE) HINERF3HEC
ED
W EIN

Hoim
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BRIESR

S
S
—

N
g
N

o T[H LDAP RS 2ZE., 4% LDAP RS- sl 4. EH4. FHPANHT
432 L K LDAP F P At ff e 2L 4 7K

e iBMC X457 H 7 KIS,

Bk iBMC WebUL. FE4IE BES WA “HrFEANTT > HPER” &,
fic & LDAP %5 %315 & o
1. 1£iBMC WebUI, &% “H & %4 >LDAP” .

2. st “Lpap g i, sk @ 55 LDAP ThesEize
.

3. MC® LDAP JIR% 22k,
W B 1 S
~ %\ LDAP ARZ5231 1P Hudik, @0 “192.168.66.66 7.
- %I\ LDAP JR% #5115

~ i\ LDAP RZ 25844, 1 “ibme.com”, 34 LDAP AR5 5% s 4 17
F—2,

— HINETESE iBMC R D
HESHOEIRIE LR EEATRE . XSG S% “LDAP” &1,
4. B fRAE7 .
(AT1%) S A\ LDAP CA iF15
FF R TAEBWRIELIAE, FESA LDAP CA EF. M) HAT M CA IEBA HLFIZE
BUIE S A
1. & iBMC WebUI DNS Hili- & LDAP 45 #sthtt, VEAIERIETE S 0L LDAP #1.

2. B BAAUED” JERY CWNE7, R EAARNET, UL
Fr.cer. pem. .cert fll.crt #% .

3. By “RR7, BAERINGE, IETIRES S B8 LDAP CA R Bk
(MRt

ERMBHAGED, TN TRAEES LA,
fid & iBMC LDAP 4115 &

1. fF “LDAP FIA 47 Kieaah “ym” s 7, MEA “URMIZL” Gt X BRAE,
2. HINIBMC [PV, [k LDAP {3 5T B A 8 4 6 P G
3. FCE LDAP &%,

- %1\ LDAP iR AEA4FR, 41 “info_groupl” (Rl 6.6.1 FitE HEMK
a5 LDAP 4D,

— ¥\ LDAP 23 FH T ek .
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A1 LDAP IR 5525 N H P A P E R A B AL 4 frFr— 8
“company/department” (Rl 6.6.1 ACLE H 3528 K& NEHL R

f), ERKFEN 255.

- EBCBRCER SN

- EEEFREO.

- k¥ LDAP HRUR.

4. BE “REE7 S
HI5 A HEIK 5 E 5% iBMC

1. HANCTE LDAP R4 28 2E Rk 5 2544

2. TR THIAIR, EFEXRN LDAP AR5 #% 1484
3' $‘T-_E‘ “%%H R

&R

6.6.3 £ iBMC i & Kerberos Ih#E

BRIEIAS
iBMC WebUI ] “Kerberos” #2ft “Kerberos FHJ2H” ThiE, & Kerberos /G, A
PLE % FH Kerberos 7 U5 i) iBMC.
(MAREZY::
e Kerberos & —FFF & INIEWN, BEFHARLENEFIURIR S BB BALFRERKGINER
%o
e iBMC % %Ax424t Kerberos B P 893E NI Ak o
e /2 Kerberos #h &k, 1 F] Kerberos # F & % iBMC B, %t PRy Rk (Faks,
AV AN, FARMEAE AR, REDHR., ZRHELFAL, BFREAKH L) HINER S
SHBLE
B EIN
g
o T Kerberos RS #3E B, HFLE Kerberos AR5 2 hht . 4l L & Kerberos FH J°
AT fa a4 R 44 7K
® 7 Windows AD ', N iBMC AR . A CGEHR M FENEEES LA
Y 6.6.1 ALE HFNMRSAEHIIR 8,
e iBMC XMFTH PRI,
BRIELE
$E 1 flE iBMC FHLAL R4,

(MARIZY:
AL E 0 EALLE AR L LNE AD BIR AP ML AR LR . ADBIRSFEREINE S
BFEARLALH 661 BLEBD ZIREEZHI %S,
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4,
AR

ok iBMC WebUL. 1E4IE BIES WA “HFANT > HPER” &,
fid & iBMC FAHL4 M DNS. H4ME B1E 2 WA 6.7 L& iBMC WebUI DNS
(F5) .

fic & iBMC i} [X 55 Kerberos il 55 25 [X —%L.

a. ffiBMC WebUI, i&# “iBMC HH > B X&NTP” .
b, fE “HIX” 1 CBFIX7 g, EEERE NS
c. Hii “ORAE” .

FFJ5 NTP.

b BARA T #k iBMC B 8] 5 Kerberos IR 425 49 Bt 18] —

a. fEiBMC WebUI, #E# “iBMC & > I [X&NTP”
b.  fE “NTP PjRe” XIh, & “HRE” .

c. i “ORAE” .

2 il 'H iBMC Kerberos IR 55012 2 o

1.

2.

4,

1E iBMC WebUI, i%&$ “H P& %4 > Kerberos”

st “Kerberos it oy ™, sty @ | %57 Kerberos D4
R

lic & Kerberos R 5525 4.

WA B 1 S BB

~- K Kerberos Ik 45 #8 40k, 1 “ADMIN.COM”, 4iilskAl Kerberos iR 5525
() A AR — B

~ %1\ Kerberos IR %K) TPv4 Hhhik, 41 “192.168.66.667

~ K\ Kerberos ik 45 %8 15 .

- T Kerberos Z8#HEK . FHAIERIEIES AR “H P & %4> > Kerberos” H
I NEHE.

— EINHETE S IBMC B P,

HEeSEE R LR BT RE .. HRSEHIES S “HP&%4e >
Kerberos” 53 F Kerberos TAiIF F-Hc B 1 Ik 45 28 JE A @ 14k .

B ORTE .

$18 3 fl'E Kerberos M HER

1.

2.

7F iBMC WebUI, i&# “H P& %4> > Kerberos”

£ “Kerberos HI 1 4H” X I #idy s BEN “ABHH 7 gl DCOEME, By “UR
7 N U R X AE .

it & Kerberos ZHZ%4.

- I\ Kerberos F /' ATJ@ M A4 FR, 1 “info_groupl” (B 6.6.1 ML H %
AR 55 25 B i B Kerberos 4.

~- K\ Kerberos 45 FH BT TE A4
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BRI AR 55 %5 £ iBMC H 18

Al Kerberos k%5 #% ™ F P I T AE A 2R A 44 DR R — 2,
“company/department” (B[l 6.6.1 L& H k55 e B T ZHLH

f), ERKFEN 255.

fic & SID.

14 Kerberos ZHALR .

154 LU BE B SN

PGSR .

MRSHMNIES % “H & %4 > Kerberos” AT 3-45,
4. ENCHHTE S
5. iy “fREEV .

B4 NSRRI AR IC E 5 08 % . Chrome AN EHEATHCHE
£E Internet Explorer H )2 FH B B F.
AR LA Internet Explorer 11 AT Yl . e W A A FT g LA AR D IR
1. {£ Internet Explorer # )i F & {3 %Kil

a.
b.
C.
d.

$$:; FTHF Internet LI E [ o

EFE “Internet EI > =H” .
ALK B AR Windows K"
il “aE”

2. ¥ iBMC 353 Internet [X 38 H .

a
b.
c.
d.

c.

®EH: “Internet EIT > &4 .

%f_ﬁ “%Q »” .
TE REZ RIS N2 X IHE 7 Ao NS IN el &, a0 “*.ibme.com”
My “dsim” .
LRSS i

3. JBH “{NAE Intranet XIH HBEFR” .

a
b.

e

d.

c.

P “Internet LI > 747 .

B “HE XA

WEhEH P S \QAlEl:ii T “ANSE Intranet XK HBNER” .
g “HiE” S

WMFERKMA “Internet KEI” XFUEHE, Bk “HAE” S

4.  RWMIIFEJT Internet Explorer, AP IR 4.1~00% 4.3 58 e A2 20
£ Firefox H 5 Fl L B
PLR LA Firefox 17.0 AT ULRH . e B Y 2 h AR v e A AR D BR

1. FENNESHbEAA R # N “about:config” , FTFFMI AL & 7.
2. WRER “XFERRER R AR 7 IRHEE, HRE “RIESDLT .
3. FENEERE R “network.negotiate”
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4. X “network.negotiate-auth.trusted-uris”
5. TEFRHHIAMES N iBMC DNS 13844 (B0 “ibmec.com” )
6. —%‘fﬁ‘ 13 ﬁﬁ% 2” R

S5 i H Kerberos 3k 7 8@ i SSO & 5% iBMC

J730—: @it Kerberos ik f* &%

1. %N\ CTE Kerberos ARk 55284 2K 5 %541

2. TR RRIAIEK, BN Kerberos A4 ik 44,
“ ADMIN.COM(KRB)” .

3. R “BRT .
R i SSO —4EE R

1. ECECEIE 4 BB W 528 % N\ iBMC ff) FQDN #iuhit, 41 “https:/FEA144 35k
% 2 .
2. R CHREBRT .

6.7 Bic & iBMC WebUI DNS (F35f)

B#IEAR

W I

BRIFL R

iBMC WebUI 1] “iBMC &3 > WZEHECE " $2ft “BliE DNS” Tifg, &E DNS J5,
FH 7] DL B B2 ek 44 bk 7 1A iBMC
(AL
o M ALMH = IME + Bb. v EMELA “mytest”, ¥ L&A “manager.com”, I AL M
sk “mytest.manager.com”

e DNS (Domain Name System, ¥ .% £ %), H4FM LA R E A= P shbil LG a)— A5 H
KHIEE, RBERF 2 TRGFPIEHER, AR XCERSENSE AEERGIP &K S,

HiE
BEATHCE AT, 1 S R I e B A P 7R 2R
e iBMC THL%.
e A DNS fR% %15 B
- DNS g% a5 ik
- DNS % #84

FE1 FXIBMC WebUL FEAIE EIE S WAHES “HrFAIT > AP ER” &Y.
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$IE2 £ iBMC WebUI, & “iBMC HH > WHKALE” .
B3 A “WE IBMC EHLAL” XIEAE, & iBMC EH14, W “mytest” .
P4 Bl R .
HIRS5 £ “DNS” XHHE, Hdy “FILE" .
EEFE DNSEE)5, HP T LLF3NE DNS RS54 103844 . ik DNS IR 4%
HuhE A4S FH DNS R 25 25 ik
$IR 6 ME DNS Hillk.
1. %A DNSIH4, W “manager.com” .
2. i\ DNS HIERSAE, 1 “192.168.66.66” -
3. i\ DNS % FHR%2%.
4. Bl “IRAE7 .

SR 7 (EER iBMC FIAM PC 1, B & A DNS #ihk A DNS IR 55 bt

5 {RIIEAS H DNS #idik A1 iBMC DNS Hulik—3, 750 ASH: PC Joika i X 2% 17 1)
iBMC.

SIS fifi F1 44 % 5 iBMC WebUI
(AL

WMLHA = EML + WL, 4o EHEHN “mytest”, LA “managercom”, ALK GIHE
7 “mytest.manager.com”

TEN A S NI A Hidl, 40 “mytest.manager.com”, EJAJJj ] iBMC WebUI.
4

6.8 fit & SSH M F&ERAE R iBMC a5 L1T

BIEIAS
FH @it SSH 7208 5% iBMC B, A FEFRGIE 772
o MINZEIGIIE: THFEREFNEMNEN, NMEBAEAME, W B ARSI
ke HR
o fHRZINIE: RFEEM T —RKE, B8R EERATEMAZEL, HHT
EHARRRYE, SEH P auE B N PR i, AR SSH 5 #UE
S iBMC, T wae k.
M E AT S 3k T SSH B4 B, SEEil SSH #5570 E 7 2 & 5% iBMC.
WEEIN

HIPR & AF
o CUFERNERRBINRSS A IBMC % i
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e iBMC O 38R SSH I H F
5

o BN SSH A% RSA B DSA

e iBMC EHM O IP Hubik

®  SSH JIr%s i M5

B

o HRTH, il “puttyexe”s

o AR A, #ll “puttygen.exe”.

TR T HEA%R T H, §ETELBMNER T,

RIEDR
o /LM SSH &4

a. TER P (a0 PC) FI AR T HE (a0 “puttygen.exe” ) , WK 6-26
FT7R o

El6-26 ZEAERMAE
P PUTTY Key Generator———— . 5

| File Key Conversions Help

Key
Mo key.

Actions

| Generate a public/private key pair [ Generate J

Load an exdsting private key file [ Load ]

Save the generated key Save public key Save private key

Parameters

Type of key to generate: )
(7)1 55H-1 (RSA) (7) 55H-2 RSA @ 55H-2 DSA

Mumber of bits in a generated key: 2043
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b. fE “Parameters” [XIHIGEHARA, #illn “SSH-2 DSA” .

. WEEHRE.

d. i “Generate” EEH

e. i “Save public key” 1 “Save private key” ¥ AH. RARGEE
JA ity o

o AT IBMC

% 3% iIBMC WebUL. TH4{E BiES WASES “HrFANIT > HAER” &5,

b. {£iBMC WebUl, i#ff “H/&%4 > A7 .

. BlfE SN SSH A A M Y
d. iy “SSH 2~H” A “ Bfg” .
BN AP WO, WK 6-27 Fios.

El6-27 A$H M

~ELRE

@ =1RFC 4T16f10penSSHISTUAIAIE | IR RINRSAREDSA, HAEHEEARSAR , TIFEE
2048751409641, HoxsHERLDSART | SHFEER2048(0.

O 2T IR

T SRIEEAFER

B

e. WEHEIHIATTA.
BEAE AR SE PR G DL “ APISCIE” B “ AR

£ i LA A
g NEETE PN,
h. B “BRE” .
(RERY::
FRMEHELN, TNTRELELERNE,
e il SSH % )i
a. (ER T B THR (Bl “putty.exe” ) .
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b.  FAARMFH
AR TN E] 6-28 Fs .
E6-28 SAFAEA
$R PuTTY Configuration =
Category:
E] Window - Options controlling SSH authentication ‘
. - Appearance
R [”| Bypass authentication entirely (SSH-2 only)
5 . Translation Display pre-authentication banner {SSH-2 only)
g::z‘::n | Authentication methods
Attempt authentication using Pageant
"~ Data [] Attempt TIS or CryptoCard auth (SSH-1)
- Proxy (V] Attempt "keyboardinteractive” auth (SSH-2)
Telnet ey
- Rlogin Authentication parameters
["| Allow agent forwarding
i e Kex = Allow attempted changes of usemame in SSH-2
Private key file for authentication:
sl | |
X1
- Tunnels
Senal E
< | " d
[ open ][ Concel |
c. MLE SSH %)/ & xkfa B o

GG BRCE A an & 6-29 fn, FTEHIN iBMC Mk, SSH AR5 145 .
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Elo-29 BEEBRIER

r’@:PuTTY Conﬁ'guraﬁon |:]

. Basic options for your PUTTY session
¢ Logging

1 ; Specify the destination you want to connect to
b Tom Host Name (or IP add P
|- Keyboard lost Name (or IP address) ort
- Bell e
.. Features Connection type:
=) Window ("VRaw () Telnet (") Rlogin @ SSH () Seral
Appea@nce = Load, save or delete a stored session
- Behaviour =
‘... Translation Saved Sessions
- Selection
... Colours ~
Default Settings
=1+ Connection ioad
.. Data
_____ i [ save ]
..... Telnet . Delete
----- Rlogin
- SSH
N Kex Close window on exit:
&~ Af"th () Aways () Never (@ Only on clean exit
i . GSSAPI ~

(i *

| Aot | [ open |[ Cancel

o EEiBMC AT
a. i “Open” .
b. NG EHIA SSH 4.
HEN iBMC 417

6.9 Bt & iBMC SSL iEH

BT

SSL IE A3 7E 7 7 S ) Y A AT Web JIRk 55 4% 2 [R) 37— 2% SSL % 4xiliE (Vi 720N
HTTPS), SEBUHEE B AR 7 i IR 55 & 1) (s A day, T CARIT 1k il 5 2 it
ko SSL ORIE 1 XS AREME B2z 4, T H ) m] DL Rk 55 4% U 5 56 uEAd 7 il
Rt SR H KA SE. 7 ih SCRF SSLAEH B g, vftmeatt, @illEfmE
CHRER ARG, IR EHES, #ORIEF A k.

SEF AR A BT SSLAEF .
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W I

BRIELSR

BT SR %K AF
CUAFAE T IER B AR 55 4% iBMC 9% S o

3% IBMC WebUL, VEAITE SIS AR “HFAIT > HP g .
AR S B T R AT A I B 1

V=]

MK P A CE IE S E B AR AR U ) SSLUETIRS, &7« § A\ SSL IE1i.
% PR AELE P FEAE R SSLAE TR, iEHAT SN SSL AIE T« [7) 3 i 2897
HIARIES

M PR g AIEBAE B IE ] E R AE RN A SSLAEBET, &#AT.
FHi% SSL AES. « S\ SSL IEF5 -+ o [a) 31 U S8 IAR IE T o

M E A E SQEPEBIHEAREB AR TR T AN SSLAER, 15HAT HE X
UEFE S« 3 SSLAEHS. « A SSLAES . « [a) W S &8 A IR AE F5

H 5 SUIE3 5 B
. {£iBMC WebUI, &% “Web IR%5 > SSLE+H” .
b. By “HEX” I EE X SSLAE B KIS .
c. fE “PW—: AR CSR” XIHEF, HANHE E I RE R
HE UEEERE: ER. B Wi, A8, SIrIMEH4.
d. B “RAE” .
e.  FRIRBH FIRHEHEHE R B 5 H CSR SUHREI% - b o
Hi& SSL k1S
SSL HiE i Al T 77 AEREL
— IERPERAUE N HIE SSL B4 ET . (HEFETT O
~ EAERARCT R (Bt openssl) T4 R SSL 2844 HiE T AR IE T3 .
UE AR T L R A 520 F P B AT AELBE R 3o
S\ SSLiEP
a. fE “SSLIFP” Fmsd “HEX” .
b. S ASSLiEt.
n (EAIERAENA IR SSLIERRD 7 “S, . SAMRSHIER”
XIRAEF, Fd “WYE”, 3« HiiE SSLUEF 3R SSL 22415,
FrEE “IRTE.
n AP FIERN SSLUEBRD 75 “HE GER” XEgES, g
“PBE7, EH e G SSLEFHERELR) SSL AR, TR “CUF TS
Ja R SCARE A AL S AR TP R R, IRy “IRAE.
FNE, iRE “EAERIDY EE.
c. HFIE S iBMC WebUlL.
IF] 1] B 8 VS ITARAIE 45
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(MEEL:
FNAG SSL AE P 4o AR MIE KB IEHMAAMKIR, mARAF ATERNTEAER, EFANZ
SSLiEH G, TFEZMINE FHHEEFRE AL ZGRIES.
LA TE 4535 B eT 75 ) g v A RS DIAEN LAY AR RS
. TR AR
b. ETHEAEHEE “TH > Internet I .
P “Internet JETH” & .
c. fE“HNRE” IEFHRE CERT .
I “UER” wH.
d. 1E “ZEEMIRIEBMANN” TR EH 7R SSLEH A & R 7E5 3R

m 2 =c
m 5 =f

o, BETEBEEIM.
m =1
m =g
£l CREERAEBAURNT M BT . RIS AR E
55 O MRE.
o EEITIENGE, SRR T DR
n R
a7 = R HA L

6.10 Bt & iBMC Syslog H& E#kIEE

BIEm=
iBMC WebUI ] “4E4i2Ir > &% EAR” 24t Syslog HAE BiRACE RN, WLIRE
iBMC R4 5 =77 k5545 LA syslog #C7 AkizHEE R
W EIN
LIS 364
CAFE A IEF B IR S5 4% iBMC % 3 o
B

HATHCE 2 /T, VE Ao R G I B s AR A B R A
e syslog J@lE
- HTRAME BRIEENARR CHRRFHIS 7 PR AR B “ L
gl ”) .
- e R R R (S “TLS”. “TCP” B¢ “UDP™).
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- syslog WIEJ7 20 CELAE “HmpAiE” F“BUAAE "D,
- AR H SR
o syslog g5 a5 AR SCH% X
- RiREERIRES
- &S AsL
- REEEEm S
- hRikHERER
B

O EC T #6027 IE B AR T “openssl”.

HRIELR

] AERIES
i A SRR B AR T B 3 A O 7R R
o  HEPMIER, FFEMNEHEHE syslog k55 #EH AR 2 HRE .
o WFNAUERS, TFEMUETETE syslog IS #IUEBHAR S AARUETS . syslog %/ Ui

HEF AN P AR AE TS .

PR TN S5 NN R4k “openss]” 38 A SCRY .

S 2 BIET LAER syslog AR5 #%

B SO T B (SZFF SFTP #0411 WinSCP) 4 Fr i ik 15 A& 3] iBMC S
RGREHZ (Bl “/mp™).
o HFNAUERS, THFEGIRS SR B syslog k552
o UAANIERY, 75 EUK RS A IE A P i MRAE T A% 3 syslog IR 55 4% .
(1 #EB
FRPHIED, FNTHRAELZERE,
SR 3 Bk iBMC WebUL. E4I1ME RIS WA “HFANTT > AP &R &,
S 4 FELHE syslog B
1. f£iBMC WebUI, ZE# “4idrizlr > HZ LR
2. 1E “Syslog i SCEAN” XIHEH, FF)H syslog 3 EIRINAEE,
RS EEE “Syslog JHEMR”  “Syslog BHUARIR” « “HZELH]” |
AR . CNETRT .
HEAIE RiESE R 3-25,

4. FAEIEF.
B GNEFRT A CHRAEAE” B, R IR 1A A RS RARIE P L E
iBMC.
— B GNEF R A CBUARAIE” B, CRP IR 1 A RS R RIE B AR P
Wik _EAEF] iBMC.
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BRI AR 55 %5 £ iBMC H 18

BLE syslog M5 245 BAIHR SOk =

1. I&FF syslog # K ILIHIE

2 h U SRR X SR

30 ek (= faekitE.
g (= s ay TR
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.
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UserRole ConfigureSelf MEMAD (BE | 2
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IAIE ation onState IR
MutualAuthentic | MutualAuthenticati | X{E ZIAUEIER | &
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LDAP CertStatus LDAP iE BISIE | /2
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LDAP HostAddr LDAP Iz %5 #ith | 2
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.
LDAPServer Enable LDAP fHEEIRAS | &
LDAPServer CertStatus LDAP iFPIGAE | /2
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LDAPServer HostAddr LDAP 4525 | /2
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LDAPServer Port LDAPS i 15 | &
LDAPServer UserDomain 44 =
LDAPServer Folder F PN | 2
LDAPServer BindDN Gl E bR IR 4 =
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LDAPGroup GroupFolder LDAP AN | &
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LDAPGroup GroupPermitRuleld | LDAP 4 %5 | &
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<L/<

PermitRule TimeRulelnfo TRV B s | &
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SecurityEnhance | SSHCiphers SSH st s =
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B
EthGroup IpAddr IPv4 Mtk ., DA E
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B
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DNSSetting IPVer DNS 45 1P #p | 2&
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B
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i
DNSSetting BackupDomain DNS #HR% | £
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.
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A
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=
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SSLEnableState
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Snmp sysContact BRARN =
Snmp sysLocation frE &
SecurityEnhance | TLSVersion TLS hit4s &
SecurityEnhance | EnableUserMgnt MM & | 2
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Session Timeout Web i i ] &
Session Mode Web 21610 | &
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AR
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st | SyslogConfig EnableState Syslog ffREIRE | /2
&
SyslogConfig Msgldentity Syslog EHUARIR | =2
SyslogConfig MsgSeverity Syslog 225 | &
SyslogConfig NetProtocol Syslog f& MY | /&
SyslogConfig AuthType Syslog WIE A | &
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SyslogltemCfg | DestPort Syslog %5 #&3ii | &
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ChassisPayload | PowerOffTimeout | T HifffE =
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I Re ek
ChassisPayload | PowerRestorePolicy | i HFF#H1 55 H& &
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Kvm KeyboardMode B, Bir | 2
FraiE A AR
Kvm KvmTimeout AR SN | 2
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Kvm LocalKVMState A KVM ffigE | 2
RE
Kvm AutoOSLockState RBHEIRE =
Kvm AutoOSLockType EX i =
Kvm AutoOSLockKey SN =
F1%15 | Video VideoSwitch FEMFREIRAS =
T
FrEAs | Kvm ScreenSwitch &= EEeIR | 2
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[H ¥ | Diagnose BlackBoxState FH A RIS | 2
H 1% | Diagnose SolDataState HOEHEFER | 2
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47} | Upgrade DowngradeDisabled | i AP FEEIHEE | =&
% fEREIRES
ZEeiH | Cooling SmartCoolingMode | & fE 1 i A5 =, =
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Cooling CustomDiskTobj T HbrE =
Cooling CustomMemoryTob | 1% HinE =
J
Cooling CustomPCHTobj PCH Hr{E =
Cooling CustomVRDTobj VRD H#rfH P
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HAth HMMSSHNAT | State NAT ffREIRE | 2
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Bios BiosPrintFlag BIOS &3TEIHF | &
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Cooling PowerMode YRR &
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Stateless Enable RS EDIRE | £
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Stateless SysManagerID TR THEIIRE | 2
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Stateless AutoPowerOn TR THHEIIRE | 2
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K
Stateless BroadcastNetSegme | TEARATHEINEE | 2
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B
Stateless BroadcastPort TOIRSHEIRE | 2
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|
Stateless SysManagerIP TR IHHEIIRE | 2
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Stateless SysManagerPort TIRESTFHEIhEE | 2
Z45 F RS o
i 1
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e ce R E
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FE AR
USBMassStorag | SpConfigFileReady | gt SP 5=, | &
e
USBMassStorag | SPStartmode SP #AE5ERE] | 2
¢ H AL OS [ [a]
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Version Z %X
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Family Z %L
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CAMargin a4 e/t hk 28 Margin 3822
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PCIEDPCSupport DPC %
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PCIELinkSpeedPort[8] | port8 iz & it &
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PCIELinkSpeedPort[10 | port10 458 it &
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port10 PCle fx KA 7
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Port[12]
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Port[32]

PCIEMaxPayloadSizeP | port32 PCle & KA 271
ort[32]

PCIEPort[34] port34 PCle ¥ I Ff-2%
PCIELinkSpeedPort[34 | port34 45 id i i &

]

PCIELinkDeEmphasis | port34 2/l PCle ¥ [
Port[34]

PCIEMaxPayloadSizeP | port34 PCle 5 KA 27T
ort[34]

PCIEPort[36] port36 PCle 3 L J-5¢
PCIELinkSpeedPort[36 | port36 458 /& it &

]

PCIELinkDeEmphasis | port36 /il 5 PCle ¥
Port[36]

PCIEMaxPayloadSizeP | port36 PCle it KA 2% 717
ort[36]

EnableSMMU SMMU 2%
EnableFDTTable DTB £k

EnableGOP GOP Jfx

EnableSpcr SPCR %
SYSDBGLevel A4 debug FEH W E
CPUPrefetchConfig CPU FiHL D RE TR
ENRASSupport RAS K
CheckAlgorithm B VAR

EnPoison IR TF R

PatrolScrub N SR AR
PatrolScrubDuration A 1A
DemandScrubMode VRS K T o2
CorrectErrorThreshold | # 1F %% R/H
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BHIR AR
FunnelPeriod Bt =H A
AdvanceDeviceCorrecti | H#EiE 14 &8 1E
on

RankSparing HERARE IR
DpcFeature DPC #RIFK
EcrcFeature ECRC iRk

CompletionTimeout SE RGN %

CompletionTimeoutVal | 5¢ pi A {H
ue

HotPlug S GARS

NoBootResetSetting T sh& & ashE B 5%

%<9-3 RAID 1=HIZSAL BN

e SHm SHFIm iR EAXHFREX
HEN
e RaidController Type RAID ###i#38  | &5, BUEAERE
o, AR
RaidController CopybackEnabled | RAID 4 2em | 2
BRSNS .
RaidController SMARTerCopyba | RAID 565878 | 2
ckEnabled LoalESIEY By
SMART #i% 2
Ja e H st AT
[EIEZ 2
RaidController JBODEnabled RAID il 2§ =
JBOD Rk
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